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1.EE

117N R3] & 4

(1) f# & PCIE-WLAN-UART-BT-8997-LNX_6_1 55-IMX8-16.92.21.p84.4-16.92.21.p84.4-
MM6X16423.P6-GPL.zip L4 1

(2)%% DLAR I H R B SO/ 92 B Fwimage SCEE I =N SO 21 /lib/firmware/nxp

¥ pcieB97 wlan vd.bin 2023/6/2 16:40 BIM =05 429 KB
& pcieuart8997 combo vd.bin 2023/6/2 16:40 BIN 324 609 KB
& uartuartda97 bt v4.bin 2023/6/2 16:40 BIN 37t 180 KB

1.2. 57 % IR zh

(1) fi# &= PCIE-WLAN-UART-BT-8997-LNX_6_1_55-IMX8-16.92.21.p84.4-16.92.21.p84.4-

MM6X16423.P6-GPL.zip K4t

(2) PR s R ) SO R i B = A tgz #EAT R
WIFI—LNX_6_1_SS_RC1—IMXS—-—MMB}H 7423.p6-app-srcigz 2 20 TGZ 635 KB
WIFI-LNX_6_1_55 RC1-IMX8--MM6X17423.p6-GPL-src.tgz /2 20013 TGZ 756 KB
WIFI-LNX_6_1_55 RC1-IMXB--MMBX17423.p6-mlan-srctgz 2023/11/2 20:14 TGZ it 690 KB

Q)M E R X ikat, 18E N HZ.
vi Makefile

S KERNELDIR 2% &
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KERNELDIR :=/ S/ linux-imf

uild/compat-wireless-3.2-rc1-1/1include
ATDIR)

”-oot/backup
“date

97=n
758L, 16401C

N B R D P VA e PR e i3 e A e 9 =

rm —r /lib/modules/5. 4. 70/kernel/drivers/net/wireless/marvell

rm —r /lib/modules/5. 4. 70/kernel/drivers/net/wireless/nxp/*

(5)F 2 PF K mlan.ko Al moal.ko #5 W1 E 1 &

cp mlan. ko moal. ko /lib/modules/5. 4. 70/kernel/drivers/net/wireless/nxp
(6) 5B P AZAS HL Ak 6

depmod

(7WEITHLE A

vi /etc/modules—load. d/wifi. conf

I NZE, WEHYLINEL mlan.ko A1 moal.ko B3]

mlan

moal

(8) W EHHLH & IRB S 4

vi /etc/modprobe. d/wifi. conf

ISR N2, In#k moal ko KBNS 48 E S5

options moal mod para=nxp/wifi mod para.conf

© 1983-2024 Hr&ERE; (PE) HRAEBRBTE 3/12



AD\‘\NTECH RSB3730 WIFI AP+STA EI#EAESE

Enabling an Intelligent Planet

1.3.ECE AP

()& /etc/hostapd.conf, ELE hostapd 24

interface=uap0
driver=nl180211
ieee80211n=1

hw_mode=g

channel=6

wpa=2

ssid=jelina_ap
wpa_passphrase=jelinal23
wpa_key mgmt=WPA-PSK
rsn_pairwise=CCMP TKIP
wpa_pairwise=TKIP CCMP

(2)J5 3l hostapd

systemct]l start hostapd

root@imx8mmrsb3730a2 systemctl start hostapd
30.247101] wlan: i AP
.251915] CMD_RE x121 erro
.256647] IOCTL fe 3 - 2090 1d=0x200000, sub_ 1d=0x200024 action=2, status code=0x2

.265527] Get multi-channel policy fa

.270295] fw doesn't support 1lax

283634] wlan: AP started

.289950] Set AC=3, txop=47 cwmin=3,

.297199] Set A X 94 cwmin=7,

.304516] Set AC=0, txop=0 cwmin=15, cwma 3 ai :
.311730] Set AC=1, txop=0 cwmin=15, cwmax=1023 aifs=7

1.4.B52 & wpa_supplicant

(1)& B HHLE A
systemct]l enable wpa supplicant@mlan(. service
(2)¥ I & ST A

vi /etc/wpa_supplicant/wpa supplicant-mlan0. conf

AN A A

ctrl interface=/var/run/wpa supplicant
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(3))A B AR5

systemct]l start wpa_supplicant@mlan0. service

1.5.B50 & dhcp

(1) H Yocto w23 dnsmasq
bitbake dnsmasq

¥ rpm L5 T2 W AT 2234 .
rpm —ivh dnsmasq—2. 80-r0. aarch64. rpm
()& & S A

vi /etc/dnsmasq. conf

A B %
port=1983

interface=uap0
dhep—range=192. 168. 8. 20, 192. 168. 8. 254, 255. 255. 255. 0, 24h
dhcp-option=option:router, 192. 168. 8. 1

dhcp-option=option:dns—server, 8. 8. 8. 8
©EEIES

systemct]l stop dnsmasq

systemctl start dnsmasq

1.6.Fc B networkd

(1)1 uapO Bt B S04
vi /lib/systemd/network/80-uap0. network

IS N2
[Match]

Name=uap0
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[Network]
Address=192. 168. 8. 1/24
Gateway=192. 168. 8. 1
DNS=8. 8. 8.8

(2)¥8 0 mlan0 fit & SC4F
vi /lib/systemd/network/80-mlan0. network

ISR N2
[Match]

Name=mlan0

[Network]
DHCP=yes

(3)E &N k%%

systemctl stop systemd-networkd

systemctl start systemd—networkd

1.7.EBER

)i ERPR TR ARE G, EERR
reboot
QWL JEBEFE X MR, uap0 EA& mlan0

ifconfig

mlan® Link encap:Ethernet HWaddr 00:e9:3a:0d:d2:11
UP BROADCAST MULTI{AHT MTU: 1500 Metric:
RX packets:0 e ;20 dropped:0 overruns:0 frame:0
TX packets:0 ert ;10 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 02:e29:3a:0 3:11

inet addr:192 .1 Bcast: Mask:255.255.255.0
inetb addr: 80 :: e9:3aff:Tefd:d311/64 Scope:link

UP BROADCAST RUNNINb MULTICAST MTU:15080 Metric:1

RX packets:0 er: ;20 dropped:0 overruns:0 frame:0

TX packets:0 ¢ ;136 dropped:0 overruns:0 carrier:0
collisions:0 t\queue1en 1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
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(3)& % hostapd M wpa_supplicant I 45 =& 73 8 s IE &

root@imx8mmrsb3730a2:~# systemctl status hostapd
* hostapd.service - Hostapd IEEE 802.11 AP, IEEE 802.1X/WPA/WPAZ/EAP/RADIUS Authenticator
load | 1 qtemd/qv:tem/ho:tapd servi vendor preset:

C = nin 20s ago
Process: xec tart— uqr/qbln/hoctapd /etc/hostapd.conf /run/hostapd.pid -B (code=exite status=0/
Main PID: 964 (hostapd)
Tasks
Memory:
CGroup: m.slice/hostapd.service
) /sbin/hostapd /etc/hostapd.conf -P /run/hostapd.pid -B

Mar 18 03: imx8mmrsb3730a2 systemd : ing Hostapd IEEE 802.11 AP, IEEE 802.1X/WPA/WPA2/EAP/RADIUS Auf

Mar 18 03: imx8mmrsb3730a2 hostapd '_uration file: fetc/hostapd.conf

Mar 18 03: imx8mmrsb3730a2 hostapd 3 : Cannot open RFKILL control device

Mar 18 03: imx8mmrsb3730a2 hostapd : Using interface uap® with hwaddr 02:e9:3a:0 3:11 and ssid "jeli

Mar 18 03: imx8mmrsb3730a2 hostapd : random: Only 18/20 bytes of strong random data available

Mar 18 03:16 imx8mmrsb3730a2 hostapd : random: Not enough entropy pool available for secure operations

Mar 18 03:16 1m<3mmr=b 0a2 hostapd : WPA: Not enough entropy in random pool for secure operations - upc

Mar 18 03:16 X8 'sb3730a2 hostapd : uap@: interface state UNINITIALIZED—>ENABLED

Mar 18 03:16 imx8mmrsb3730a2 hostapd T uap AP-ENABLED

Mar 18 03:16:25 imx8mmrsb3730a2 systemd : Started Hostapd IEEE 802.11 AP, IEEE 802.1X/WPA/WPA2/EAP/RADIUS Aut

rootm1m\3mmrqh373@a::~# ps -ef | grep hostapd

root 1 6 03:16 ? 00:00:80 fusr/sbin/hostapd /etc/hostapd.conf -P /run/hostapd.pid -B
1001 © 03:18 ttymxcl 00:00:00 grep hostapd

root@imx8mmrsb3730a2:~# systemctl status wpa_supplicant@mlan@
'Il(antmm'lanﬂ service - WPA supplicant daemon {mterfa(e specific version)
emnl/qvntem/upa supplicant@.ser z vendor preset:
) since Mon 2024-03-18 03:1 4 2| ago

.2M
ystem.slice/system-wpa_supplicant.slice/wpa_supplicant@mlan@.service
923 /usr/sbin/wpa_supplicant -c/etc/wpa_supplicant/wpa_supplicant-mlan@.conf -iml

Mar 18 03: y

Mar 18 03:16: i S 2 wpa_s Lice U LnxtlaT ized wpa_ Rup[ﬂ icant

Mar 18 03: i "sb3730a2 wpa_s L ice " L C t open RFKILL control device

root@imx8mmrsb3730a2:~# ps - | grep wpa_supplicant

root 1 0 03:16 ? 00:00:00 /usr/sbin/wpa_supplicant -c/etc/wpa_supplicant/wpa_supplicant-mlan®@.conf -iml
root 954 1 0 03:16 ? 00:00:00 /usr/sbin/wpa_supplicant -u

root 1029 1001 © 03:19 ttymxcl 00:00:00 grep wpa supplicant
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2.3k

2.1.AP JU3

% jelina_ap

82 Sparkian

ZH]1 Internet

5 PO N [ 55 R R D %

=5k

5SID: jelina_ap

W Wi-Fi 4 (802.11n)
= =i WPAZ--A
=i 2.4 GHz
RIEIEIE: 6

PEEEE (SR 130/130 (Mbps)
g (Pve HBEIE: fe80::f52d:2395:9123:c020%6

1Pva Bk 192.168.8.47

IPv4 DNS BE3558: 8.8.8.8

HiSE: Intel Corporation

ik Intel(R) Wi-Fi 6 AX200 160MHz
IKEREFRRE S 2110.2.2

VR A T B G AR
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rootm1m\ammrqb3?30aL:~# [ 253.934569] uap0:
253. wlan: HostMlme Auth received from 38:XX:XX:XX:a8:13
/ 4] wlan: HostMlme uap0® send Auth
-53 054336] uap0:
253.954843] wlan: HostMlme MICRO AP STA ASSOC 38:XX:XX:XX:a8:13
.962879] uapO:
.962883] wlan: HostMlme MICRO AP STA ASS 38: XX: XX:XX:a8:13
.971508] wlan: UAP/GO add peer station, address =38:XX:XX:XX:a8:13
?53.978728] wlan: HostMlme uap® send assoc/reassoc
3.984275] wlan: deauth station 38:XX:XX:XX:a8:13
3.989683] wlan: UAP/GO add peer station, address =38:XX:XX:XX:a8:13
2] wlan: HostMlme uap®@ send assoc/reassoc ]
. 2 uap0:
4.003213] wlan: Send EAPOL pkt to 38:XX:XX:XX:a8:
4.010784] wlan: hostmlme notify deauth station 38: xx XX:XX1a8:13
.017037] uapO:
54.017040] wlan: EVENT: MICRO AP STA DEAUTH reason=0x4003 38:XX:XX:XX:a8:13
4.026463] wlan: deauth station XiXX:XX:a8:13
.031522] CMD_RESP: cmd Oxb5 error, result=0x1
.036186] IOCTL f 00EEEAAAec52c917 id '70009 sub 1d=0x2000d action=1, status code=0x1
wlan: uth station 38:XX:XX:XX:aB8:13 f
wlan: hostmlme notify deauth station 38:XX: xx XX:aB:13
uap0:
wlan: EVENT: MICRO_AP_STA DEAUTH reason=0x4003 38:XX:XX:XX:a8:13
uap0:
wlan: HostMlme Auth received from 38:XX:XX:XX:a8:13
wlan: HostMlme uap@ send Auth
uap0:
- wlan: HostMlme MICRO_AP_STA_ASSOC 38:XX:XX:XX:a8:13
.561333] wlan: UAP/GO add peer station, address (XX XX:XX:aB8:13
.569093] wlan: HostMlme uap@ send assoc/reassoc res
.577406] uap®:
.577413] wlan: Send EAPOL pkt to 38:XX:XX:XX:a8:1:
.597202] uap®:
.597208] wlan: Send EAPOL pkt to 38:XX:XX:XX:a8:1:

2.2.STA W&

2.2.1. IEH W) SSID L iER:

(1B — AR E

wpa cli —i mlan0 add network

IRIEME 0 /& network id, FIHIFTEBE S H ) 0 ¥/2 network id, I SHATS
ANFEES, TIRFTE fir &Y A SO X N R

aimx8mmrsb3730a a cli -1 mlan® add nety

(2)MC B ZEFL Y ssid A

wpa_cli —i mlan0 set network O key mgmt ’~WPA-PSK’

S mmws

wpa_cli —1 mlan0 set network 0 ssid

S nws

wpa cli —i mlan0 set network 0 psk

(3)3 &
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wpa_cli —i mlanO enable network 0
(4)T 3 = HiT A5 1) R 2% Fic B
wpa_cli —i mlan0 select network O

wpa_supplicant FF41%E# ssid.

root@imx8mmrsb3730a2:~# [ 1210.715188] wlan: SCAN COMPLETED: scanned AP count=38
210.724838] wlan: HostMlme mlan@ send auth to bssid 70:XX:XX:XX:d5:f0
210.756722] mlan0O:
1210.756727] wlan: HostMlme Auth received from 70:XX:XX:XX:d5:f0
210.764800] uap0:
210.764803] wlan: HostMlme Auth received from 70:XX:XX:XX:d5:f0
1210.776755] CMD R 2 I result=0x2
1210.781492] I0CTL . 000000003a46ae51 1d=0x200000, sub_ 1d=0x200024 action=2, status code=0x3
210.790369] Get mu1t1 hannel policy f d
211.723299] CSA/ECSA: Switch to new channe1 60 complete!
1211.728655] OLD BW = 1 NEW BW = @
211.729158] wlan: HostMlme mlan® ( to bssid 70:XX:XX:XX:d5:f0 s
211.742006] mlan®:
211.742011] wlan: Send EAPOL pkt to 70:XX:XX:XX:d5:f0
1211.754749] mlan0:
211.754755] wlan: Send EAPOL pkt to 70:XX:XX:XX:d5:f0
211.772256] IPv6: ADDRCONF(NETDEV CHANGE): mlan®: link becomes ready
211.779695] woal cfg80211 set rekey data return: gtk rekey offload is DISABLE
1211.952800] uap0:
211.952805] wlan: Send EAPOL pkt to 38:XX:XX:XX:a8:13
212.460606] uap0:
4606147 wlan: Send EAPOL pkt to 38:XX:XX:XX:a8
3.468018] uap0:
213.468026] wlan: Send EAPOL pkt to 38:XX:XX:XX:a8
214.475652] uap0:
.475660] wlan: Send EAPOL pkt to 38:XX:XX:XX:c
215.483496] wlan: HostMlme uap® send deauth/disa:
90606] uap0:
.490612] wlan: EVENT: MICRO AP STA DEAUTH reason=0x0 38:XX:XX:XX:a8:13
.499784] wlan: deauth station 38:XX:XX:XX:a8:13
.500997] wlan: hostmlme notify deauth station 38:XX:XX:XX:a8:13
.510831] uap0:
.510835] wlan: EVENT MICRO_AP_STA DEAUTH reason=0x4003 38:XX:XX:XX:a8:13
520099] : d Ox >
“4744] I0CTL : 0000000033’0’76 1d=0x20000, sub 1d=0x2000d action=1, status code=0x1
wlan: uth statlon 38: 2 aB:13 failed
wlan: de: i { (XX:XX:aB8:13
CMD_RESP: cmd Oxb5 e result=0x1
/ IOCTL -d: 000000002 56f 1d=0x20000, sub 1d=0x2000d action=1, status code=0x1
[ 55313’] wlan: uth station 38:XX:XX:XX:a8:13
215.918644] wlan: hostmlme notify deauth station 38:XX:XX:XX:a8:13
924893] uap0:
wlan: EVENT: MICRO AP _STA DEAUTH reason=0x4003 38:XX:XX:XX:a8:13

mlan® Link encap: Ethernet addr € ]
inet add 2 Ecaqt Mask:255.255.255.0
inetb addr: feaﬂ..’eq 3aff:feld:d211/64 Hcope L1nk
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5 er 510 dropped:0 overruns:0 frame:0
TX packets:37 ei 510 dropped:0 overruns:0 carrier:0
collisions:0 tmqueue?en 1000
RX bytes:987 (987.0 B) TX bytes:5795 (5.6 KiB)

il ping %, BAHEMSKEEIES

ping —I mlan0 192. 168. 210. 92
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root@imx8mmrs Ba2:~# pin
, 92 1 . 183 mlan@: 56(84) bytes of data.
s from mp_ ttl=128 time=20.8 ms
s from icmp_s ? tt1=128 time=45.8 ms
s from icmp_seq=3 tt1=128 time=50.8 ms
s from icmp_seq=4 tt1=128 time=67.1 ms
s from icmp 5 tt1=128 time=6.46 ms
s from icmp_s y tt1=128 time=63.9 ms
s from icmp_s t11=128 time=41.5 ms
s from icmp_s tt1=128 time=34.1 ms
s from icmp_s 0 t11=128 time=49.2 ms
s from icmp_s tt1=128 time=10.3 ms
s from icmp_s tt1=128 time=6.38 ms
s from ': s ? tt1=128 time=16.0 ms
s from 3 tt1=128 time=22.9 ms
s from tt1=128 time=5.81 ms
s from ic K 5 tt1=128 time=35.4 ms
s from icmp_ ) t11=128 time=6.17 ms
s from icmp_s tt1=128 time=63.0 ms
s from icmp_s tt1=128 time=258 ms
s from icmp_s 0 tt1=128 time=4.28 ms
s from icmp_s 0 tt1=128 time=30.4 ms
s from icmp_s 21 tt1=128 time=7.65 ms
s from icmp_seqg=22 ttl=128 time=7.38 ms
s from icmp_s 23 tt1=128 time=15.4 ms
s from icmp_s 24 tt1=128 time=24.5 ms
s from icmp_seq=25 tt1=128 time=37.0 ms
s from icmp_s 26 tt1=128 time=71.2 ms
s from icmp 27 tt1=128 time=27.6 ms
s from icmp_s 8 tt1=128 time=16.7 ms
. from icmp seg=29 tt1=128 time=34.8 ms

2.2.2. 58RI SSID iR

R ES R I SSID A s2id 4, JFR R EVLCERS] AP, JHEH ping e ta& 5 AP I
HEIRAS .

(1)< R 56 o Tic B e

wpa_cli —i mlan0 disable network 0

()1 BB R ) Y

wpa_cli —i mlan0 set network O psk ~“errorPSK”’

(3)EEHT 3 I B

wpa cli —i mlanO enable network 0

()2 EE LK G IR AR S, BRI FALH) AP i a W T
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.488683]
.491994]
.497303]
.502613]
.507922]
.513231]
.518540]
.523848]
.529158]
.534467]
.539776]
.545085]
.550394]
.555704]
.561013]
.566322]
.571631]
.574076]
.578432]
.584696]
.589336]
.594840]
.599717]
.603724]
.607385]
.610612]
.614184]
.027341]
.935641]
.944967]
.949179]
.957647]
.290692]
.300152]
.313026]
.313030]
.321078]
.321081]
.329566]
.334346]
.343237]
.323764]
.329030]
.329124]
.337066]

: TTTf80001217bc10
: TTff80001217bc10
: Tfff8000116fafte8
: TTTf80001217bd28
: TTff000072bb8108
: Tff00006e679014
: TTTf80001217bd28
: 000EPOEEEOO0O000
: 0006PEEREOOOODEO
scleleleloeTelelololelelelolo]
: 000EPOEEEOO0O00O
: TTTTO000/dbb8e50
: 0000PEEEEOENO0OO
: 000EPOEEOOO0O96T
: 0000PEELEEOODEDOO

Call

ffff80001217bd28
trace:

: TTTf000072478000
: 0000P0EEEOODO00O
: TTTfO00072742000
: TTff00007660aa00
: TTFfO0e072b2c900
: 0000PEEEEOONODOO
: 000EPOEEEOE0O000
: 0600POEEOEOEOODEO
: 0000PEEEEOE0E0O1
: 0000P0EEE0000002
: TITfO0006e67901C
: TIff00006e67901c
: 0000POEEOOO00985
: 0000PEELEEOE0ODO3
: 00000000O0000000

nl80211 send_chandef+0x150/0x160
nl80211 ch switch notify.1isra.®.constprop.0+0xe4/0x178
cfg80211 ch_switch_notify+0x7c/0xb0O

woal cfg80211 notify channel+8xb8/0xf8 [moal]

woal _evt work queue+0x214/0x278 [moal]
process_one work+0x198/0x320

worker thread+0x48/0x420
kthread+0x138/0x158

ret_from_fork+0x10/0x1c

— [ end trace 68f3aB81f7b79c364 ]-—

ASSOC_RESP:
IOCTL fai

Association Fa

iled, status code = arror
i: 00000000a5e51650 1d=0x20000, sub_ 1d @x200@1 action= 1, status _code=0xfTfcOOO1

HostMlme mlan®: bss start Fails
to connect to bssid 70:XX:XX:XX:d5:e0

wlan:
wlan:
wlan:
wlan:

SCAN COMPLETED:

mlan0:

wlan:

uap®:

wlan:
CMD_RESP:
I0CTL fai
Get multi-channel policy fa

HostMlme mlan® Failed
mlan® START SCAN

scanned AP count=38

, result=0x2

1led

CSA/ECSA: Switch to new channel 1 complete!

OLD BW =

WARNING: CPU:

3 NEW BW = 3

[ cut here ]
3 PID: 935 at net/wireless/n180211.c:3157 n180211 send_chandef+0x150/0x160
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= Oxfffc, a id = Oxffff

HostMlme mlan® send auth to bssid 70:XX:XX:XX:dc:40
HostMlme Auth received from 70:XX:XX:XX:dc:40

HostMlme Auth received from 70:XX:XX:XX:dc:40
cmd 0x121 error
i: 0000000056cd1271 1d=0x200000, sub_ 1d=0x200024 action=2, status_code=0x3

18]=8ms TTL=64
1[8]=13ms TTL=64
F[8]=117ms TTL=64
1[8]=13%ms TTL=64
F[8]=21ms TTL=64
F8]=%ms TTL=64
F[8]=10ms TTL=64
[8]=10ms TTL=64
F8]=%ms TTL=64
-Lﬂ 1lms TTL=64
e~
|
8=
8=
8=
8=
8=
8=
|

TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64

T|8]=22ms TTL=64
T|8]=110ms TTL=64




