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• Ease-of-use

• Open-source

• Device Management

• Security

• Longevity

• Advances in flash, analog, RF, and 

sensors integration

• Powerful, yet low-cost & low-power 

MCUs

• Miniaturization & advances in 

packaging technologies

• Energy harvesting
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Scalable Solutions

Increasing Complexity of Data Collection, Handling & Processing

Sensors – Analog – MCU – RF – Applications Processors – Networking Processors

SCALABLE SOLUTIONS

Smart 

Healthcare

Smart 

Thermostat

Smart Home

Smart Wearable

Smart Vehicle

Smart Hospital

Smart Home

Smart City

Smart Health

Smart Highway

V2V & V2I
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Energy Efficient

Optimum Performance

Highly Integrated

Secure

Small Form Factor

Cost-Effective

End 

Nodes

PAN/LAN 

Connectivity 

Gateway WAN

Connectivity

Cloud

MCUs Energy

Sensors Connectivity

Application/

Action

Big

Data

End Nodes
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End Nodes TODAY
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Increasing Integration of Diverse Components
Diversification
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Leading-edge 

process nodes 
(45, 32…14FF) 

driven mainly by 

digital SoC

Longer-lasting 

shrink nodes 
(40, 28…??) 

offer mixed-signal 

integration opportunity 

Sense, Acquisition & 

Connectivity

Functionality

Computational & 

Graphics

Functionality
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End Nodes of TOMORROW

Low-power

Core
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“The Rise of the 32-bit MCU”

32-bit units: +78% YoY 4Q14 exceeded 8-bit

32-bit revenue: +16% YoY
Source: WSTS  Jan ‘15

Revenue 6MMA

1/90 1/92 1/94 1/96 1/98 1/00 1/02 1/04 1/06 1/08 1/10 1/12 1/14 1/16

  4-BIT $   8-BIT $  16-BIT $  32-BIT $

32-bit up 

+16% y/y 

8-bit down 

-7% y/y

500M

USD

mthly

300M
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IoT End Node Connectivity Landscape

Application Layer /

Profiles 

Network Layer / 

Transport Layer

Physical / Link Layer

(PHY/MAC)

Wearables
End Node

to Gateway

Sub-1 GHz 

Industrial Wireless

2.4 GHz Home Automation & 

Control Networks

IEEE 802.15.4 (low power networking)IEEE 802.11n 1x1
Bluetooth 
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Bluetooth 
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Thread for the Connected Home

Freescale beta development program with 

Kinetis wireless MCUs in progress to jump 

start next-generation IoT products

• IP-based mesh networking protocol 

for connecting devices in the home

• 7 founding sponsor members grown 

to 9 sponsor members

• 80+ companies have joined 

Thread Group since Oct 1

• Millions of Thread devices already in the 

field running a version of Thread
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Energy Efficiency

Li-ion Battery Alkaline (AA) Coin Cell Electrodynamic

Nominal Voltage ~3.7 ~1.3 ~3V ~2V

Capacity ~2000mAh 1000-2000mAh ~250mAh ~0.00005mAh/Press

Peak Current ~2000mA ~500mA ~15mA ~15mA??

DECREASING BATTERY SIZE Energy Harvesting

From End Node to the Gateway, IoT requires 

improved power management and power conversion efficiency
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Processing Power Efficiency
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28nm – ‘Last Simple Node?’

11

1.0

6.0

14/16nm
(FinFET)

28nm
(High-K

Metal Gate)

40nm65nm90nm.13um.18um

50%
INCREASE in COST

Wafer Cost 

normalized to 

0.25um cost
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Process Technology Implications

28nm & Beyond High-K Metal Gate FD-SOI FinFET

Energy Efficiency

Cost Competitiveness

Ease of Design

Ease of Diversification

MemoryMulti-Cores RF ConnectivityNon-volatile 

Memory• Secure Java / OS support

• Connectivity S/W stack

• Power Management

• Performance

• Security / Trust Zone

• Wireless Everywhere

• Program Complexity

• Data Collection
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Secure 

Storage
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Content
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Secure Embedded Processing Solutions 

for the Internet of Tomorrow

Freescale Security

M A R . 2 6 . 2 0 1 5

John Dixon | Director, Corporate Marketing
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Freescale IoT Security Solutions

Trust ArchitectureTrust Architecture Trust Architecture

CloudGatewayEnd Node

MPU

RFAnalog

MPU

Analog

75

Cryptographic 

Security Protocols

Cryptographic 

Security Protocols

MCU

Sensors

MPU

Analog

Ecosystem Software Ecosystem Software Ecosystem Software
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IoT Market Challenges

Emergence of IoT

solutions coming 

from start-ups 

Complex security 

needs for the 

connected car

Lack of system 

security standards 

for IoT end nodes

Securing data with 

the move to Software 

Defined Networks 

(SDN)
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Freescale’s Response to Market Challenges

Leverage our security 
leadership to drive IoT end 

node security guidelines

Educate IoT customers on 
these security guidelines

Create a security center of 
excellence to invest for 

future leadership

Leverage

Leadership.

Security Guidelines.

Educate.

Security Center 

of Excellence.
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Leverage Leadership

SDN Security

• 49% market share in Wired and Wireless 

communication  processors*

• 20 years of SoC and SW experience in security

• Over 100 million chips sold to date with security functions

• $100m yearly investment in security HW & SW

• Freescale was first to market with communication 

processor with integrated security

• Enhanced security application portfolio through to 

(VortiQa) acquisition

• Driving ecosystem for SW API/standards

*Gartner report 2014
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Leverage Leadership

Automotive Connectivity Security

• Helped drive HSM and SHE 

automotive security standards and 

first to implement into Silicon

• Integrating SHE security into ARM 

based MPU

• Designed into all critical security 

systems in cars today

• Leveraging networking (QorIQ) 

expertise for Connected car emergence
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Leverage Leadership

Standardize IoT Alliances

Addressing End node network security, not device security

Guidelines for developing secure end node systems

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://trac.tools.ietf.org/area/sec/trac/wiki&ei=XSPcVJWRO4yxggTxhYJI&bvm=bv.85761416,d.cWc&psig=AFQjCNGIp6ZUhosNTYc7wx3p6KoW26rMrA&ust=1423799505472601
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://trac.tools.ietf.org/area/sec/trac/wiki&ei=XSPcVJWRO4yxggTxhYJI&bvm=bv.85761416,d.cWc&psig=AFQjCNGIp6ZUhosNTYc7wx3p6KoW26rMrA&ust=1423799505472601
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Educate

Start-up/Incubator Program

Locations:

BOSTON  | CHIGACO |  TORONTO  |  AUSTIN  | DALLAS 

SHENZHEN  | NEW YORK  |  CAMBRIDGE 

Provide Start-

ups with Silicon 

& Tools

Freescale 

Technical 

Community

Security 

Training

IDH & ODM 

Connections

Free FTF, IoTT 

Social Media 
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Educate
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Locations:
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Center of Excellence

Freescale Security Labs

Drive security standards and solve customer 

security node to Cloud system issues

• Drive IoT technical security advancement across FSL

• Manage security from end node to Cloud

• Provide security system services

Labs in ATX, PHX, EKB, Romania, 

Shanghai starting 2Q15

• Physical locations with production quality IoT

end-cloud demos and development platforms

System

Standards

Services

Investment

Ecosystem
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IoT Market Challenges

Emergence of IoT

solutions coming 

from start-ups 

Complex security 

needs for the 

connected car

Lack of system 

security standards 

for IoT end nodes

Securing data with 

the move to Software 

Defined Networks
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