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- Headquarter: Uppsala, Sweden g ¥ } N A nﬁ{ﬂhj;
- 170+ employees s f/ ' J/j Hw‘}cﬁ-’f’
- Support for 10,000+ devices , —
.3000+ ARM devices . i

- A world-leading embedded development tools vendor

- Main products

-IAR Embedded Workbench: C/C++ Compiler & Debugger Tools
-1AR visualSTATE: State-Machine Modeling & Software Design Tools
-1AR I-jet / I-scope / JTAGjet: Debugging & Trace Probes

- China office

-Shanghai, 021-63758658
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- Long partnership with Freescale
- Initiated close cooperation

around HC12 & S12

- EWCF: released on 2007
- EWSO08: released on 2008

- EWARM is the most widely
used commercial tool chain

- g""

for ARM-based processors
- Expand the Freescale ecosystem
- IAR Embedded Workbench

-EWHCS12:
-EWCF:
-EWSO08:
-EWARM:

HC12 & S12 MCU

ColdFire & ColdFire+ MCU/MPU
S08 MCU

Kinetis, i.MX, Vybrid, MC1322x, ...

K24
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K50
K&0
K70
KEDZ
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KE14
KE15
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KL25
KL2G
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KL36
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kL46
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IAR Embedded Workbench for ARM
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IDE

READY

Editors

Source code
control systems

-
— |

SUBVERSION

IAR Embedded Workbench IDE

IDE tools

Project
manager
Library builder

Build tools

IAR C-SPY
Debugger

Simulator
driver
Hardware
system drivers
Power
debugging
RTOS plug-ins

| (HC/Probe™

‘ Micripm

expresslogic

P

IRTOS

e

D roascate " ige

= g, ™ - "
=~ freescale SCIOPTA (CMX AL

Infineon DAVE "™ e
Processor Expert Software visualSTATE

Configuration tools
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- EWARM -- Standard edition

- EWARM-BL -- Baseline edition
.256KB code sizewion

- EWARM-CM -- Cortex-M edition
-Only for Cortex-M0O/MO+/M1/M3/M4/M7

- EWARM-CMO -- CM0O/CM1 only
-Only for Cortex-M0O/M0O+/M1

- EWARMFS 9 -- Functional Safety

.|IEC-61508, 1SO-26 and EN-50128




Functional Safety Certificate
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- SiImply put, it means that the overall safety of an

embedded system depends on the equipment operating
correctly in response to its inputs.

- This includes erroneous inputs
-Also includes hardware failures

- Traditionally, only safety-critical industries have been
Interested Iin functional safety.

-Automotive
-Avionics
-Medical

- However, other industries are also seeing the benefit.
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IEC 61513 IEC 60800 IEC 62061 ISO 13849 ISO 26262
ER %EIEE sl BRI 1B FREE

|IEC 61508 E/E/PEIIEELZ S

IEC 60335-1 IEC 60601 EN 62304 |EC 61800-5-2 |EC 50156 IEC 61511

KEIEE g EBEE SEREIRM PERE RETS
(FUERR)




GIAR

SYSTEMS
Table A.3 — Software design and development —
support tools and programming language
(See 7.4.4)
Technique/Measure * Ref. SIL 1 sIL 2 SIL 3 SIL 4
1 Suitable programming language C4.5 HR HR HR HR
P Strongly typed programming language Z.4.1 HR HR HR HR
3 Language subset C4.2 --- --- HR HR
4a | Certified tools and certified translators C43 R HR HR HR
4b | Tools and translators: increased confidence from use C.44 HR HR HRE HR

NOTE 1 See Table C.3.

NOTE 2 The references (which are informative, not normative) “B.xx.x”, *C.x.x.x" in column 3 (Ref.) indicate
detailed descriptions of techniques/measures given in Annexes B and C of IEC 61508-7.

*  Appropriate technigues/measures shall be selected according to the safety integrity level. Alternate or
equivalent technigques/measures are indicated by a letter following the number. It is intended the only one of the
alternate or equivalent techniques/measures should be satisfied. The choice of alternative technigue should be
justified in accordance with the properties, given in Annex C, desirable in the particular application.
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Functional safety standards -

* |[EC 61508
* 1SO 26262
« EN 50128

A Ve bumr Dbey Ouaestty For Thasll Tas Swaos s
. . O VRS AT BELLELITIN S VR .
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L
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Simplified validation

» Functional safety certificate
* Report to the certificate
» Safety Guide

Guaranteed support and
upgrade

» Cover the product life cycle
* Prioritized technical support § iodl o
« Validated service packs \__ Safety

* Report of known problems
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- EWARMFES

- The Functional Safety edition of
IAR Embedded Workbench for ARM

. Certified by TUV SUD

- Functional safety standards

-IEC 61508-3:2010 (SIL 3)
For electrical, electronic and R . .
programmable systems in all | s halas
kinds of industry.

-1SO 26262-8:2011 (ASIL D)
Safety standard for road vehicles,
derived from IEC 61508.

-EN 50128
Safety standard for railway control
and protection systems.

= CERTIFICATE
[P

Report
Certificate
{1 Z10 13 04 84282 001



http://www.tuev-sued.de/home_en
http://www.tuev-sued.de/home_en
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Table A.3 — Software design and development —
support tools and programming language
(See 7.4.4)
Technique/Measure * Ref. SIL 1 sIL 2 SIL 3 SIL 4 |
1 Suitable programming language C4.5 HR HR HR HR
P Strongly typed programming language Z.4.1 HR HR HR HR
3 Language subset C4.2 --- --- HR HR
4a | Certified tools and certified translators C43 R HR HR HR
4b | Tools and translators: increased confidence from use C.44 HR HR HRE HR
NOTE 1 See Table C.3.

NOTE 2 The references (which are informative, not normative) “B.xx.x”, *C.x.x.x" in column 3 (Ref.) indicate

detailed descriptions of techniques/measures given in Annexes B and C of IEC 61508-7.

&

Appropriate technigues/measures shall be selected according to the safety integrity level. Alternate or
equivalent technigques/measures are indicated by a letter following the number. It is intended the only one of the
alternate or equivalent techniques/measures should be satisfied. The choice of alternative technigue should be

justified in accordance with the properties, given in Annex C, desirable in the particular application.
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Table C.4.5 of IEC 61508-7 gives a general description of
“suitable programming language”:

-The language should be fully and unambiguously defined.

-The language should encourage:

The use of small and manageable software modules;

Restriction of access to data in specific software modules;
Definition of variable subranges; and

- Any other type of error-limiting constructs.
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With the right C subset, coding standard and the use of
static analysis tools, C can be a Highly Recommended
programming language for all 4 levels of SIL.
Table C.1 — Recommendations for specific programming languages
9 C R — NR NR
10 C with subset and coding standard, and use of static analysis tools | HR HR HR HR

NR: Not Recommended
HR: Highly Recommended
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Table C.4.2 of IEC 61508-7 gives the aim and description
of language subsets:

Aim:
- To reduce the probability of introducing programming faults;
- Increase the probability of detecting any remaining faults.

Description:

- The language is examined to determine programming constructs
which are either error-prone or difficult to analyze, for example, using
static analysis methods.

- A language subset is then defined which excludes these constructs.




C-STAT: Static Code Analysis
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- Code analysis tools — Detecting erroneous code in the application
-Static analysis tools

- Analyze the source code without executing them
-Runtime analysis tools

- Analyze the source code dynamically during execution

Static analysis Runtime analysis applies
applies before
compilation and
debug

after compilation and
during debug/execution

v Tant < A

Build chain

C / C++ code (compiler & Software debugger
linker)
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- C-STAT Is a static analysis tool developed by IAR Systems
-Launched in Feb, 2015

-Both C and C++ source code are supported

- C-STAT is an add-on product of IAR Embedded Workbench
-Fully integrated

-No additional installation

-No separate license

-Cannot work with 3'd-party compiler & debugger tools

- Target support

-|IAR Embedded Workbench for ARM, from version 7.40
-|IAR Embedded Workbench for TI MSP430, from version 6.30
-|IAR Embedded Workbench for Atmel AVR32, from version 4.30
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- Common Weakness Enumeration - Computer Emergency Response Team

- cwe.mitre.org - Www.cert.org

- An unified and measurable set of - C/C++ secure coding standards, identifying
software weaknesses. insecure constructs which could expose a

. Enumerate design and architecture weakness or vulnerability in the software.
weaknesses, as well as low-level - Guidelines to avoid implementation, coding
coding errors. as well as low-level design errors.

- Motor Industry Software Reliability Association
- WWw.misra.org.uk
- MISRA C:2004 (MISRA C2): Identify unsafe code constructs in the C89 standard.

- MISRA C:2012 (MISRA C3): Extend the support to C99 version of the programming
language whilst maintaining the guidelines for C89 standard.

- MISRA C++:2008: Identify unsafe code constructs in the 1998 C++ standard.



http://cwe.mitre.org/index.html
http://cwe.mitre.org/index.html
http://www.mitre.org/
http://www.cert.org/
http://www.misra.org.uk/
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IFIash Debug j wvold main (void)
Files o | B !
=iml|l CD - Flash Debug LaizEsi Factory Settings |
(I ChSIS General Options
[ Fonts Mak’e_ ______
(I kadules Compile Runtime Checking
7 Pictures Rebuild Al CJC++ Compiler C-5TAT Static Analysis | Edra Options I
(1 StdPeriph_Driver Clean Assembler
rhain.c C-STAT Static Analysis [ ./ guti;_lt L;DI]I;'EH:EF Select C-5TAT Checks...
stm 321 D_it.c Hstom BL
[ Output Stap Build Build Actions Import Settings...
Linker
Debugger Export Settings...
Simulator
Angel
Select C-STAT Checks | x|
C-5TAT checks Search: I 5 |
MName | Severity | Used | Synopsis
WE E RT r | . o  #-[#] STDCHECKS 123/220 C-5TAT spedfic checks
/ T
+-[] MISRAC2004 105/138  Checks based on the MISRAC 2004 standard
‘ + [ mIsrAC2012 137/158 Checks based on the MISRAC 2012 standard
+-[] MISRAC++2008 151/165 Checks based on the MISRAC++ 2008 standard
MISRA C/C++ rules
4| |
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Select C-STAT Checks

Highlight a rule and

- N
CSTATehedks  Search:| > press F1 to show the
Mal | Severity | |zed | Synopsis : : :
ﬁmsmczmz 137/158 Checks based on the MISRAC 2012 standard Jd/ detailed description.
F 9 RAC2012-Dir-4 2f6 Code design
0 Low Inline asm statements that are not encapsulated in functions |
NISRAC2012-Di-4.4 | Low B e ~ipix
CIMISRAC2012Dir-4.6_a | Low Uses of basic types chel 4] @ <= = Q) &
&[] MISRAC2012-Dir-46_b | Low Typedefs of basic type _Hde locate Back Forward Home  Print ‘
_ [ ®ISRAC2012-Dir-4.9 Law Function-ike macros | Sgoriens | Index | Sem > @IAR “ - S =
L] MISRAC2012-Dir-4.10 | Low Header files without il o ta find: SYSTEMS I
MISRAC2012-Rule-1 All A standard C environm . ‘
X I , d cod |MISRAC2012-Dir-4.3 l
E\LIMBRAR 2012-Rule-2 45 Hnused code n C-STAT checks - Descriffions of checks - MISRAC2012-Dir-4.3
B [T AG20 12 -Rule-3 All Comments e L :
\ -acter i |MISRAC2012-Dir4.6
- |1IS| ACRO12-Rule—4 Mone Character sets and lexi MISRACH 20 €
+- ] M SRAC 30 12-Rule-5 All Identifiers m:gg%ggg—girﬁ.?g
_-i:, MIRRAC N 12-Rule-5 All Types MISRAC2012 Rule 1. 3:E .
& [ MisAaka8i2-Rule-7 Al Literals and constants ||| M 2hacay s 1 %j Synopsis
Fl I LN MISRAC2012-Rule-1.3_e Inline asm statements that are not encapsulated in functions
- MISRAC2012-Ruls-1.3f |

LA MISRAC2012-Rule-1.3

W MISRAC2012-Rule-1.3_h
Y MISRACZ2012-Rule-10.1_R2
Ll MISRAC2012-Rule-10.1_R3

W\ MISRAC2012-Rule-10.1_R4
) MISRACZ2012-Rule-10.1_R5
MISRAC2012-Rule-10.1_R6
MISRAC2012-Rule-10.1_R7
MISRAC2012-Rule-10.1_R8 —!
MISRAC2012-Rule-10.2
MISRAC2012-Rule-10.3
MISRAC2012-Rule-10.4
MISRAC2012-Rule-10.6
MISRAC2012-Rule-10.7
MISRAC2012-Rule-10.8
MISRAC2012-Rule-11.1
MISRAC2012-Rule-11.3
MISRAC2012-Rule-11.4
MISRAC2012-Rule-11.7
MISRAC2012-Rule-11.8

Enable or disable a set of
rules or any individual rule.

MISRAC2012-Rule-11.9
MISRAC2012-Rule- 121 LI

BAm A L

Display |

<

Enabled by default

Yes

Severity/Certainty

Low/Medium

Full description

(Required) Assembly language shall be encapsulated and isolated

Coding standards
MISRA C:2012 Dir-4.3

(Required) Assembly Ianguage shall be encapsulated and isolated

Code examples

| -
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Workspace x |

|F|~33h Debug J void main(veid)
Files | H | b3 I%‘ :
CRTO TodeTe—-n-g GPIO InitStructure;
= ﬂ LCD - Flash Debug - Options... ADC IHitStr’ucturE'
= (1 CMSIS = '
—&= [ Fonts MakE_
—= [ Modules C':"T'Ff'le
1 Pictures E;&bmld All oH () :
1 (1 StdPeriph_Driver Ean .
mainc C-STAT Static Analysis Analyze the whole project
st 321 Ox_it.c _
(3 Output Stop Build Clear Analysis Results
Waorkspace x |
|Flash Debug =l #ifdef SYSCLE_FREQ HSE
Sz | - | B, static void SetSysClockToHSE (w
221if defined SYSCLE FREQ 24MHz
—_ w — e
= 'jrl:__lcgmglgﬂs" Debug static void SerSysClockTo2d (vo
—H = 221if defined SYSCLK FREQ 36MHz
pem startup_stm32f10x_hd s etatic wnid SEES'_-{S:IEI:]{EGSE{HD
S5 ."|_:E:T.r'r'|Eii-E'f'| O Options... d SYSCLE FREQ 48MHz
— [ Fonts e d SetSysClockTodd (vo
—H [ kodules Comni d SYSCLK_FREQ S&MHzZ
8 (1 Pictures °rh”':f'|; " d SetSyaClockToSE (vo
= (1 StdPeriph_Driver F"F Uil 4 d SYSCLK FRE(Q T2MHz
. .. J : Zlearn - -
& vaClockTo72
Analyze an individual source || @&manc_ e IC SCTSVICocko2iw
. _ stm32f1 0_it.c C-STAT Static Analysis '
file or a group of source files || L= output e
o B




C-STAT. Result of analysis

Filter the C-STAT messages by selecting a
level of severity: All, Low, Medium or High.
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orkspace x
IFIash Debug j
Files s | B
E§&]LCD - Flash Debug (v [
CICMEIs
[OFonts
(I Modules _
[“_'IPil:tureg _ tmpregl &= ~tmpregl;
| Std_F"enph_Dnver /% Calculate the mask to set #/
[t main.c tmpreg? = (uint32_t)ADC_Channel << (5 * (Rank - 1)): AN e S AT
[c) stm32f1 0x_it.c /* Set the S0x bits for the selected rank */ 5. padang spetew for koo R e ¥t M e M o
3 Qutput tmpregl |= tmpreg2; o :”me""’::‘m ::”
; : wge n o
C =l * :‘n,p-.un behavier in thes stuabon is indefned the code
LD /% Store the nev register valus */ Syt o
| mﬁ;"‘-“" Mias wort 35 intended, O ata CoUd becsme
x :J‘:,; Wm.ﬂuﬂw wINRUE
ity: Al - Filter: 31 :
Severity: | Messages: P o Coding standards
Message | Check | Sewverity| File ﬂlﬁ::.' J CPRFRIeD
@ [ dre_glode (19 messages) ) dré_gled. T e | e dria- it byt 3
- [ gled_lle (2 messages) Double click the C-STAT gled_llc .gf“
- [ iar_logoe (1 message) . iar_logo.c
| rEin.c |:'] meggage) message tO d | reCt tO the rmain.c
- [ miscc (1 message) ”ne Of source COde misc.c
(=] [ st Ox ad messade ‘ IT] Ox &d . .
d BHS argurment is in interval [-5,25] which is out of range of the shift operatar ATH-shiftbounds  Medium  stm32f10x_adc.c E35 H | g h I | g ht th e C-STAT
i Al urmear Nena =, T QT OT riafde o 1= gperatafr = =51 =EaldnQ w2 CHLLET l';' . bas

- [ stm32f10x_gpio.c (1 message)
-# [ stm32f10x_itc (1 message)

- [] Terminal_18_Z4x12.c (1 message)
- [] Terminal_6_8xB.c (1 message)
- [ Terminal_4_12x6.c (1 message)

C-STAT

stn32f1 0x_gpio.c

st 321 0s_it.c
Terminal_18_24x1¢.c
Terminal_b_&x6.c
Terminal_9_12xb.c

message and press
F1to show the related
rules information.

v com
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IAR C-STAT and IAR C-RUN

C-STAT Static
analysis

C-STAT performs advanced
analysis of your C/C++ code
and finds potential issues. It
helps you improve your code
quality as well as prove
alignment with standards such
as MISRA C:2012.

ADC_InitStructun
192 ADC_InitStructure.
193 ADC_InitStructure.A
1394 ADC_InitStructure.AD
ADC_Init(ADC2, sADC_In

/* ADC2 regular TRIMER C.
198 |  ADC_RegularChannelConfig(h

{* Mgahla 3INC7 DM3 o/
d b

e S T

- PR =rasrnyinyitiy
C-RUN Runtime e
analysis s
C-RUN helps you find errors at 5';» m_m(ﬁff":m:m:m;’ .....
an early stage. It is completely b P —
integrated with IAR Bl
Embedded Workbench for —

ARM, and provides detailed
runtime error information.

v com
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- C-RUN Is a runtime analysis tool developed by IAR Systems
-Launched in May, 2014
-Both C and C++ source code are supported

- C-RUN is an add-on product of IAR Embedded Workbench
-Fully integrated

-No additional installation

-No separate license

-Cannot work with 3'd-party compiler & debugger tools

- Target support
-IAR Embedded Workbench for ARM, from version 7.20
-All ARM cores are supported
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Category Factary Settings |
H eap General Options
: Runtime Checking
CheCklng C/C++ Compiler Arlthmeth
Assembler C-RUM Rurtime Checking .
Output Cnl.'uverter v Enable checki ng
Build Acti IF Ise checked hE.'EIE Inzert checks far
uild Actions
Linker [¥ Enable bounds checking IV Integer overflow
Debugger ~ Instrumentation ™ Including unsigned
Bounds Simulataor v Ilmd{ poirter bounds ¥ Integer conversion
CheCking Angel I: ged-: EE?EEEEE ™ Including explicit casts
CMSIS DAP enerate runctions )
GDB Server callable from ¥ Integer shift overflow
IAR ROM ito non-instn imented code ™ Including unsigned shifts
-monitor ,
_ _ [T Check pointers from non- ¥ Division by zero
Ljet TLAGRt instrumented functions by _
J-Link/1-Trace ¥ Unhandled switch case
I Stellaris — Global bounds table
Macraigor ™ Check poirters from non-
BE micra instrumented memary
RDI Mumber of entries: I 1000

ST-LIME
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void main (void)

{

}

int vl = Ox7fffffff;
unsigned int v2 = Oxffffffff;

vl++; /* signed integer overflow */
v2++; /* unsigned integer overflow */

—Insert checks for
W Integer overflow

V¥ Including unsigned
[ Integer conversion

[T Including e=plicit casts
™ Integer shift overflow

" Including unsigned shifts

™ Division by zero
[T Unhandled switch case

Default action: |Stop j Filter: I

Messages: 2

tdessages

source File | PC

> 0 Signed integer overflow

= nzigned integer owverflow

main.c b:3-6  Ox=000000E8
main.c 2:3-6 | Ox=00000714

- Fesultis greater than the largest representable number:
- 4294967295 (D) + 1 (0x1).
oo Call Stack

E ...... AN

- [_call_main + 0x9]

fain.c 737
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void main (void) ~ Insert checks for
L ™ Integer overflow
int vl = 0x8000; ; ;
short v2; ™ Including unsigred
char v3; V¥ Integer conversion
v2 = vl; /* 32-bit > 16-bit */ ¥ Including explicit casts
— 3 = vl1; /* 32-bit 2> 8-bit */ I_ |I"I'|IE-‘QE-‘1'EJ"II'HI averflow
}
I Including unsigned shitts
™ Division by zero
™ Unhandled switch case
Default action:  [Stop - Filter: I Messages: 2
hessages mource File | PC
Integer conversion failure main.c :8-9 00000002
Inteqer conversion failure main.ca:8-9 | Ox000000E4
— Conversion changes the walue from 32768 (0x000003000)
o) to 0 (Ox00).
S| -2 Call Stack
= e main main.c §:3-10
o - [_call_main + 0xd]
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void main (void) —Insert checks for

b . ™ Integer overflow
int 1; _ _
short vl = 1; I~ Including unsigned

int v2 = 1; ™ Integer conversion

for (i=0; i<32; i++) I Including explict casts
{ .
W
vl <<= 1; /* overflow: 1>14 */ I_ |thE.'gE.'f5hlﬁ overflow
v2 <<= 1; /* overflow: i>30 */ W Including unsigned shifts
J ™ Division by zeno

}
[T Unhandled switch case

Default action: [Stop - Filter: Messages: 2
bMessages source File FC

w—> /0 Shift cverflow main.c 915-22  0x000007 04,
Shift owverflow main.c 10:5-12 | 0x000007 24
- Fesultis greater than the largest representable number:
- signed value 1073741824 (0x40000000) doubled 1 time(s).
Lo Call Stack

------ =1 rnain.c 10:5-13

o [_call_main + 0x4]
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void main (void) ~ Insert checks for
Lt ™ Integer overflow
int 1; . )
™ Including unsigned
for (1=07 i<z; it+) ™ Integer conversion
{
switch (i) /* case 1 is not handled */ I | Including explicit casts
{ ™ Integer shift overflow
case 0: _ _ _
break; I Including unsigned shifts
} } ™ Division by zero
} W Unhandled switch case
Default action: |Stop j Filter: I Messages: 1

source File | FC |

Messanges

e |nhandled case in switch main.c 7:5-14
il - owitch to undefined case label.
Lo Call Stack
o main main.c 5:18-21

e [_call_rmain + 0x4]
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W Use checked heap

#include <stdlib.h>
[~ Enable bounds checking

void main (void) :
{ = [nEtrumentation
char *cl = (char *)malloc(10); ™ Track pointer Bounds
char *c2 = new char[10]; [T Check aczeszes
c 142); /* N . block */ [T Generate functions
ree (c ) ; not the start of a ocC ~allable fram
e free (c2); /* non-matched new and free */ R i s g
free(cl); .
== free(cl); /* free a block more than once */ I- !:hEu:k poinfr: fr|:||_'|'| /3
} inetrumented funchons
Default action: |Stop - Filter: I Messages: 3
Source File P

Messages
E—> Heap usage errar main.cd:3-12  Ox000020B8

The address 0x20000652 does not appear to be the start of a heap block.

~Call Stack
Heap usage errar main.c 3:3-10  Ox000020BE
Heap deallocation of block 1 does not match the allocation atline B of main.c. . main.cb:14-25

Call Stack,
Heap usace error

The address Ix20000650 does not appear to be the start of a heap block.
@ Call Stack

mmain.c11:3-10

-RIUMN Messages
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#include <stdlib.h> W Use checked heap

#include <iar dlmalloc.h> |- Enable bounds checking
void main (void) = | mstrumentation
{ [T Track pointer bounds
char *c = malloc(10); [T Check accesses
gunnnune c = malloc(20); /* memory leak */ |— Biarenee e
callable fram
free(c); mntsn s mnented wode
: /* check for memory leaks, manually called */ I- ﬁgﬁﬁigﬁ:g?;i;ﬁ?;:;n-
i iar check leaks();

}

Default action: |Stop j Filter: I Messages: 1

=
Messages source File | FC |

tnain.c 12:3-21 | 0=<00003B16

bemaory leak

- There were atotal of 1 heap blocks with no references.
- Heap block 0 at 0x001 02450 has no references.
Al e The block was allocated at line B of main.c. main.c b 13-22
Lo Call Stack
o AN main.c 13:1-1

- [_main + Oxd]
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int main (void) I Use checked heap
t _ . ¥ Enable bounds checking
int 1, 3J; .
int al3] = {1, 2, 3}; ~ Instrumentation
¥ Track pointer bounds
for (i=0; a[i]!=0; i++) /* out of bounds */ ¥ Check accesses
{ . . /* when 1==3 */ [T Generate functions
J = alily callable from
} nor-nstn merted code
return 4 : [ Check pointers from non-
} 7 instrumented functions
Default action: |Stop | Filter: Messages: 1
hdessages source File FC

: Access out of hounds main.chb:13-16 | Ox000001E8
— Access outside pointer hounds:
----- Access Dx007 071140 - Ox007 074

o Bounds 0x00101fed - Ox00T0T0, int a[3];  main.c 4:7-7
e Call Stack
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Implement your design in code Build and debug the application Release the application
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Let C-STAT analyze your code Let C-RUN analyze your project
C-RUN Rurtime Checking |

Enable
|se checked heap Insert checks for
Enable bounds checking Integer overflow

| I P

Review potential issues Investigate runtime errors

Analyze Filefs)

Verification Maintenance

Requirements Implementation
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- Different architecture, one solution

- Most efficient & high performance code
- Freescale MQX™ RTOS integration

- Freescale Processor Expert integration
- Advanced trace debugging

- Power debugging

- C-STAT static code analysis

- C-RUN runtime code analysis

- Stack usage analysis & tracking

- Functional safety certificate

- Global professional technical support




