I.MX 6ULTRALITE (1.MX 6UL)

x SECURE CONNECTIONS
FOR A SMARTER WORLD
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1.MX 6 Series: Supreme Scalability and Flexibility
Leverage One Design into Diverse Product Portfolio

Scalable series of NINE ARM®-based SoC Families

i.MX

i.MX i.MX i.MX i.MX
6QuadPlus

i.MX
6DualPlus

6SoloLite 6SoloX 6DualLite

6UltralLite

I.MX i.MX i.MX i.MX i.MX i.MX i.MX i.MX i.MX
6UltraLite  6SoloLite 6SoloX 6Solo 6DualLite 6Dual 6DualPlus  6Quad 6QuadPlus
Family Family Family Family Family Family Family Family Family

Pin-to-pin Compatible

Software Compatible

Expanded series for performance, power efficiency and lower BOM

h o
P

1 CONFIDENTIAL AND PROPRIETARY



I.MX 6UltraLite

The most power-efficient, lowest cost and smallest i.MX 6 member

Low Power and

High Performance
ARM Cortex®- A7 @ 528 MHz
(Neon™ engine , FPU)

Advanced Security
TRNG, Crypto Engine
(AES/TDES/SHA/RSA), HAB,
Tamper Monitor, Secure Boot,
OTF DRAM Encryption

Longevity, Quality and Maturity
On the longevity program (15 years)
Consumer & Industrial Qual (-40°C t0105°C)

Ethernet
Power-on for 10 years (24/7) RE
Same mature Linux® BSP as other i.MX 6 devices SEL?
Connectivity NGl
Optimized for industrial and 10T applications e
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I.MX 6UL Target Applications
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Industrial HMI

- Large or high-
guality small
appliance

- Industrial
scanner or
printer

- Vending
machine with
display and
basic Ul

= @z §-

Building Control

- Access control

(security) panel

- Surveillance

monitoring

- Building control,

e.g. elevator or
automated door
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Medical

- Mobile patient

care, e.g.,
infusion pump
or respirator

- Blood pressure

monitor

- Activity and

wellness
monitor

Integrated
Connectivity

- Energy

management
hub

« Industrial

gateway

Financial
Payment

- Point-of-Sales
- Financial

payment system
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I.MX Applications Processor Family Roadmap —
Consumer / Embedded

®
i ARMV7/VS

v5-v7

>30k DMIPS .
>128 GFLOPS i.MX 8QuadMax
Vision
big.LITTLE™

VSl
“. i.MX 8QuadPlus8
Szt bl ‘:\ i.MX 8QuadPlus4

>64 GFLOPS
Vision
big.LITTLE i.MX 8Quad
Vision .
i.MX 6QuadPlus
i.MX 6Quad iMX 6DualPlus i.MX 8Dual

v

i.MX 6Quad|
i.MX 6Dual .
10000 DMIPSI T X 6DL I.MX 7Dual X TULP2
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< 64 GFLOPS "X 6S0l0 i.MX 7Solo
i.MX 6SL i.MX 7ULP1
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i.MX 6SoloX
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Samples NDA Only
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I.MX 6UL-3 Processor

- Specifications
Process: TSMC 40LP
Core Voltage: 1.1V
Package:
- 289 MAPBGA (14 x 14, 0.8 mm pitch)
- 289 MAPBGA (9 x 9, 0.5mm pitch)
Temperature:
— Consumer: 0 °C to 95°C (Tj)
- Industrial: -40 °C to 105 °C (Tj)

- Key Features and Advantages
= ARM Cortex-A7 @ 528 MHz, 128 KB L2 cache
= LCD Display up to WXGA (1366x768)

= 8-bit/10-bit/16-bit/24-bit Parallel Camera Sensor
Interface

» 16-bit LP-DDR2, DDR3/LV-DDR3

= 16-bit Parallel NOR FLASH / PSRAM

= Dual-channel Quad SPI NOR FLASH

= 8-bit Raw NAND FLASH with 40-bit ECC

= 2Xx MMC 4.5/SD 3.0/SDIO Port

= 2xUSB 2.0 OTG, HS/FS, Device or Host with PHY
« Audio Interfaces include 12S/SSI, S/PDIF Tx/Rx

= 10/100 Ethernet with IEEE 1588 x 2

= Security Block: TRNG, Crypto Engine (AES with
DPA, TDES/SHA/RSA), Tamper Monitor, Secure
Boot, SIMV2/EVMSIM X 2, OTF DRAM Encryption,
PCl4.0 pre-certification

= Partial PMU Integration

- Enablement
= Linux BSP

5 CONFIDENTIAL AND PROPRIETARY

System Control

Power Mgmt

ADC

Internal Memory
96 KB ROM

128 KB RAM

Ciphers

OTF DRAM
Encryption

I.MX 6UL-3

CPU Platform
ARM® Cortex®-A7
32 KB I-cache 32 KB D-cache
NEON™ PTM

128 KB L2-cache

Multimedia

External Memory
| PaallelNORFLASH |

‘ Dual-Channel Quad SPI x1 ‘

16-bit LP-DDR2/DDR3/DDR3L

Security

10 Tamper

eFuse

RSA4096

Pins DPA protection

Connectivity

eMMC 4.5/SD 3.0 x2
NAND Ctrl (BCH40)
UART x8
SIM V2/EMVSIM x2
12C x4
SPI x4
GPIO
8 x 8 Keypad
I2S/SAI x3
S/PDIF Tx/Rx
ASRC
FlexCAN x2

10/100 ENET x2
with IEEE 1588

USB2 OTG w/ PHY x2

Secure RTC

32KB Secure
Storage
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MX 6UL-2 Processor

Specifications

+  Process: TSMC 40LP

- Core Voltage: 1.1V

. Package:
289 MAPBGA (14x14, 0.8 mm pitch)
289 MAPBGA (9x9, 0.5mm pitch)

+  Temperature:
Consumer: 0°C to 95° C (Tj)

Industrial: -40°C to 105°C (Tj)
Automotive: -40°C to 125°C (Tj)

Key Features and Advantages
=  ARM Cortex-A7 @ 528 MHz, 128 KB L2 cache
= LCD Display up to WXGA (1366x768)

»  8-bit/10-bit/16-bit/24-bit Parallel Camera Sensor
Interface

» 16-bit LP-DDR2, DDR3/LV-DDR3

= 16-bit Parallel NOR FLASH / PSRAM

= Dual-channel Quad SPI NOR FLASH

= 8-bit Raw NAND FLASH with 40-bit ECC

=  2x MMC 4.5/SD 3.0/SDIO Port

» 2x USB 2.0 OTG, HS/FS, Device or Host with PHY
= Audio Interfaces include 12S/SSI, S/PDIF Tx/Rx

= 10/100 Ethernet with IEEE 1588 x 2

= Security: True RNG, Crypto (AES/TDES/SHA),
Tamper Monitor, Secure Boot, SIMV2/EVMSIM x2

= Partial PMU Integration

Enablement
» Linux BSP

CONFIDENTIAL AND PROPRIETARY

System Control

Power Mgmt

I:(> II
O
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Internal Memory
96 KB ROM

128 KB RAM

I.MX 6UL-2

CPU Platform
ARM® Cortex®-A7
32 KB I-cache 32 KB D-cache
NEON™ PTM
128 KB L2-cache

Multimedia

External Memory
| PaallelNORFLASH |

‘ Dual-Channel Quad SPI x1 ‘

16-bit LP-DDR2/DDR3/DDR3L

Security

Connectivity

eMMC 4.5/SD 3.0 x2
NAND Ctrl (BCH40)
UART x8
SIM V2/EMVSIM x2
12C x4
SPI x4
GPIO
8 x 8 Keypad
I2S/SAI x3
S/PDIF Tx/Rx
ASRC
FlexCAN x2

10/100 ENET x2
with IEEE 1588

USB2 OTG w/ PHY x2

Secure RTC
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I.MX 6UL-1 Processor

- Specifications

Process: TSMC 40LP
Core Voltage: 1.1V

Package:
289 MAPBGA (14x14, 0.8 mm pitch)
Temperature:
Industrial: -40°C to 105°C (Tj)
Automotive: -40°C C to 125°C (Tj)

- Key Features and Advantages

ARM Cortex-A7 @ 528 MHz, 128 KB L2 cache
16-bit LP-DDR2, DDR3/LV-DDR3

16-bit Parallel NOR FLASH / PSRAM
Dual-channel Quad SPI NOR FLASH

8-bit Raw NAND FLASH with 40-bit ECC

2x MMC 4.5/SD 3.0/SDIO Port

2x USB 2.0 OTG, HS/FS, Device or Host with PHY
Audio Interfaces include 12S/SSI, S/PDIF Tx/Rx
10/100 Ethernet with IEEE 1588

Security: True RNG, Crypto (AES/TDES/SHA),
Tamper Monitor, Secure Boot, SIMV2/EVMSIM x2

Partial PMU Integration

- Enablement

Linux BSP
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System Control

Power Mgmt
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Internal Memory
96 KB ROM

128 KB RAM

I.MX 6UL-1

CPU Platform
ARM ® Cortex ®-A7
32 KB I-cache 32 KB D-cache
NEON ™ PTM
128 KB L2-cache

External Memory
| PaallelNORFLASH |

‘ Dual-Channel Quad SPI x1 ‘

16-bit LP-DDR2/DDR3/DDR3L

Security

Connectivity

eMMC 4.5/SD 3.0 x2
NAND Ctrl (BCH40)
UART x8
SIM V2/EMVSIM x2
I2C x4
SPI x4
GPIO
8 x 8 Keypad
I2S/SAI x3
S/PDIF Tx/Rx
ASRC
FlexCAN

10/100 ENET
with IEEE 1588

USB2 OTG w/ PHY x2

Secure RTC
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I.MX 6UL-0 Consumer Processor

- Specifications

Process: TSMC 40LP
Core Voltage: 1.1V
Package:
289 MAPBGA (14x14, 0.8 mm pitch)
Temperature:
Consumer: 0C to 95C (Tj)

- Key Features and Advantages

ARM Cortex-A7 @ 528 MHz

16-bit LP-DDR2, DDR3/LV-DDR3

16-bit Parallel NOR FLASH / PSRAM
Dual-channel Quad SPI NOR FLASH

8-bit Raw NAND FLASH with 40-bit ECC

2x MMC 4.5/SD 3.0/SDIO Port

USB 2.0 OTG, HS/FS, Device or Host with PHY
Audio Interfaces include 12S/SSI, S/IPDIF Tx/Rx
10/100 Ethernet with IEEE 1588

Partial PMU Integration

- Enablement

Linux BSP
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System Control

Power Mgmt
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Internal Memory
96 KB ROM

128 KB RAM

I.MX 6UL-0

CPU Platform
ARM ® Cortex ®-A7
32 KB I-cache 32 KB D-cache
NEON PTM

External Memory

| PaallelNORFLASH |

‘ Dual-Channel Quad SPI x1 ‘

16-bit LP-DDR2/DDR3/DDR3L

Connectivity

eMMC 4.5/ SD 3.0 x2
NAND Ctrl (BCH40)

UART x4

I2C x2
SPI x2
GPIO
8 x 8 Keypad
I2S/SAIl x1
S/PDIF Tx/Rx

ASRC

10/100 ENET
with IEEE 1588

USB2 OTG w/ PHY
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Sub Family
Core
Speed

Cache

OCRAM
DRAM
eFuse for Customer

NAND (BCH40)

Parallel Nor/EBI
Ethernet

USB with PHY
CAN

Security

Graphic
Csl
LCD
QSPI
SDIO
UART
1SO7816-3
(o
SPI
I’S/SAl
S/PDIF
Timer/PWM
12-bit ADC
Keyboard (8 x 8)

6UL Base
ARM® Cortex®-A7
528 MHz

32 KB-I, 32KB-D

128 KB
16-bit LP-DDR2, DDR3/DDR3L
512-bit
Yes
Yes
10/100 MB x 1
OTG, HS/FSx 1
0

None
None

None
None

P P NNOPBMN

Timer x2, PWM x4
1x 8ch
Yes
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6UL General Purpose 1
ARM Cortex-A7
528 MHz
32 KB-Il, 32KB-D
128 KB L2
128 KB
16-bit LP-DDR2, DDR3/DDR3L
1024-bit
Yes
Yes
10/100 MB x 1
OTG, HS/FS x 2
1

TRNG, Crypto Engine
(AES/TDES/SHA), Secure Boot

None

None

None
1

= W sk B NN

Timer x4, PWM x8
1 x 8ch
Yes

Red indicates change from column to the left

I.MX 6UltraLite Device O:tions

6UL General Purpose 2
ARM Cortex-A7
528 MHz
32 KB-I, 32KB-D
128 KB L2
128 KB
16-bit LP-DDR2, DDR3/DDR3L
1536-bit
Yes
Yes
10/100 MB x 2
OTG, HS/FS x 2
2

TRNG, Crypto Engine
(AES/TDES/SHA), Secure Boot

PxP
24-bit Parallel CSI
24-bit Parallel LCD
1

R W s B NOWON

Timer x4, PWM x8
2 x 8ch
Yes

6UL Security
ARM Cortex-A7
528 MHz
32 KB-I, 32KB-D
128 KB L2
128 KB
16-bit LP-DDR2, DDR3/DDR3L
2048-bit
Yes
Yes
10/100 MB x 2
OTG, HS/FS x 2
2
TRNG, Crypto Engine (AES with
DPA/TDES/SHA/RSA), Secure Boot,
Tamper Monitor, PCI4.0 pre-
certification, OTF DRAM Encryption
PxP
24-bit Parallel CSI
24-bit Parallel LCD
1

w b BN OON

1
Timer x4, PWM x8
2 x 8ch
Yes
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Vybrid vs. I.MX 6SoloX vs. I.MX 6SL vs. I.MX 6UL: Key

CPU1

CPU2

On-chip
memory

Serial Flash I/F

NAND/NOR
Flash

DRAM interface

Ethernet
USsB
UART, SPI, I2C

SD/MMC
interface

CAN

MOST

PCle®

10

400 — 500MHz ARM®
Cortex®-A5
628 DMIPS

133 — 166MHz Cortex-M4
166 - 208 DMIPS

Option 1: 1.5MB (512KB
ECC)

Option 2: 1MB & 512KB L2
cache

Dual DDR QuadSPI

16-bit NAND
16/32-bit NOR

16-bit LPDDR2/DDR3
400MHz

2x 10/100 + 1588

2x USB OTG HS w/PHY

6,4,4
2
2x FlexCAN

MLB 25/50

CONFIDENTIAL AND PROPRIETARY

800MHz — 1GHz Cortex-A9
2000 - 2500 DMIPS

133 - 166MHz Cortex-M4
166 - 208 DMIPS

256KB L2 + 128KB SRAM

Dual DDR QuadSPI

8-bit NAND
16-bit NOR

32-bit LPDDR2/DDR3/DDR3L
400MHz

2x GB AVB

1x USB OTG HS w/PHY
1x USB Host HS w/PHY
1x HSIC

6,4,4
3

2x FlexCAN

MLB 25/50*
*not available on all packages

1x PCle 2.0 (x1 lane)*
*not available on all packages

800MHz — 1GHz Cortex-A9
2000 - 2500 DMIPS

256KB L2 + 128KB SRAM

8-bit NAND
16-bit NOR

32-bit LPDDR2/DDR3/DDR3L
400MHz

2x 10/100

1x USB OTG HS w/PHY
1x USB Host HS w/PHY
1x HSIC

5,43

4

528MHz Cortex-A7
930 DMIPS

128KB L2 + 128KB SRAM

Dual DDR Quad SPI

8-bit NAND
16-bit NOR

16-bit LPDDR2/DDR3/DDR3L
400MHz

2x 10/100 + 1588

2x USB OTG HS w/PHY

8,4,4
2

2x FlexCAN

‘A
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Vybrid vs. I.MX 6SoloX vs. I.MX 6SL vs. I.MX 6UL: Key
Differences

ybrid BGA324 i.MX 6SoloX i.MX 6SoloL i.MX 6UL
X2 X2 X1 X2

12-bit ADC
12-bit DAC

Camera Input

Audio interface

GPU 2D

GPU 3D

Display
interface

Package

X2

18-bit Parallel
4x Composite

12S x4
ESAI x1 (2 Tx, 4 Tx or Rx)
ASRC

GC355 OpenVG 1.1
300M pxl/s
2D ACE Composition

2x TFT up to WVGA
2x 24-bit RGB

17 x 17, 0.8mm pitch

11 CONFIDENTIAL AND PROPRIETARY

20-bit Parallel*
4x Composite*

*not available on all packages

12S x5

ESAI x1 (2 Tx, 4 Tx or Rx)
SPDIF Tx/Rx

ASRC

via GPU 3D

GC400T Open GLES 2.0/
VG 1.1*

27M Trils

133 Mpxl/s

*not available on all packages

2X WXGA*
1x 24-bit RGB*
1x LVDS*

*not available on all packages

17 x 17, 0.8mm pitch (two
options)
19 x 19, 0.8mm pitch

24-bit Parallel

12S x3
SPDIF Tx/Rx
ASRC

* GPU2Dv2—2D Graphics
Processing Unit (BitBlIt).
* GPUVG—OpenVG 1.1
Graphics Processing Unit.

1x 24-bit RGB up to WXGA
EPDC

13 X 13. 0.5mm pitch

24-bit Parallel

12S x3
SPDIF Tx/Rx
ASRC

1x 24-bit RGB up to
WXGA

14 x 14, 0.8mm
pitch
9x 9, 0.5mm pitch

AN 4
4\



Competitive Analysis (vs. Atmel SAMAS and IMX287)

Core
Speed
Temp
Package
Cache

L2 Cache
RAM

DRAM

NAND

NOR
UART
12C

12S
SDIO/SD/MMC
CAN

ETH

USB HS 2.0

Security
Timer/PWM
ADC
Display

Camera
Others
Ecosystem

PMIC

T

[EEN

ARM®926EJ-S

454MHz

-40 to 85°C

MAPBGAZ289, 14 x 14, 0.8mm
16KB-1/32kB-D

N/A

128KB

128KB

200MHz,16-bit
mDDR/DDR2/LV-DDR2

8-bit, up to 20bit ECC
N/A

NBANDBDNO

10/100M with 1588 x 2, L2 switch
HS USB with PHY x2

AES-128/SHA-2

Timer x4; PWMx8
12bit ADC x8; 2Msps ADC x 1

24bit RGB w/ touch

N/A

SPDIF TX

Linux®; WinCE®6.0

Full PMIC integration, including DC/DC 4.2V,
LDOx4, battery charger

2 CONFIDENTIAL AND PROPRIETARY

ARM® Cortex®-A7

528MHz

-40 to 105°C

MAPBGA289 14 x 14 0.8mm/ 9 x 9 0.5mm
32KB-1/32KB-D

128KB

128KB

96KB

400MHz, 16-bit

LP-DDR2/DDR3/DDR3L

8-bit, up to 40bit ECC

16-bit Parallel NOR FLASH / PSRAM
8

NN W™D

10/100M with 1588 x2
OTG x2

TRNG, Crypto Engine (AES/TDES/SHA/RSA
with DPA), HAB, Tamper Monitor, Secure
Boot, OTF DRAM Encryption

Timer x4, PWM x8

2x 12-bit ADC, 10-ch, with TSC up to 5-wire
24-bit LCD (work with dedicated pixel
process engine, up to 150Mpixel/s)
8/10/16/24-bit CSI, ITU-601/656

SPDIF TX/RX, QSPI, FlexIO

Linux, WinCE

Partial PMU Integrated

i.MX287 i.MX 6UL SAMASD3

Cortex-A5

400MHz/536MHz

-40 to 105°C

324BGA 15x15 0.8mm/ 12 x 12 0.5mm
32KB-I/32KB-D

0

128KB

160KB

133/166MHz, 32-bit DDR2/LPDDR/LPDDR2

SLC/MLC up to 24-bit ECC

HSMC
7

N WNDNW

10/100/1000M with 1588 x1, 10/100M x1
1x Device + 1x Host + with hub

TRGN, AES256/192/128, TDES, SHA512 (up
to0), Secure Boot

32-bit TC 3ch x2, 16-bit PWM 4ch x1
12-bit, 12ch, with TSC up to 5-wire
24-bit RGB with Overlay, alpha blending,
rotation, scaling, CSC

12-bit ISI, ITU-601/656

Slew rate control on HS I0s

Linux, Android, SDK

Partial PMU Integrated

)



I.MX 6UL
ARM CORTEX-A7
OVERVIEW
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ARM® Cortex®-A7

Most Power-efficient Applications Processor

Cortex-A7 Power Efficiency Relative to Cortex-A9

Power Efficency —

Ptotal @ 1GHz T |
1

Area (Core)

. |
Performance —

00 02w O 0.6x 0.8x 1.0x 1.2 14x 1.6x

Mormalized Performance

[ Cortex-A7 [ Cortex-A9
“It provides up to 20% more single thread performance than the Cortex-A5 and

provides similar performance to mainstream Cortex-A9 based smartphones in
2012 while consuming less power.”

www.arm.com/products/processors/cortex-a/cortex-a7.php
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Cortex-A7

- DVFS Support
-Support 528MHz @ 1.15 V (Nominal)
-Support 100MHz @ 0.9 V (Low voltage)
-Support TBD MHz @ 1.25 V (Overdrive)

- SW SRPG Support
-CPU can save its state into internal RAM with SW

-When exiting from low-power mode, CPU can restore the state by SW, and
continue executing the program

- Power Gating Support
-Power gating for CPU core
-Power gating for L1 and L2 Cache

-Support L2 power on while CPU/L1 power gated to allow fast wakeup while
still maintain lower power

h o
P
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Cortex-A7 CPU

CPU Configuration

- 32 KB L1 Instruction Cache
- 32 KB L1 Data Cache

- 128 KB Unified L2 Cache

- Media Processing Engine (MPE) with NEON technology
supporting the Advanced Single Instruction Multiple Data
version 2 (SIMDv2) architecture

- Floating Point Unit (FPU) with support of the VFPv4-D16
architecture

- Integrated Global Interrupt Controller (GIC)
- Generic timer

- Interconnect using a single 128-bit wide bus AMBA® AXI
bus

- ARMv7.1 ARM debug architecture that complies with the
CoreSight™

- debug/trace architecture
- Security extensions for enhanced security
- Virtualization extensions

16 CONFIDENTIAL AND PROPRIETARY

ARM Cortex MP-A7 Platform

CPUO CoreSight
Cortex A7 | ETM m
MPCore -
ETB
Neon DAP
s DS CTIO
32K 32K prey

Snoop Control Unit (SCU)

Generic Timer

Generic Interrupt
Controller

L2 Cache
(128KB)

I

Configuration

NUM_CPUS 1

Parameter

L1 DCACHE_SIZE 32KB
L1 ICACHE_SIZE 32KB
L2_CACHE_PRESENT TRUE
L2_CACHE_SIZE 128KB
L2_CACHE_LATENCY 2

NEON™ TRUE

-
(@

P TRUE
GIC_PRESENT TRUE
NUM_SPIS 128

AXI_RATIO
APB_RATIO

ETM_PRESENT TRUE

N N



I.MX 6UL MEMORY
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Internal Memory

- L1 Cache 32KB + 32KB
-L1 I-Cache memory in A7 Core
-L1 D-Cache memory in A7 Core
- L2 Cache 128KB
-L2 Cache memory in A7 platform

- ROM 96KB

-Used to store the boot ROM, including code for boot device support, HAB,

etc.

- OCRAM 128KB

-General purpose On-Chip RAM, has the shortest CPU access latency
among all the internal memories

- Secure RAM 32KB
-8x 4KB RAM in CAAM module, used to store security information

h
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External Mass Storage

RawNAND

- 8-bit NAND FLASH, up to 4 devices supported by 4 chip-selects and 1 ganged ready/busy

- ONFI 2.x complaint, synchronous clock rate of up to 100 MHz with data rate of up to 200 Mbit/s
- Support ONFI NAND for Micron and Hynix and Toggle NAND for Toshiba and Samsung

- BCH40 for ECC, up to 200Mbit/s

SD/eMMC x2

- Conforms to the SD Host Controller Standard Specification version 3.0
- Compatible with the MMC System Specification version 4.5

- Card bus clock frequency up to 208 MHz

Parallel NOR FLASH/SRAM
- Support 8-bit/16-bit parallel NOR FLASH/SRAM
- Support both async mode and sync mode access

QSPI NOR FLASH

- Supports industry standard single, dual and quad mode serial flashes

- Supports Double Data Rate (DDR) serial flash for high performance

- Maximum serial clock frequency 100MHz SDR Mode, 50MHz DDR Mode

- Dual channel architecture enables simultaneous access to two external flashes

19 CONFIDENTIAL AND PROPRIETARY
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DRAM Interface

- Key Features
- 16-bit DDR3, DDR3L, LPDDR2
- Support single x16 DRAM chip or dual x8 DRAM chip
- Clock up to 400MHz (800MT/s), 1.6GB theoretical bandwidth
- Support Device density of 256MB-16GB
- Supportup to 2 CS
- Total Address space: 2GB, configurable per CS

- Performance
- Support real-time priority via QoS
- Access latency hiding
- Bank interleaving
- Consecutive read/write access optimizations
- Enabling access priority to open memory pages
- Deep queues for read and write requests

- Low Power
- Support of dynamic frequency scaling
- Self refresh and power down support
- Refresh schema: configurable, flexible

20 CONFIDENTIAL AND PROPRIETARY
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I.MX 6UL
MULTI-MEDIA




Camera & Display Subsystem

RGB/YUV/BT656
CSli
PXP
Parallel RGB
LCDIF
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CMOS Sensor Interface (CSI)

- Provides direct connectivity to relevant image sensors and connectivity bridges: camera, cmos
sensor, HDMI receiver, TV decoder ...

- Data bus
- Up to 24-bit
- Also support 8-bit, 10-bit and 16-bit
- Variety of data formats
- YUV 4:2:2/4:4:4,
- RGB 16/24 bpp
- CCIR656
- Other: as generic data, including compressed streams
- Frame resolution:
- Essentially unlimited (up to 65535 x 65535 pixels)
- Input rate:
- 200 MP/s peak
- Additional features:
- Configurable master clock frequency output to sensor
- Statistic data generation for Auto Exposure (AE) and Auto White Balance (AWB) control
- Supports simple de-interlacing of interlaced input

h
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LCD Interface (LCDIF)

. Operation Mode .
ame
- DOTCLK Mode (sync mode for dumb display)
- MPU Mode (async mode for smart display) VGA 640  x 480 031
PAL 720 x 480 0.35
- Display Data Bus WVGA 800 x 480 0.38
- Up to 24-bit NTSC 720 x 576 0.41
- Also support 8-bit / 16-bit / 18-bit SVeA 800 | x 600 0.48
_ _ WSVGA 1024 x 600 0.61
- Display Resolution GA Lo0a 68 075
- Support up to WXGA@60fps with rich Ul & application X ’
- Support up to 1080p@60fps with limited Ul update* DAY 0 [ R] vy ek
- Maximal pixel rate: 150 MP/sec WXGA 1366 x 768 1.05
WXGA+ 1440  x 900 1.30
*A full use case typically includes additional activities and to confirm its support SXGA 1280 x 1024 131
with a given refresh rate, additional aspects — video processing capabilities,
capacity of the memory system, etc. For display larger than WXGA, the DRAM e b || LoEl —
bandwidth and CPU performance will limit the Ul refresh rate. WSXGA+ 1680 x 1050 1.76
UXGA 1600 x 1200 1.92
HD1080 1920 x 1080 2.07
800 x 480 (WVGA)
1280 x 720 (HD720)
1024 x 768 (XGA)
1920 x 1080 (HD1080)
A 4
24  CONFIDENTIAL AND PROPRIETARY 4\



Pixel Pipeline (PXP)

AS = Alpha Surface
Graphics Buffers

AS
Graphics Alpha

Processor Surface
Engine Composite
Alpha Display

Blending/ » sie S Relatey Controller
VIEED Propciss | coloricey
Codec CSC1 Rotation
Surface
ISP i
Scaling
e Displa
Double |or play
Buffer
_ IRAM Buffer Buffer
PS = F_’rocessed Surface DRAM buffer
Video or Image Ext P
Sensor Buffers XEMaETOcess
PXP process

- High-efficiency image processing engine for video/display
- RGB/YUV scaling with bilinear filter
- 2-layer composite, support both global/embedded alpha, color key
- Color space conversion from YUV to RGB or RGB to YUV
- Single-pass processing for Resize, CSC, Overlay and Rotation

- Up to 150MP/s processing speed
- Support data pipeline mode with LCDIF for DRAM bandwidth saving

25 CONFIDENTIAL AND PROPRIETARY
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Low Latency Video Pass-Through

L
Parallel -
aralle .
—P> | Displa
RGB CSl LCDIF play
T\ T\ >
A
——» Pixel Data V v
——» HW handshake Pipeline Buffer O Pipeline Buffer 1 Ul / Overlay
OCRAM DRAM

- Support 16-bit/24-bit RGB parallel input from CSI interface

- No CPU interrupt service is required, fully HW handshake between CSI and LCDIF

- Use double pipeline buffer inside On-Chip RAM, no DRAM bandwidth cost

- Each pipeline buffer is only 8-line, the delay from input to output is only 8 lines time

- LCDIF can read another Ul/Overlay buffer from DRAM, and do real-time alpha blending

26

with the RGB input, both local alpha and global alpha are supported.

h o
P

CONFIDENTIAL AND PROPRIETARY



Audio Subsystem

- I.MX 6UL retains the existing audio processing and connectivity
capabilities available in the i.MX 6SoloX family including:

-3x SAI/I’S
-1x SPDIF TX & RX
-1x ASRC
-1x MQS
- Module alignment allows portable audio driver code across the i.MX
6 family
- Audio PLL
-Fractional PLL which can generate very accurate audio clock
-Support on-the-fly frequency change

h o
P
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SAIl - Synchronous Audio Interface

- Key Features
-Supports 1°S, AC97, TDM, and codec/DSP interfaces
-32 x 32-bit for each TX and RX channel (SSI FIFOs are 15 x 32-bit)
-Graceful restart after FIFO error (enhancement over SSI)
-TX with independent bit clock and frame sync to support 1 data channel
-RX with independent bit clock and frame sync to support 1 data channel
-Maximum frame size of 32 words
-Word sizes from 8-32 bits

- DMA Support
-Dedicated SDMA channel for each TX/RX

- Clock
-Support both clock source from Audio PLL or external master clock input

h
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Asynchronous Sample Rate Converter (ASRC)

- ASRC converts the sampling rate of a

signal associated with an input clock into a SSILRX CLK
signal associated to a different output clock. SAI1 SSILTX.CLK
- The ASRC supports concurrent sample rate

conversion of up to 10 channels of about -

120dB THD+N.

- The sample rate conversion of each channel is SSI2_RX_CLK Pair 1
associated to a pair of incoming and outgoing SAI2 SSI2_TX_CLK .
sampling rates. The ASRC supports up to 3 B

sampling rate pairs.

- Key Features
) _ SSI3_RX_CLK
- Designed for rate conversion between 32kHz, SSI3_TX_CLK

Pair 2 DMA RQs
— — SN —————>

44.1kHz, 48kHz and 96kHz.

- Other sampling rates in the range of 30kHz to
200kHz are also supported, but with reduced
audio performance.

- Automatic accommodation to slow variations in . SPDIF_RX_CLK
SPDIF

21607 uoNI3a|8S 320D

the incoming and outgoing sampling rates. SPDIF_TX_CLK
- Linear phase.
- Tolerant to sample clock jitter.
- 24-bit < 32-bit re-alignment. Extemnal (Virua _CLK

»

Note: “Clock selection logic” that is shown here is not actual design
module and just describes the logical model of clock selection
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Connectivity Highlights — General Purpose

Connectivity

- eCSPI .
- 4x eCSPI support, up to 66MHz
- 12C

- 4x |1°C ports compatible with 1°C specifications v2.1
(all up to 400KB/s)

- Keypad

- 8 x 8 matrix supported. (6 X 6 — “maim”
configuration, but all pads are shared with other
interfaces). .

- UART
- 8x UART interface support

- High speed (up to 4MHz) — covers TIA/EIA-232-F
Standard

-IrDA 1.0 .
- SIR protocol support (115.2kbit/s or lower)

- 32 bytes FIFOs for transmitter and receiver,
autobaud.

- 9 bit mode supported

- RS-485 mode supported
- SDMA

- 2x external SDMA events

31 CONFIDENTIAL AND PROPRIETARY

GPT

- 2x general purpose timers, each of them is a
32-bit “free-running” or “set and forget” mode
timer.

- External/Internal clock selectable
- External/Internal event interval capturing

- Programmable output logic, external output
signal, ARM® interrupt.

PWM

- 8x pulse-width modulators: 16-bit resolution
with a 4 x 16 data FIFO

SIMv2 /| EMVSIM
- 2x smart card interface, EMV2000 complaint
GPIO:

- All multifunctional digital pads have the
GPIO functionality — Total number of GPIOs
is 129

- The GPIO supports up to 32 interrupts:
programmable active interrupt edges/level of
external signal

- Most of GPIO capable pads are of UHVIO
type - 1.65 ... 3.6 V operational range with
automated voltage range selection

A 4
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Connectivity Highlights — General Purpose
Connectivity

- USB - Ethernet
- 2x High Speed (HS) USB 2.0 OTG (Up to - 2x Ethernet MAC interface
480 Mbit/s), with integrated HS USB PHY - Support both MII and RMII interfaces to external PHY
- Support high-speed/full-speed/low-speed - Dual speed 10/100 Mbit/s Ethernet MAC compliant with the
- Support high speed, full speed and low IEEE802.3-2002 standard.

speed operation in host mode - The MAC layer provides compatibility with half- or full-duplex 10/100

- Support high speed, and full speed Mbit/s Ethernet LANS.

operation in peripheral mode - Integrated time-stamping module to support IEEE 1588 standard,

- Hardware support for OTG signaling, provides accurate clock synchronization for distributed control nodes
session request protocol, and host for industrial automation applications.
negotiation protocol

- Up to 8 bidirectional endpoints CAN

- Support charger detection - 2x FlexCAN module (New version) is a full implementation of the

- Low-power mode with local and remote CAN protocol specification, Version 2.0 B, which supports both
wake-up capability standard and extended message frames. A flexible number of

- Serial PHY interfaces configurable for message buffers (16, 32 or 64) is also supported. The Message
bidirectional/unidirectional and Buffers are stored in an embedded RAM dedicated to the FlexCAN
differential/single ended module.

- Embedded DMA controller - Programmable bit rate up to 1 Mbit/s

- Content-related addressing
- Flexible Message Buffers (up to 64) of zero to eight bytes data length

- Each MB configurable as Rx or Tx, all supporting standard and
extended messages A ¥ 4
32 CONFIDENTIAL AND PROPRIETARY 4\



I.MX 6UL
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Product Application Mapping

Traditional

POS

[ S >
Telephone

POS

NXP Security MCU/MPU
S Magnetic
Band Card IC

Types Contactless
Pin-Pad

Display

Interface to smart
devices(mobile phone, tablet,
PC)

PCI-PTS
Security
Certification PRI
EMV

Printer

Applications running location

i.MX258
i.MX 6UL-3
i.MX 7D

V(EOL 2015)
v
v
v

Graphic/Segment

N/A

v
Must in China
v

Mandatory and
Integrated

Natively

CONFIDENTIAL AND PROPRIETARY

i.MX258
K21F, K81
V(EOL 2015)
v
v
v

Segment

N/A

v
Must in China
v

Mandatory and
Integrated

Natively

K21D, K21F
K81, , KL81
V(EOL 2015)

v

v

v

Segment

Audio Jack, USB,
Bluetooth
Optional in China
Must in China
v

Optional, may be
extended through BT

Smart phone/tablet/PC

PINPAD
K21D, K21F

K81, KL81

V(EOL 2015)
v
v
v

Segment

N/A

v
Must in China
v

N/A

Natively

KL81

V(EOL 2015)
v
v
v

Segment

USB

v
Must in China
v

N/A

PC



NXP MPU Security Product Line Feature List

Trusted execution

High assurance boot

Tamper detection

Encrypted boot

Secure storage

True random number
gen.

Cryptographic
accelerators

DRAM encryption
DPA protection

Real -Time monitoring
Secure clock

Secure debug

EMV compatible
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TrustZone®, (ARM®926)
peripheral access control (CSU)

HABV3-based secure boot

Tamper input GPIO x2

Wire-mesh tamper detect

None

On-chip zeroizable 2KB secure

RAM

Yes (RNGB)

SHA-1, SHA-256, 3DES

None

DPA protection on 3DES

RTIC, Drylce (Voltage, Temp,

Freq Monitoring)
Secure RTC

Full or controlled disable (3

modes)

Software word around

TrustZone, (ARM Cortex®-A7)
Peripheral access control (CSU)

Memory access control (ARM TZASC)
Interrupt separation (ARM GIC)

Secure storage separation (CAAM/SNVS)
Cryptographic separation (CAAM)

HABvV4.2 Based Secure Boot

Dedicated tamper inputs both passive and active for
wire mesh (10 passive pins / 5 active pairs).

Authenticated + encrypted boot

On-chip zeroizable 8 x 4KB Secure RAM
Off-chip key/data blobs AES-256 master key

Yes. Designed to be compliant with NIST SP800-90A
and includes a hardware entropy source. NISTI/BSI
>2015
Asymmetric: RSA, ECDSA (up to 4096)
Symmetric: AES-128/256, DES, 3DES, ARC4, Hash &
HMAC: MD5, SHA-1, SHA-224/256. 256-bit security
(CAAM)
Yes

DPA Protection for DES/3DES and AES
RTIC, Drylce (Voltage, Temp, Freq Monitoring)
SNVS

Full or Controlled Disable (3 modes)

EMV Compatible SIM V2 or EMVSIM

TrustZone, (ARM Cortex-A7)

Peripheral access control (CSU, RDC)
Memory access control (ARM TZASC, RDC)
Interrupt separation (ARM GIC)

Secure storage separation (CAAM/SNVS)
Cryptographic separation (CAAM)

HABvV4.2 secure boot with 256-bit security
Dedicated Tamper Inputs both passive and active for

wire mesh (8 pins/4inputs). Voltage, Temp, Freq
Monitoring

Authenticated + encrypted boot

On-chip zeroizable 8 x 4KB Secure RAM
Off-chip key/data blobs AES-256 master key (CAAM/SNVS)

Yes. Designed to be compliant with NIST SP800-90A and
includes a hardware entropy source. NISTI/BSI >2015

Asymmetric: RSA, ECDSA (up to 4096)
Symmetric: AES-128/256, DES, 3DES, ARC4
Hash & HMAC: MD5, SHA-1, SHA-224/256
256-bit security (CAAM)

None

DPA Protection for DES/3DES and AES
SCC, Drylce (Voltage, Temp, Freq Monitoring)
SNVS

Full or Controlled Disable (3 modes)

EMV Compatible SIM V2

h o
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I.MX 6UL-3 Processor

36

Specifications
- Process: TSMC 40LP
- Core Voltage: 1.1V
- Package:
= 289 MAPBGA (14 x 14, 0.8 mm pitch)
= 289 MAPBGA (9 x 9, 0.5mm pitch)
- Temperature:
= Consumer: 0°C to 95°C (Tj)
= Industrial: -40°C to 105°C (Tj)
Key Features and Advantages
- ARM Cortex-A7 @ 528 MHz, 128 KB L2 cache
LCD display up to WXGA (1366x768)
- 8-hit/10-bit/16-bit/24-bit parallel camera sensor interface
- 16-bit LP-DDR2, DDR3/LV-DDR3
- 16-bit parallel NOR FLASH / PSRAM
- Dual-channel Quad SPI NOR FLASH
- 8-bit Raw NAND FLASH with 40-bit ECC
- 2x MMC 4.5/SD 3.0/SDIO Port
- 2xUSB 2.0 OTG, HS/FS, Device or Host with PHY
- Audio Interfaces include 12S/SSI, S/PDIF Tx/Rx
- 10/100 Ethernet with IEEE 1588 x 2
- Security Block: TRNG, Crypto Engine (AES with DPA,

TDES/SHA/RSA), Tamper Monitor, Secure Boot, SIMV2/EVMSIM X 2,

OTF DRAM Encryption, PCI4.0 pre-certification
- Partial PMU Integration
Enablement
- Linux BSP

CONFIDENTIAL AND PROPRIETARY
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I.MX 6UL-3

Connectivity

CPU Platform
ARM® Cortex®-A7 NAND Ctrl (BCH40)
32 KB I-cache 32 KB D-cache

NEON™ PTM

128 KB L2-cache

UART x8

SIM V2/EMVSIM x2

12C x4
Multimedia SP| x4
8 x 8 Keypad
| 16bitParallelCSI |
I2S/SAI x3
| 2¢bitPaallelLcD |

S/PDIF Tx/Rx

External Memory ASRC
| Parallel NOR FLASH |

FlexCAN x2

‘ Dual-Channel Quad SPI x1 ‘

10/100 ENET x2
with IEEE 1588

16-bit LP-DDR2/DDR3/DDR3L

Security

Secure RTC

10 Tamper RSA4096 32KB Secure

Storage

Pins DPA protection

z i
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I.MX 6UL-S Security Features for ePOS Security

Hardware Cryptographic Accelerators
AES, with DPA protection

DES/3DES, with DPA protection

SHA-1, SHA-224, SHA-256

RSA-4096

On-The-Fly DRAM Encryption/Decryption
Tamper Detection

- DrylCE (Voltage, Temp, Freg Monitoring)

- Dedicated tamper pins, 10 pins total
Can be configured to be 10 passive or up to 5 active pairs

- Up to 20pA with 10 tamper active
Secure Storage

Zero-able master key (256-bit)
General purpose 32-bit register
Secure High Assurance Boot
32KB zero-able secure RAM
Universal Unique ID

2K-bit E-Fuse

Others

Run-time Integrity Checker and Security Controller
Random Number Generator (NIST SP 800-90)

Secure JTAG Controller (with electrical fuses)
Secure real-time clock

ARM TrustZone

2XEMV compatible SIM V2 & EMVSIM module

CONFIDENTIAL AND PROPRIETARY

h o

P



Secure Boot: HAB4.2 Features

38

Image Authentication
Super Root Key

Public Key Type
Certificate Format
CMS (PKCS#1)
Hash Algorithm
Image Encryption
Wrapped Key Format

Secret Key Type
Decryption Algorithm
Device Configuration Commands

Unlock Commands

CONFIDENTIAL AND PROPRIETARY

Yes
Multiple, revocable

RSA-4096 (max)
X.509v3

CMS (PKCS#1)
SHA-256

Yes

CAAM blob

AES-128/192/256
AES-CCM

» Write value
» Set/clear bitmask
» Wait on bitmask

» Field return fuse
» Revocation fuses
» Secure JTAG

» CAAM/SNVS

Yes
Fused hash

256-bit security achieved with RSA-4096

Tools support
Tools support
NIST recommended

Secret keys stored in secure RAM
partition on i.MX 6Dual/6Quad

Authenticated decryption
Provides flexible device configuration

Secure by default

h o
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Boot ROM: High Assurance Boot
-g“'\(\g

Secured
Environment

Sign
(CMS/ECDSA)

Private !
Key '

=3
| i PL}I(ZIICT Verify
? T y Pl (CMS/ECDSA)

SW Image + (TS SW Image +
Signature ' Signature
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Boot ROM: High Assurance Boot — Encrypted

8 Environment
Device
— Boot
Key
or VI

Key

~_ Secret
Key

e
f_?l :

Manufacturi g

.>

40 Build
Secret D

4

Encrypted
SW Image

Encrypted
SW Image
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I.MX 6UL-3 Security Subsystem

—  SuUpervisor Mode
Access Indication
— purz | AES-128 T
Non-Secure Mode Z To MMDC
Indication > - > A N
— Alarm _ S
C
iROM
(HABv4.1) »>
. To OCRAM
v
MMU > 5 Security State
I8 P Secure Zeroize SNVS
» RAM
ARM  |__________ ||© < B
Sw 1 |
Alarm 1
e e System Security Monitor
DTCP HDMI JTAG LP
Controller* Controller* Controller : | g
Zeroizable Secret Key =
A o Ar < A o > &
2 = 20 o = Secure Time and Monotonic Counter
%9 59 55
° Tamper & Power Glitch Detectors
Electrical Fuse Array (OCOTP)

Fuse Secret Key, Boot Image Version Control,
Chip Unique Identification, SRK hash, Security Configuration

Fuse Unique
Secret Key

* Some i.MX processors will not include DTCP or HDMI/HDCP
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Cryptographic Acceleration and Assurance Module
(CAAM)

Cryptographic Authentication CAAM
- Encryption Algorithms: AES 128/256, DES/3DES, ARC4, RSA
(4096), ECDSA Controller %'\r/:':;l
’ - Threads - AXI

- Hashing Algorithms: MD5, SHA-1/224/256
- Message Authentication Codes: HMAC, AES-CMAC, AES-XCBC-

Secure
RAM Job Queue

MAC Cntl
- Authenticated Encryption Algorithms: AES-CCM Key Secure
RNG Protection|| Interface
- RNG — NIST-compliant true random number generator with DECO

Hardware entropy source (NIST SP800-90A)
- Export and Import of Cryptographic Blobs
- Automatic Zeroization of Security Parameters and Secure

Memory SHA-1
. SHA-224

- Three Job Rings SHA-256
- 32KB Secure Memory Controller and Interface . —
- IP Slave Interface
- SDMA
- SRTIC ¥ 4
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Secure Non-Volatile Storage (SNVS)

« SNVS_HP - System Power Domain

- SNVS LP - Dedicated Power Domain

- Zeroizable Master Key

- Secure Non-Rollover Real-Time Counter with Alarm
- Non-Rollover Monotonic Counter

- Power Glitch Detector

- General Purpose Register

- Tamper Detection Monitor

43

- [P Bus Interface

- System Security Monitor

- Zeroizable Master Key Programming Mechanism
- Master Key Control Block

- Non-Secure Real-Time Counter with Alarm

CONFIDENTIAL AND PROPRIETARY

SNVS (MX6Xx)

__________________________

SNVS_HP

Secure System Monitor
-Secure State Machine

T-Secure

Time Alarm

Real-Time Counter

IP Bus Interface & Cntrl

HP-LP Interface

i | Key Program Mechanism i

SNVS_LP

Secret Zeroizable Key

Power Glitch Detector

Secure Monotonic Count]| ;

LP Control

Tamper Detection

Time Alarm

i Secure Gen. Purp. Reg.

Secure Real Time Count i
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Secure Non-Volatile Storage (SNVS)

Security Violations

J2Zi.MX
P e e ¢ OTP Master
...................... CAAM. SIC.WDQ L eeseessasssssssasns L KCY eeeesnenensssnnessan
SNVS i .
Q
System f
Security Monitor 2
R . 47-bit counter > y| [P [—t—p
> T m g " —> =
“_ e / \ }
HP > o Master Key O
=3 Control
(0p}

, . 48-bit Monotonic Counter .
32-bit GP Register 47-bit countel Zeroizable Maste : Juvuy
8000 o

3 o E
Security Violation 1 32.768kHz

a

| amper L

_ Detector | @

Monotonic Counter Power Supply 3

LP Rollover S Glitch :

Protection Mechanism

5 Detectors J_l
T L +]-

Analog Tamper Inputs Ij
\
A

Sensors External to SNVS
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Secure Memory

~

(32 KB Secure RAM

45

Page Page

2 3

4KB 4KB
Page 6 Page 7
4KB 4KB

Secure Memory

it

Access Control

a

CAAM

__—— ~8x 4 KB pages )

DFT Scan
Protected

External
Memory

AES-256 L DMA <
CHAs
SNVS
-\A \
R y— O=x
1 AAT 236 Master Key
I I
Permission
Various
TZ Mode, Bus
— Master Masters
Access Policies ] 1D T

p

\

W
=
X

A
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Secure JTAG Controller

46

JTAG Security Modes:
1. No Debug — Maximum Security

2. Secure Debug — High Security

3. Debug Enabled — Low Security Secure JTAG Contro"er

JTAG Mode

Debug Por
Key

Secure
Server

JTAG

CONFIDENTIAL AND PROPRIETARY
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External Tamper Detection — Active Wire-Mesh

i.MX 6UL-S
T On-board Anti
Output Pattern Spacing:
: 4ms — 0.55 ’ Glue Logic Tamper Switch
10111001011
LFSR > T
TAMPER_OQUT
| Delay | -
| TAMPEE_IN
Signal Pre- ot ™~
Tamper Compars conditioning R
input/ " 4ms - 0.995 ms _:_::::'u?rg ‘ﬁﬂ:]
Interrupt per Swi

10 dedicated pins for active tamper detection

- Up to 5 pins can be configured as active wire-mesh output;

- All 10 pins can be configured as input;

- Provide up to 5 active meshes

Pattern generated via 16-bit LFSR; configurable generator polynomial
Glitch filter per active tamper input pin

LFSR seed randomized by scrambling internal design signals
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External Tamper Detection — Passive Tamper Input

- All 10 Tamper Pin can be configured as passive input

- Static Pull-up/Pull-down
-Pull-up: 100K /47K / 22K / Disabled
-Pull-down: 100K / Disabled

- Dynamic Pull-up/Pull-down
-Support enable/disable pull-up/pull-down dynamically
-Duty cycle programmable
-Minimize the power consumption on pull-up/pull-down resistor
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Differential PCB Tamper Detection (Wire Mesh)

Protected Wire /

Vbat GND

C

Wire Mesh

- SNVS module will detect tamper and initiate key erasure when:
-C is disconnected (floating)
-D is disconnected (floating)
-C and D are short-circuited
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Sensitive Pins

- Sensitive Pins located at least 3 row deep within BGA package
-Include all passive tamper pins
-Include all active tamper pins
-Include internal
-Battery Supply
- Others

Sensitive Signals

Sensitive Signals

\ Sensitive Signals

Image does not represent actual i.MX 7ULT packaging

h o
P
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Analog Tamper Sensors
- Voltage Sensor

Valid Range

High Voltage

)
o)
T
o
>
=
o
i

Voltage Volts

1.55

1.70
3.60
3.75

- Temperature
Sensor

Valid Range

Low Temp
High Temp

Temperature Deg. C

- SRTC Frequency
Sensor

-65
-45
130
150

Valid Range

No Detection for
High Frequency Frequency (kHz)

20
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Temperature Monitor

- Low Temperature Monitor Setting
-The mid-point can be configured with register, -10°C to -50°C
-The variation can be +/- 10°C from mid-point

-For example, when configured to -30°C, our SoC will generate tamper
event when temperature is between -20°C ~ -40°C

- High Temperature Monitor Setting
-The mid-point can be configured with register, 95°C to 135°C
-The variation can be +/- 10°C from mid-point

h
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Voltage Monitor

- Monitors security SNVS power supply
- If supply drops below threshold, volatile keys will be erased

- Special circuit guarantees that slow or short-circuit of supply pin will
result in volatile keys erasure

- Monitoring out of range high voltage

h o
P
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On-The-Fly DRAM Encryption / Decryption

- Support on-the-fly encryption/decryption for DRAM

- Based on AES-128 algorithm, supports ECB and CTR mode

- Non-secured access filtering based on security label of the access
- Support cacheable/bufferable access from CPU

- Key configured by SW, locked and no-read access after
configuration

AES-128
Core
128-bit AXI 128-bit 128-bit

AXI AXI
Bus Bus

Slave Master

AES-128
Core

128-bit Key T
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I.MX 6UL
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I.MX 6UL Estimates — NAND Boot

56

Initialize Ext Copy Image Jump to
Power POR Memory to DRAM Start HAB User Code
8 ms 8 ms ‘ 3 ms 10 ms 25 ms
POR & Boot
Power Decision NAND INIT DCD Image Copy HAB
29 ms
System [
Dependent 54 ms

- The power-up time is system/board independent.

- Typical NAND device needs 8ms to initialize, including 5ms for device reset.

- When booting from NAND, the initial 4KB of the image will be copied to OCRAM.
- Next while processing the DCD, the boot image will be copied to its final destination, “DDR”

- Assuming a 10Mbit/s* throughput for a 100KB boot image, the image copy adds 10ms to the boot

flow.

* Speed estimated based on simulation result.
* Longer image loading time if bad blocks exists.
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I.MX 6UL Estimates — QSPI Boot

57

Initialize Ext  Copy Image Jump to
Power POR Memory to DRAM  StartHAB User Code
8 ms 3ms 3ms 1ms 25 ms
POR & Boot QSPI Image
e Decision INIT DCD Copy HAS
15 ms
System
Dependent 40 ms

- The power-up time is system/board independent.
- Typical QSPI device needs 3ms to initialize.
- Assuming a 100MB/s* throughput for a 100KB boot image, the image copy adds 1ms to the boot flow.

* Speed estimated based on simulation result for dual-channel QuadSPI memory in DDR mode.
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I.MX 6UL Estimates — QSPI XIP

Jump to
Power POR Start HAB Userp Code
8 ms 3ms 25 ms
E— POR & Boot QSPI e

Decision INIT

11 ms
System

Dependent 36 ms

- The power-up time is system/board independent.
- Typical QSPI device needs 3ms to initialize.
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HAB Impact in Boot Time

- For 1.MX 6SX:
-If initial image < ~1MB:
= RSA is the bottleneck.
« HAB time = 12.5 ms. 25ms

Start HAB User Code

HAB

-If initial image > 1MB:
= SHA is the bottleneck.
= HAB time depends on image size.

« For i.MX 6UL:

-HAB time for small (<1MB) images is expected to be 25ms, because of
CPU frequency is lower.

h o
P
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.MX UL POWER
SUB-SYSTEM




Power Supply

 Integrated analog & digital LDO [Co0_ARM] o0, o
to reduce external power supply oty Cortex A7 Core o
ralls L2 Cache | [[L1 Cache _/:

. . _@ ZID-D_SOC_CAP

« Simplified power-up / power- T
down sequencing SOC (Always ON)

SOC (Power Down) f—/—

» Support both PMIC or discrete —
DC-DC/LDO as external power L=
supply, simple and cheap off- [1zmitavc |
shelf components could be used | @
for system design e | T
|eFuse|| USB [l PLLs| o

« Support DVFS on CPU core

» Integrated power switch for o
flexible power gating in low- Q (o0 sws e I
power modes s |oec| | oo

» Support both LDO-enabled mode % ,—IE—TI——_TL )
for low-cost and LDO bypass e I
mode for power efficiency ] GPIO PADS

h o
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Operating Range

POWER RAIL MIN (V) | TYP (V) | MAX (V) DESCRIPTION

Power for the ARM® Cortex® A7 core and also SoC
0.9 1.275 15 digital logic
VDD_SOC _IN (LDO enable mode)
Power for the Cortex A7 core and also SoC digital logic

: 1.1 1.

0.9 ° 3 (LDO bypass mode)
VDD_HIGH_IN 2.8 3.0 3.6 Power for analog LDO and internal analog blocks
VDD_SNVS _IN 2.4 3.0 3.6 Power for SNVS and RTC
USB_OTG1_VBUS
USB_OTG2 VBUS 4.4 5 5.5 USB VBUS Power
VDDA_ADC_3P3 3.0 3.3 3.6 Power for 12-bit ADC

1.425 15 1.575 I/O power for DDR3
NVCC_DRAM 1.283 1.35 1.45 I/O power for DDR3L

1.14 1.2 1.3 I/O power for LPDDR2
NVCC_ XXX 165 1.8/2.5/3.3 36 I/O power for other digital 1/0 in 1.8/2.5/3.3V GPIO

mode.
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Power Sequencing

- Power-Up Sequence Requirement

a) VDD_SNVS IN should be powered up before all the other power rails
b) VDD_HIGH_IN should be powered up before VDD_SOC_IN

- Power-Down Sequence Requirement:

a) VDD_SNVS _IN should be powered off after all other power rails are powered off
b) VDD_HIGH_IN should be powered off after VDD_SOC_IN

- Following power rails are fully independent, no power-up/power-down sequence requirement:

- USB_OTG1 _VBUS
- USB_OTG2_VBUS
- VDDA_ADC_3P3

- One exception is VDD_HIGH_IN and VDD_SNVS_IN can be shorted together. In this case, the

63

power sequence will be:
-VDD_SNVS_IN & VDD _SNVS _IN should be powered up before all the other power rails
- VDD_SNVS_IN & VDD_HIGH_IN should be powered off after all other power rails are powered off

h
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LDO Operation Mode

LDO Enable LDO Bypass

ARM_LDO and SOC_LDO in regulation ARM_LDO and SOC_LDO in bypass
mode, VDD_ARM_CAP is controlled by mode, VDD_ARM_CAP/VDD_SOC_CAP
ARM_LDO, VDD_SOC_CAP is controlled is always same voltage as VDD_SOC_IN
by SOC_LDO.

External S I 1.275V Vmin, 1.5V Vmax at run time, 1.15V Vmin, 1.3 V Vmax at run time,
upply Valid window is 225mW Valid window is 150mW
Power Loss on LDO Minimal voltage drop on LDO is 125mV No power loss

CPU DVFS Supported by change ARM_LDO setting Need to adjust external supply voltage
Low-Power Mode Support ARM CPU power gating, Support ARM CPU power gating,
Support standby voltage in suspend mode  Support standby voltage in suspend mode
. Cost sensitive application Power sensitive application
Recommended Application . .
Using DC-DC as external power supply Using PMIC as external power supply

LDO Operation Mode

Notes:

- After power-on reset, LDO is enabled by default

- Itis not recommend to do switching between LDO enable mode and LDO bypass mode at application run time.
For each application, it is recommended to use only one operation mode

- If LDO bypass mode is used, it is recommended to do the switching right after boot
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Max Power Consumption

MAX CURRENT DESCRIPTION

POWER RAIL

VDD_SOC_IN 900 mA Including 400mA for ARM core and 500mA for SoC logic
For integrated analog module
VDD_HIGH_IN 175 mA Including supplies from VDDHIGH_CAP to NVCC_DRAM_2P5
Including the power for eFuse programming
VDDA_ADC_3P3 34.5 mA For two ADC and touch controller
VDD_SNVS_IN 400 pA For RTC and tamper detection logic
2 SIELIOIET, WS 50 mA For two USB PHY, 25mA for each active USB PHY

USB_OTG2_VBUS

The DRAM /O power will affected by various factors, refer to following application note for

NVCC_DRAM details:

See description

General equation for estimated, maximal power consumption of an I/O power supply:
Imax=Nx C x V x (0.5 x F), where:
N—Number of I/O pins supplied by the power line
See description C—Equivalent external capacitive load
V—I/O voltage
(0.5 xF)—Data change rate. Up to 0.5 of the clock rate (F)
In this equation, Imax is in Amps, C in Farads, V in Volts, and F in Hertz

NVCC_XXX

* Max power for FF silicon at 125C
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Power Target — LDO Enable Mode

66

Current
(mA)

MAX PERFORMANCE BALANCED LOW SPEED
POWER RAIL
Voltage Voltage Cu Power
(V) V) (m (mW)

VDD_SOC_IN 1.275 450  573.75
VDD_HIGH_IN 3 46 138
VDDA_ADC_3P3 3.3 1.2 3.96
VDD_SNVS_IN 3 0.03 0.09
TOTAL 716

Current Power rrent
V) (mA) (mw) A)
1.275 100 127.5 1.275 35
3 26 78 3 13
3.3 0.6 1.98 3.3 0.01
3 0.03 0.09 3 0.03
208

Max Performance: CPU runs at 528MHz, all peripheral-enabled and running at target frequency.
Balanced: CPU runs at 200MHz, 20% peripheral active.
Low Speed: CPU runs at 24MHz, only low-speed peripherals active, such as UART/I?C.

- All power numbers are typical silicon at 25°C
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39

0.033

0.09
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Power Target — LDO Bypass Mode

MAX PERFORMANCE BALANCED LOW SPEED
POWER RAIL
Voltage Current Power Voltage Current Power Voltage Current
V) (mA) (mW) V) (mA) (mW) V) (mA)
1.15 1.15

VDD_SOC_IN

450 517.5

100 115 1.15 35 40.25

VDD_HIGH_IN 3 45 135 3 25 75 3 12 36

VDDA_ADC_3P3 S 1.2 3.96 3.3 0.6 1.98 3.3 0.01 0.033

VDD_SNVS_IN 3 0.03 0.09 z! 0.03 0.09 3 0.03 0.09

TOTAL 657 192 76

Max Performance: CPU runs at 528MHz, all peripheral enabled and running at target frequency
Balanced: CPU runs at 200MHz, 20% peripheral active

Low Speed: CPU runs at 24MHz, only low speed peripherals active, such as UART/I2C
- All power numbers are typical silicon at 25°C
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Power Saving Techniques

Active SoC Power Standby SoC Power | System Power
LP flavor of 40nm process v

Minimized number of LVT transistors v

Temperature monitoring and active frequency v
throttling

ARM® DVFS
ARM SRPG (SW)

AN

ARM Power Gating (Internal switches)
High-speed Peripheral Power Gating v
Clock gating (automatic dynamic and forced) v

Integrated PMU (IR drop, efficiency, v v
accuracy)

<

Display backlight optimization (with SW)

Independent Power gating of I/O supplies v

Architecture: L2 cache, v
Display/Audio/Graphics acceleration

Architecture: USB PHY integration v
Low power DDR: LPDDR2, LV-DDR3 v
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Low Power Mode Definition

System ldle

CPU can automatically enter this mode when no thread running
All the peripherals can remain active

CPU only enters WFI mode, it will have its state retained so the interrupt response can be
very short

DRAM enters auto-refresh mode when there is no access

Low Power Idle

Much lower power than system idle mode, with longer exit time
All PLLs are shut off, analog modules running in low power mode

All high-speed peripheral are power gated, low-speed peripherals can remain running at
low frequency

DRAM put into self-refresh by SW

Suspend

The most power saving mode with longest exit time

All PLLs are shut off, XTAL are off, all clocks are shut off except 32K clock

All high-speed peripherals are power-gated, low-speed peripherals are clock-gated
DRAM put into self-refresh by SW
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All SOC digital logic, analog module are shut off only except SNVS domain
32KHz RTC is alive

Tamper detection circuit remains active



Low-Power Mode Configuration

WFI Power Down Power Down Power Down
ON Power Down Power Down Power Down
ON ON Power Down Power Down
Nominal Nominal Standby Power Down
ON Power Down Power Down Power Down
Enable/Bypass Enable/Bypass Bypass Power Down
ON In Weak Mode OFF Power Down
Auto-Refresh Self-Refresh Self-Refresh Power Down
ON OFF OFF Power Down
OFF ON OFF Power Down
ON OFF OFF Power Down
On as needed On as needed OFF Power Down
On as needed On as needed OFF Power Down

A 4
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Low-Power Target — LDO Enable Mode

SYSTEM IDLE LOV\{;_OEWER SUSPEND SNVS
POWER RAIL
Voltage | Current | Power | Voltage | Current | Power | Voltage | Current | Power | Voltage | Current | Power
V) (mA) | (mW) V) (mA) | (mW) V) (mA) | (mW) V) (mA) | (mW)
10.2 2.5 0.9 0.6 0.54 0 0 0

1.275 3.1875
VDD_HIGH_IN 3 12.9 38.7 3 0.95 2.85 3 0.04 0.12 0 0 0

VDD_SOC_IN 1275 8

VDDA_ADC_3P3 3.3 0.01 0.033 3.3 0.01 0.033 3.3 0.01 0.033 0 0 0

VDD_SNVS_IN 3 0.03 0.09 3 0.03 0.09 3 0.015 0.045 3.0 0.015 0.045

TOTAL 50.5 6.2 0.74 0.045

* 10 power not included.
* All power numbers are typical silicon at 25C.
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Low-Power Target — LDO Bypass Mode

VDD_SOC_IN

System lIdle Low Power Ildle SNVS
Voltage | Current | Power | Voltage | Current | Power | Voltage | Current | Power | Voltage | Current | Power
V) (mA) (mW) V) (mA) (mW) V) (mA) (mW) V) (mA) (mW)
1.15 9.2 1.15 2.5 0.9 0.6 0.54 0 0 0

VDD_HIGH_IN 3 12 36 3 0.5 1.5 3 0.04 0.12 0 0 0

2.875

VDDA_ADC_3P3 3.3 0.01 0.033 3.3 0.01 0.033 3.3 0.01 0.033 0 0 0

VDD_SNVS_IN 3 0.03 0.09 3 0.03 0.09 3 0.015 0.045 3.0 0.015 0.045

TOTAL 45.3 4.5 0.74 0.045

* 10 power not included.
* All power numbers are typical silicon at 25C.
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I.MX 6UL
PIN & PACKAGE
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GPIO Pins
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PIN TYPE COUNT | POWER DESCRIPTION

System
Tamper
JTAG
GPIO
UART
ENET
LCD
NAND

SD

10

10

16

16

29

17

VDD_SNVS_IN

NVCC_GPIO

NVCC_UART
NVCC_ENET
NVCC_LCD
NVCC_NAND
NVCC_SD

NVCC_CSI

PMIC (3), BOOT_MODE (2), POR_B, TEST_MODE

Can be configured as tamper pin or GPIO pin

Up to 8 alternative functions on each pin.
All of them can be configured as GPIO.
(see pinmux table for details)

-__
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Clock Pins

- Clock Input
XTAL 24MHz
RTC XTAL 32.768KHz

- Clock Output (to save external oscillator)

Audio Master Clock 24MHz / Audio PLL (Programmable)
CSI Master Clock 24MHz /| System PLL/PFD (Programmable)
ENET Reference Clock  25MHz / 50MHz

Video Reference Clock  Video PLL (Programmable)
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PINMUX

Altd Alt1 Al2 Alt3 Altd Alt5 Alts Alt? Al
1 - - - -
17 | SMYS_TAMFERS gpin5.0[E]
12 | ENVYS_TAMPERY gpiot.I0[E]
13 JTAG_MODO sjc.MOD gpt.CLE spdit.OUT enet] REF_CLE_25M sdmaERT_EWEMT[O]
20 JTAG_TMS sie. THE gptZ CAFTURED | sai2 MCLE gpicll sdma.ERT_EVEMT[1] 2pitl OuUT
2 JTAG_TOO sic. TOD gpt2 CAPTUREZ | 5ai2. TH_SYNC epit2. 0UT
22 JTAG_TOI sje.TOl gptZ. COMPARE] [sai2. Ts_BCLK simlPOWER_FAIL
21 WJTAG_TCK Sie. TCK gpt2. COMPAREZ | zai2 BX_DATA i osc32hI2K_0UT sim2.POWER_FAIL
24 JTAG_TRST_E sic.TRETE gpt2 COMPARES | zai2 TH_DATA anatop.24ha_OUT caam RNG_03C_0OBS
25 GRIOLID0D igc2 SCL aptl.CAFTUREL 0] net].1568_EVENTO_IN wdog? WOOG_E
26 GRIOLIOM 2o 504 gptl. COMPARE] 1 enet]. 1555_EVENTO_OLT wdoglWOOG_E
27 GRIOL D02 iZclSCL gptl. COMPAREZ enetl REF_CLK_26M usdhel wF iol) sdmaERT_EWEMT[O] uarkl. TH
28 GRIOLI00Z i2el.S0A gptl.COMPARES oscdEk32K_0UT usdhel CO_E gpiclIO) uartl.Bx
2o GRIOLI004 enetl REF_CLK1 anatop24k_0UT uzdhel RESET_B i enck2 1556_EWENTO_IN uart5.TH
a0 GRIOLID0S enetZ REF_CLKZ «net2 1588_EVENTO_OUT uarts.F
a1 GRIOLID0E enet].MDID enet2 MO0 . uallCTS B
32 GRIOLID0? enet].MOC enet2 MDC usdhe2 CO_B ecspil TESTER_TRIGGER [uamlRTS B
23 GRIOLID0E spdit.oOuUT usdhe2 WEELECT gpiclIO) eospia. TESTER_TRIGGER [uansRTS_ B
34 GRIOLID0S spdif.Iil usdhe2 RESET_E gpicdId| ecspid TESTER_TRIGGER [uan5.CTS_E
28 engtlFDATA[Z]  |i2c2.SCL gptL.COMPARE] gpiclId) eospid TESTER_TRIGGER | spdif.OUT
el enetlBOATA[Z] |i2c2.50DA gptl.CLK gpiolIO[17 usdhcl TESTER_TRIGGER | spdif.Ii
a7 enetlRi_CLE usdhel WP enek2 ASEE_EWENT 1_IN qpiclI0[13 usdhe2. TESTER_TRIGGER| usdheZ WP
a8 enetl TH_ER usdhel.CO_E enst21588 EVENTL_OUT gpicllO[19] qspi TESTER_TRIGGER  [usdheZCD_EB
o} enell TOATA[Z]  |iZcd SCL gptl.CAPTURE gpiolIO[Z0] rawnand TESTER_TRIGGER ecspis 550
40 enctl TOATA[Z]  |iZcd.SDA gptLCAFTUREZ gpiclIO[Z1] sje.DOME eespiz. SCLK
4 uart2 CTS_B enetlCRS Fegoan TH gptl.COMPARER qpiclI0[22] sjc.0E_B eczpid MOS]
42 uart2RTS B enetl COL Flegcan2. R gptl.COMPARES qpicl10[23] sje. FAIL ecspid. MIE0
43 enct2ROATA[Z] | simlPORTO_PD a2 CTS B gpiclIO[24] sjic TAG_ACT
44 enet2 ROATA[3] | =simz PORTO_PD uartz RTS_E gpiolIO[Z5] epitl. OUT
45 enet2.Fx_CLE Flegcanl.Ti cnekl 155 E_EVENTL_IN qpiclID[2E epit2.OUT
45 enct2. TH_ER Flezcanl P cnet] 1555_EVENT_0OUT qpiclI0[27 wdogl.WOOG_E
47 enet2 TOATA[Z] |iZelSCL ceuCEL_ALARM AUT[Z] |[gpicllD[2E eospiz. SCLK
48 enctZ TOATA[Z]  |i2clS0A csu CSU_ALARM_AUT[] | gpicliO[29] cespi2 550
43 enetZ. CRS iZcd SCL ceu CEL_ALARM_AUTIO] [opicllD[30] eczpiz. MOSI
A0 uarth. R enetz.COL izcd S0A czu CSU INT_DEE qpiclI0[31] eczpid MIS0
51 EMNETLRX_DATAD enctl ROATA[] uartd RTS_B Hegzanl. TH qpio.I0[0] usdhel LCTL
B2 EMETI_RX_DA&TA1 enetl ROATA[] uartd CTS B Fleycan].TH gpicz. 0[] usdheZ LCTL
53 EMETLRX_EN enetlBE_EM uirthRTS B ozodlk.22K_0UT Fletean TH gpicz.0[2] usdhe . WSELECT
G4 EMETIL_TX_DATAD enetl TOATA[D] uartG.CTS_B anatop 24M_0UT Flexcans FX gpic.I0[3] uzdhc2 WSELECT
05 EMNETLTX_DATAI enetl TOATA] uatkCTS B 2net2MIDID gpioZ. 004, wioglWDOG_RST_E_D|
56 EMETL_Tx_EN enetl. TH_EMN uartbRTS_B cnet2 MOC qpioZ 0[5 wdogE.WDDG_F!ST_EI_D'
57 EMETI_TX_CLE enetl. TE_CLE uart?.CTS B enetl REF_CLK1 gpioz I0[E gptl.CLE |
55 ENETLRX_ER enctlBE_ER uat7TRTSE B im.CRE gpioZI0[F] gptl.CAPTUREZ
58 EMET2_RX_DATAD enetZ ROATA[0] uarts.TH simlPORTI_TRXD iZc3.5CL cnetl DI gpin I0[E]
60 EMETZ_RX_DATAL enetz ROATA[] warte Rt =imlPORTO_CLK i2c350A et DT gpinz I0[3]
51 ENET2_RX_EN enctZ Ri_ER uart?.TH simPORTOI_RST_E i2o4.5CL cim.ADDR26] gpin? I0[10]
G2 EMET2_TX_DATAD enetZ TDATA[0] uart?.RH simlPORTI_SYEM izcd SOA cim.EE_E[2] qpioZ O[]
B3 EMET2 Tx_DATA1 enctZ TDATA[] uartdTH sim2.PORTO_TRXD cespid. SCLK <im.EE_E[3] gpic2.I0[12]

Each GPIO supports up to 8 alternative mux options, very flexible for customer.
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Ball Map (14 x 14 Package)

e

SDLDAT

A A3
SDLDAT [SDLDAT
B A2 Al

C |spicik SRl

CSI_DAT |CSLDAT

CSI_DAT

D A07 A06 A0S A04
CSI_DAT |CSI_DAT |CSI_DAT |CSI_DAT
E A03 A02 AO01 A00

DRAM _Z | CSI_VSY

NC

CSI_HSY |CSI_PIXC

LK

F QPAD NC
DRAM_A [DRAM _A
G DDROM | DDRO6

DRAM_R

ESET

DRAM_S [DRAM _A

DRAM_A [DRAM _A

H DBALl | DDROl [ DDR1 | DDRO7 [ si1B
DRAM_S [DRAM _C DRAM_A [DRAM _sS
DWE B | AS_B DDR8 | DCKE1

DRAM_A [DRAM _s
K DDRO2 | DBA2

DRAM_A [DRAM _A

DRAM_A

DDR1l | DDRO4 | DDRI5
DRAM_A [DRAM _A DRAM_A [DRAM _A
L DDR5 [ DDRO9 DDR2 | DDRO

DRAM_S [DRAM_A
M DBAO | DDRO3

DRAM_S [DRAM _A

DDR10

DRAM _R

DRAM_O[DRAM_C
N DTO S0_B

DRAM_S[DRAM_S
P DCLKO_P [DCLKO_N

ATA

DRAM _D [DRAM _D
R ATAB | ATAM

DRAM_O

DRAM _D

DRAM_S [DRAM s
T DQSLP | DQSLN

DRAM_D

DRAM_D

DRAM_S

DRAM _D

LCD_EN |LcD_vsy

DRAM _D [DRAM _D

QM1 [ ATA00 |DQso_N | ATAO7 [ oQmo
DRAM _D [DRAM_D |DRAM_S [DRAM _D [DRAM _D |DRAM _D
ATA08 | ATA2 [DQso_p | ATA04 | ATAOL | ATAO3
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JTAG_T
cK

RST_B

DI

JTAG_T
DO

MS

GPIOLIO
06

GPIOLIO
07

GPIOLIO
08

GPIOLI0
09

GPIOLIO
02

GPIOLIO
03

GPIOLIO
04

GPIOLIO
05

GPANAI
o

GPIOLIO
00

GPIOLIO
01

ccMm_cL
KLN

ccMm_cL
KLP
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4-layer PCB Layout

- The 6UL 14 x 14 layout can be
implemented by using a standard
4-layer PCB

-4-layer PCB, 1.0mm

-L1-L2/L3-L4 dielectric thickness =
3.5mil

- Trace width/spacing = 4mil/4mil

-Via type — standard plated through
via (L1-L4): 10mil/18mil

- NXP i.MX 6UL EVK follows the
rules above to achieve 4-layer
PCB with DDR3

A 4
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I.MX 6UL
DEVELOPMENT AND
DEBUG
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I.MX 6UltraLite Evaluation Kit Key Features

MCIMX6UL-EVK ($149 Resale)

Processor
* i.MX 6UltraLite 528MHz ARM®
Cortex®-A7 CPU

Memory

* 4GB DDR3L DRAM memory
* 256MB Quad SPI flash

* Footprint for NAND

* Footprint for eMMC

* TF socket for boot

Display

» Parallel WVGA LCD add-on card via
expansion connector
PN: LCD8000-43T $100 Resale

« HDMI connector and footprint for
HDMI transmitter

« Camera connector

Audio

* Audio codec

* 4-pole audio headphone jack
» External speaker connection
* Microphone
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Connectivity

* USB Host connector

* Micro USB OTG connector

* Two Ethernet (10/100T) connector
» SD/SDIO connector

* Two CAN transceivers

* EMV smart card connector

Debug
« JTAG connector
* Serial to USB connector

Sensors

* Footprint for FXAS21000CQR1 gyro

* FXLS8471Q three-axis digital
accelerometer

* MAG3110 Digital eCompass

Tools & OS Support
* Linux® BSPs

Others

* CPU Module: 1.67 x 2.66 inch
* Base Board: 4.25 x 5.12 inch
* 4-layer through hole PCB

h o
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Accessories: 4.3” LCD Panel

- Part Number: LCD8000-43T
- Resale: $100 USD

LCD8000-43T

¥2902 1SSt HAV W TMA A09 008 Z90T T=57383 WMY =3 g3
: 508 v 3 WMY N TMA A0S 008 FZ55C TGOTOES myne
A A0S 3¢ TCOTOEIWMYM  TMA A0S S 52
TMA

2980T TSITIEI WMV 16 M 3
308 ¥Z90Z TSITIEI WMY T

*A 709 908 $290Z TSIT9ET WY =
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I.MX 6UL-EVK Block Diagram
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HDMI CN 1.25mm CN
DC Jack LCD HDMI Camera USB OTG USB HOST CAN 2CH JTAG
PJ-202AH RGB connector Silicon Image Hirose connector Micro USB AB CN USB Std A CN MC34901WEF
ADC+ Resistive Sil9022A
Touch footprint only

} ;ADC¢ RES Touch | DISP

___A

POWER <>
Discrete
DDR3L —>
Micron MT41K256M16:4Gb
QSPI Flash <>
Micron N25Q256A

} Csl ; USB OTG ¢ USB HOST ;

—» NAND Flash
Footprint only
.| eMMC Flash
Footprint only
MicroSD
—> Slot only

#lzc feplo SD-H?:----éGA-RTI' """ é 'm]ﬁ'""é.'zs' """ é’s.’m"
Bluetooth Motion Button SD Slot Debug Ethernet x Codec EMV Smart
FPC CN Sensors ON/OFF,RST SD CN Silicon Labs MICREL Wolfson Card
CP2102-GM KSZ8081 WM8960 FPC connector
eCOMPASS Accelerometer Gyroscope USB CN RJ45 x2
MAG3110 FXLS8471Q FXAS21000CQR1 Micro USB m ﬁ
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I.MX 6UL-EVK Features

i.MX 6UL-EVK SO-DIMM CPU Board(CM)

NXP CPU 1 i.MX 6UL

PMIC 1 Discrete Power IC

4GB DDR3L 1 Micron MT41K256M16

256MB QSPI Flash 1 Micron N25Q256A

eMMC 1

MicroSD Connector 1 MicroSD Slot

NAND Flash 1

Board Layer 4 layer through hole

Board Size 1.67 x 2.66 inch = 4.24x6.76¢cm

i.MX 6UL-EVK Base Board (BB)

Display

HDMI Connector

HDMI Transimitter
Camera Connector

Two 10/100M Ethernet
USB 2.0 OTG Connector
USB 2.0 Host Connector
Two CAN Transceiver
SD/SDIO Connector
Audio Codec
Microphone

Headphone Jack
Speaker

Accelerometer

Digital eCompass

Gyro

UART-to-USB Transceiver
JTAG Connector
Buttons

DC Jack

EMV Smart Card

Board Layer

Board Size

CONFIDENTIAL AND PROPRIETARY
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LCD Connector (LCD8000-43T, 4.3-inch 480x272 Resistive Touch TFT Screen)
HDMI TYPE A

Hirose FX12B-40P-0.4SV, for parallel CMOS camera module (Optional OV5640)
Micrel KSZ8081RNB

USB Micro AB Receptacle

USB Std A Receptacle

MC34901WEF

Full-size SD Connectors

Wolfson WM8960

Analog condenser MIC

3.5mm Jack

FXLS8471Q

MAG3110

FXAS21000CQR1

Silicon Labs, CP2102-GM,UART-to-USB, for Cortex A7 debug
Yes

ON/OFF, Reset

+5V

FPC connector

4 layer through hole

4.25x5.12 inch = 10.8x13cm
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I.MX 6UL-EVK PCBA Interface

Audio Jack JTAG || Debug UART || Reset | | Power Key

Speaker ON/OFF

DC IN:5V

USB OTG

USB HOST

DDR3/LvDDR3

Ethernet x2 MX6UL

TF/eMMC/NAND

Discrete
Power

HDMI

LCD EMV CN SD ARDUINO

h o
P
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MX6UL CM + BB Dimensions

85
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ARM® CoreSight Debug System

- Debugging ability through JTAG.

- Accessibility to system through AHB/APB port.
- Time stamp generation to debug components.
- Driving out on-chip trace data through PAD.

ca7_debug

A
«— < JTAG

4Dt COUN{E

T
|

<€ Async APBe==gp-

Cortex-A7 CPU Core

RAM
(4KB)
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I.MX 6UL Debug Approach

- Recommended tool-chain is ARM DS-5.
- The architecture will support Cortex-A7 debug through a standard

JTAG interface.

File Wiew Help

e ®E|[E 2

[=)- Connected to (TCP/IP fdes1cvi)

= Devices
SJC
SDMA
ARMCS-DP
Cortex-A7
Advanced
Trace
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TDI —

ICE
TCPfdeslcvi

SIC
SIC D
IR Length =5
Device Index = 1

—

SDMA
SDMA_D
IR Length =4
Device Index =2

—

ARMCS-DP |

ARMCS-DP_D
IR Length =4
Device Index =3

Cortex-A7
Cortex-47_0
Device Index =4

TDO |,
b
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SECURE CONNECTIONS
FOR A SMARTER WORLD



