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1. Introduction

Matter (formerly Project Connected Home over IP, or Project CHIP) is a new Working Group
within the Connectivity Standards Alliance (CSA, formerly Zigbee Alliance). This Working
Group plans to develop and promote the adoption of a new, royalty-free connectivity
standard to increase compatibility among smart home products, with security as a
fundamental design tenet.

Traditional non-matter devices cannot directly join the matter network. But Matter Bridge
solve the problem. Matter bridge can join a Matter network as a Matter device, and non-
matter device need to be mapped to Matter network as a dynamic endpoint. In this way,
other Matter devices can communicate with non-matter device through dynamic endpoint.

2. NXP Matter Zigbee Bridge Solution

NXP Matter Zigbee Bridge is based on i.MX MPU and K32W061. IW612 or other WiFi
module as optional items. Matter Zigbee Bridge app can run on all iMX MPU platform,
K32W061 is a Zigbee Gateway and runs the Zigbee stack.

NXP Differentiator Example Applications
Linux IP Stack Ethemet Driver )) ))
IW612 Firmware
24 GHz/5GHz

& OpenThread

Connectivity and Network Domain

Matter Codebase

Matter Generic Protocol Examples Linux BT/BLE Stack
(Blue Z)

Matter Generic Core

OpenThread Host
Linux/Android Platform Adaptation Layer

Zigbee 3.0 loT Control Bridge App

RCP Server

i.MX Platform Adaptation Layer Interface/CoEx Mar

Securfty Domain — [NESRREYYY SE051 Middleware

K32W061 Zigbee Control Bridge

MPU Platform Domain Complementary Middleware Domain
Linux OS API Zigbee Gateway app
a Zigbee Stack .
)

Zigbee NCP Server

2.4 GHz
Zigbee

Figure 1-1 Matter Zigbee Bridge Framework

2.1Support Solutions

2.1.1 Matter over ethernet
. i.MX6ULL + K32WO0X(Zigbee NCP)
. i.MX8MM + K32WO0X(Zigbee NCP)
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. i.MX93 + K32WO0X(Zigbee NCP)

2.1.2 Matter over wifi
. i.MX6ULL + K32WO0X(Zigbee NCP) + IW416
. i.MX8MM + K32WO0X(Zigbee NCP) + 8987
. i.MX93 + K32WO0X(Zigbee NCP) + IW612

2.2 Feature List
e Matter over Ethernet
o Matter over Wi-Fi
e Register and Remove Zigbee Deivces
e Connect Zigbee devices to Matter ecosystem seamlessly
e Zigbee Devices
o OnOff cluster
o Temperature Sensor Cluster
e Matter Actions
o Start Zigbee Network
o Zigbee Network Permit Join
o Factory Reset
e No limitation if migrating to other i.MX MPU like i.MX6ULL, i.MX8MP
e OTBR and Zigbee bridge can be integrated into one single device

The guide is based on i.MX93 and other i.MX MPU can refer to the guide.

2.2 Hardware Requirements
e i.MX93EVK
e K32W USB Dongle
o USB Ato MINI USB
o USBtype Cto A
o K32WO061 DK0O06
e 2EL(IW612) M.2 WIFI Module (optional)

2.3 Software Requirements
e Universal Update Utility (UUU)
e Aserial COM terminal for the host computer
o For instructions on how to set up a serial COM terminal software, please refer
the .MX 93 EVK Quick Start Guide.
e DKé6Programmer.exe which Installer path is K32W061DKé SDK 2.6.11,
SDK_2_6_11_K32W061DK6\tools\ JN-SW-4407 DK6 Production Flash Programmer v4564.exe
¢ i.MX93 Demo Image. 6.1.36 2.1.0 MX93 demo image
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https://github.com/NXPmicro/mfgtools
https://www.nxp.com/webapp/sps/download/preDownload.jsp?render=true
https://cache.nxp.com/lgfiles/bsps/SDK_2_6_11_K32W061DK6.zip
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=L6.1.36_2.1.0_MX93&appType=file1&DOWNLOAD_ID=null

e Zigbee control bridge. ControlBridge Full GpProxy 1000000.bin

e Zigbee Light, JN-AN-1244\Binaries\DimmableLight_GpProxy_OM15081\
DimmableLight_GpProxy_OM15081.bin

o Zigbee Temperature Sensor, JN-AN-1246\Binaries\LTOSensor_Ntaglcode_Ota_OM15081R2\
LTOSensor_Ntaglcode_Ota_OM15081R2_V1.bin

3 Build Matter Zigbee Bridge App

Currently, Matter Zigbee Bridge source code hasn't been officially released. Therefore, it's
temporarily released through patch.

3.1 Install .MX93 SDK on host PC

Install Yocto SDK. Refer to the ReadME to generate SDK.How to build OpenThread Border Router with the
Yocto SDK

# Generate yocto sdk
$ bitbake imx-image-multimedia -c populate_sdk

# install sdk for i.MX93
$ sudo tmp/deploy/sdk/fsl-imx-xwayland-glibc-x86_6uU-imx-image-multimedia-
armv8a-imx93evk-toolchain-6.1-langdale.sh

3.2 Build Matter Zigbee Bridge App

git clone https://github.com/NXP/matter.git -b v1.1.0.1-tag-nxp
cp 0001-Add-NXP-Linux-Matter-Zigbee-Bridge—-demo.patch matter

cd matter

git apply 0001-Add-NXP-Linux—-Matter-Zigbee-Bridge-demo.patch

A A A A

# Build matter bridge app

$ export IMX_SDK_ROOT=/opt/fsl-imx-xwayland/6.1-langdale—imx93

$ source scripts/activate.sh

$ ./scripts/examples/imxlinux_example.sh examples/bridge—app/nxp/linux—imx
out/imx-bridge-app

The imx-chip-bridge-app will be generated under out/imx-bridge-app

4 Setup Matter Zigbee Bridge Demo

4.1 Matter over Ethernet Bridge
Running the Matter Zigbee Bridge app on the original Zigbee gateway to make it can join

Matter network without increasing hardware costs.
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https://community.nxp.com/pwmxy87654/attachments/pwmxy87654/imx-processors%40tkb/5759/2/ControlBridge_Full_GpProxy_1000000.bin
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=JN-AN-1244
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=JN-AN-1246
https://github.com/nxp-imx/meta-matter/blob/imx_matter_2023_q2/README.md
https://github.com/nxp-imx/meta-matter/blob/imx_matter_2023_q2/README.md

Matter over Ethernet

Figure 4-1 Matter Zigbee Bridge topology
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Figure 4-2 i.MX93 Matter Zigbee Bridge

1) Download i.MX93 image by UUU tool. Reference: https://www.nxp.com/docs/en/user-
guide/IMX _LINUX USERS GUIDE.pdf Chapter 4.2

Demo Image: 6.1.36 2.1.0 MX93 demo image

Run command on Host PC

$ uuu -b emmc_all .\imx-image-multimedia-imx93evk-matter.wic

2) Download Zigbee binary to K32W061

e Download K32W061DK6 SDK 2.6.11
e Install DKé6Programmer.exe

DKé6Programmer.exe Installer Path: SDK_2_6 11 K32WO061DK6\tools\ JN-SW-
4407 DK6 Production Flash Programmer v4564.exe
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https://www.nxp.com/docs/en/user-guide/IMX_LINUX_USERS_GUIDE.pdf%20Chapter%204.2
https://www.nxp.com/docs/en/user-guide/IMX_LINUX_USERS_GUIDE.pdf%20Chapter%204.2
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=L6.1.36_2.1.0_MX93&appType=file1&DOWNLOAD_ID=null
https://cache.nxp.com/lgfiles/bsps/SDK_2_6_11_K32W061DK6.zip

e Download Zigbee Light Binary. JN-AN-
1244\Binaries\DimmableLight_GpProxy_OM15081\ DimmableLight_GpProxy_OM15081.bin

DK6Programmer.exe —-s <COM_PORT> -e FLASH -p DimmableLight_GpProxy_0OM15081.bin
e Download Zigbee Temperature Sensor Binary. JN-AN-
1246\Binaries\LTOSensor_Ntaglcode_Ota_OM15081R2\
LTOSensor_Ntaglcode_Ota_OM15081R2_V1.bin

DK6Programmer.exe —s <COM_PORT> -e FLASH -p LTOSensor_NtagIcode_Ota_OM15081R2_V1.bin
e Download Zigbee control bridge Binary to K32W USB dongle.
Must Download here ControlBridge Full GpProxy 1000000.bin

DK6Programmer.exe —-s <COM_PORT> -e FLASH -p ControlBridge_Full_GpProxy_1000000.bin

1) Feature Test
e Setup OBTR
e Run imx-chip-bridge-app on i.MX93

$ ./imx-chip-bridge-app

e Test[ runthis command on controller, OTBR can as controller]

# 1. Onnetwork pairing
$ chip-tool pairing onnetwork 8888 20202021

# 2. Matter actions

# Actionl: Start Network
# Action2: permit join

# Action3: Factory reset

Factory reset: $ chip-tool actions instant-action 0x1003 8888 1
Start Network: $ chip-tool actions instant-action 0x1001 8888 1
permit join: $ chip-tool actions instant-action 0x1002 8888 1

# 3. Add Zigbee Light, press the reset button or factory reset k32w061dké board
# 4. Add Zigbee Temperature senor.

# Zigbee Device factory reset steps:

# 1st, Hold down the USER INTERFACE button and RESET button

# 2, release RESET button

# 379, release USER INTERFACE button

# 5. Read Matter device label. (last param is node id)

$ chip-tool bridgeddevicebasicinformation read node-label 8888 3

$ chip-tool bridgeddevicebasicinformation read node-label 8888 u

# 6.control Zigbee Light
$ chip-tool onoff toggle 8888 3

# 7.subscribe Zigbee Temperature Sensor data
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$ chip-tool interactive start
>> temperaturemeasurement subscribe measured-value 10 20 83388 3

4.2 Matter-Zigbee Bridge over Wi-Fi
Users can enable WIFI/BT on i.MX93 matter bridge and join Apple Homekit.
Hardware Requirement:

e HomoPod Mini
e Murata 2EL Module (IW612)
e iPhone oriPad (OS version > 16.4.1, Recommended to upgrade to the latest version)

iPhone will discover devices through BT by default. So in this case, need to enable iPhone
and Zigbee Bridge wifi&BT. BTW, If an OTBR wants to join the Homekit network, it needs to
obtain permission from Apple. For details, please visit the Apple Community. Matter Bridge
is a Matter end device, there is no such strict restriction.

HomePod Mini
wigtter over WIF!

0 Home App

Matter over WiFi

Figure 4-3 i.MX93 Matter Zigbee Bridge in HomeKit

1) Enable WIFl and BT, Reference:IMX LINUX USERS GUIDE.pdf Chapter11
i.MX93 EVK

$ modprobe moal mod_para=nxp/wifi_mod_para.conf

$ wpa_passphrase ${SSID} ${PASSWORD} > imxrouter.conf
$ wpa_supplicant -d -B -i mlan®@ -c ./imxrouter.conf

$ udhcpc -i mlan®

$ modprobe btnxpuart
$ hciconfig hci® up
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2) Run Matter Bridge
$ ./imx-chip-bridge-app

3) Add Matter Bridge to HomeKit
e Open Apple "Home app” on iPhone
e Click "+" = "add accessory” ->scan QR code
e QR code link show on imx93 log. https://project-
chip.github.io/connectedhomeip/grcode.html?data=MT%3A-
24J042C00KA0648G00
4) Add Zigbee Device to Matter Zigbee Bridge
e Input “1” when imx-chip-bridge-app running. The log will be show.

ff fc ff 00
permit join done !

e Resetor Factory Reset Zigbee Devices.
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Figure 4-4 Home App with Zigbee Device
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4.3 OTBR & Bridge on one device

Zigbee

Matter over WIFI

Matter over Thread

Figure 4-5i.MX93 OTBR support Bridge solution
1) Download i.MX93 Image which support Matter.

Build guide: https://github.com/nxp-imx/meta-matter

$ uuu -b sd_all .\imx-image-multimedia-imx93evk-matter.wic

2) Setup OTBR, Reference. IMX8MMINI-MATTER.pdf or Run the script.

$ ./imx93_matter.sh init

3) Setup Bridge
$ ./imx-chip-bridge-app
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