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AGENDA

- Session Summary
- NXP Userspace Offering
- ODP
- Overview
- Implementation on NXP Platform
- DPDK
- Overview
- Support on NXP Platform
Q &A
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Session Objective

> SDN / NFV market drivers for a single cross-platform API standard for efficient user space

packet processing

> ODP and DPDK are rapidly emerging as the open-source cross-platform APl standards

with fully engaged ecosystem for ARM NFV.

> NXP platform provides implementation for both while taking advantage of NXP data-path
acceleration for specific packet processing elements (packet 10, classification, scheduling,

crypto, etc.).

> We will also explore various possible APl extensions to get additional performance on NXP
SoCs.
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Linaro Open Data Plane — ODP

4

Community effort

Open Source, open contribution, BSD-3 licensed

Vendor and platform neutral (depends only on C99)

Application-centric--covers functional needs of data plane applications

Ensures portability by specifying functional behaviour of ODP

Defined jointly and openly by application writers and platform implementers

Architected to be implementable on a wide range of platforms efficiently

Sponsored, Governed, and Maintained by Linaro Networking Group (LNG)
Main focus

- Define a common ODP API

- Implementations to be provided by hardware vendors (not linaro.org)

- Allows applications to use vendor-specific extensions

Key features

Run-time — timers, sync, memory, buffers

Multiple Packet I/O modes

Flexible queuing and scheduling

Crypto offload — IPSec

Classification and QoS
PUBLIC USE
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Data Path Development Kit - DPDK
- Originally Intel initiative
- Targeted towards SDN and NFV.

- Large developer/user community Customer Apps
- Efforts ongoing to make it part of Linux Foundation.
. Key Features Buffer Queue Ring
- Core run-time libraries B R
= architecture optimized run-time services Virito LPM Packet Flow S |
] ample
= EAL abstracts processing model Applications

- Packet-access (I/0)
= Ethernet device framework (PMD)
= Intel NICs, virtual 10 & 3rd Party NICs

_ e Network ~ Crypto
Classification & QoS PMD PMD ‘

= Leverages HW support+ SW libraries.

- Platform services o ~ ARW | Tiera l - Power “ KNl

= Kernel NW Interface, Power-mgmt

» Shared-mem (inter-VM, app) Environment Abstraction Layer LEWQ—J
- Crypto API

- Open to other platforms

- Power8 as host
- ARMvV8, SoC platforms

DPDK Framework

Target Platform
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NXP DPAA — compatible with DPDK & ODP since 2008
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DPDK/ODP Approach:

Leverage Hardware for ingress and egress
processing.

ODP adds on HW scheduling offload
Accelerators — Crypto offload

Complete user-space processing model.

NXP Approach:

FMan offloads parsing, classification, distribution.
QMan, BMan offload scheduling, buffering
Virtualized accelerators — SEC, PME, DCE
User-space driver, threading model.

Doing all this since 2008 — now into 3" generation

PR 4



QorlQ ODP Support

%
S
IR ODP Applications ODP Applications
O
o
Q
<
TR PPPPPPRRPTRR L ’ CryptO'PAC
o PKTIO, Queue IO, Crypto, . ot Resource-mgmt, . AIOP Mgmt & Comm
_ ilcs Classifier, Runtime services discovery, Eth-config NW-services — KNI, L2. L3
5 -
<

ODP AP - Extended AP

|

Run-Time Services NW
Services*

Routing
ARP

IO & Acceleration

Queue, Scheduler

Resource Timers Memory

|
Framework

KNI

[

|

SEC
DPAA 2 PME
DPAA1 AIOP

7 PUBLICUSE #NXPFTF

\
Platform specific



8

QorlQ ODP Support

- QorlQ HW is inherently aligned to ODP
- Classification and scheduling
- HW queue and buffer mgmt
- Crypto & other HW offloads
- ARM 64-bit cores

- Complete ODP-API coverage

- Queue and Scheduler API

- PKTIO and Classifier API

- Crypto API — algorithmic and protocol

- Runtime services incl. pkt-buffers

- Support for both DPAAL1 & DPAA2 platforms
= |.S1043, LS1046
= LS2088, LS1088

PUBLIC USE

- QorlQ HW have additional capabilities
- Switching, demuxing
- Application level offloads
- Virtual networking and resource mgmt
- Provided as extensions to ODP-API
- Efforts underway to make them part of ODP

- Value-added ODP extensions

- Complete Ethernet capabilities
= MAC/Phy, IPR/IPF, GRO/GSO, Smart-NIC
= Physical and Virtual Ethernet ports

- NW services
= Provide Linux network stack services, visiblity
= Network-devices (KNI), Routing, ARP

- Resource management
= VFIO and VirtlO based assignment of resources.
= Dynamic re-configuration and discovery
= Multiple application support, flexible process model
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QorlQ DPDK Support

Customer

NXP support

DPDK.org

\

! API Layer ! Applications‘

DPDK Applications

\

DPDK API

IO & Acceleration Run-Time Services Network

: L sewies
esource
Kernel
Timers Memory o
Buffers Sync

Arch/ x86
Arch/ Power8
Arch/ Tilera

Arch/ ARMvS

Ethernet
Poll-mode Drivers

Crypto
Drivers Mgmt

\
Framework

Interface

| |

\
Platform specific

Intel NICs

Intel QAT

DPAA1
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QorlQ DPDK Support

- Basic Platform support

- DPAA1 Poll-mode driver

- DPAA2 Poll-mode driver

- INIC Poll-mode driver

- Crypto offload to local SEC
- LS1043, LS1046

- LS2080, LS2088, LS1088
- Upstream in progress

- Architectural enhancements

10

- Support for SoC/platform drivers
- Hardware buffer management
- Optimizations for ARMv8 run-time

PUBLIC USE

- Virtualization support
- OVS over DPDK in host user-space
- Vhost-user
- DPDK in guest/VM
- Virtio poll-mode driver
- DPAA2 VFIO poll-mode driver

- Future work
- Ingress scheduling, load balancing.
- Protocol aware crypto
- Egress scheduling, QoS offload.
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ODP OVERVIEW
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ODP APl Components for Packet-processing

/Generic Packet Processing

m Classification Ingress Processing

Application
Specific
Processing

Traffic
Manager

F
e

N
API Timers API Packet API

Event ShMem API

Buffers API

Synch API

\

- ODP API aims to cover every aspect of packet processing pipeline
- Some components are already defined, while others are in proposal

12 puBLICUSE  #NXPFTF




APl and Concepts

- ODP loosely based on Event Machine, originally developed by NSN

- Generic framework for scalable multi-core programming, not limited to packet processing
- Event based abstraction and programming model for handling 1O

- Supports packet flows, physical and virtual network interfaces, accelerators, SW endpoints, etc.

- Events represent different types of data: packets, timers, baseband data, HW naotifications, SW
messages...

- Supports scheduler based programming model (both HW & SW)

- Scheduling of 10 events using different algorithms and knowledge of work in progress
- Implicit synchronisation and mutual exclusion between threads

- Supports different IO load balancing approaches
- Chose best configuration for traffic profile, latency/throughput requirements, and HW

13

characteristics without changing the application

h o
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Work Scheduling and Load Distribution (Event Machine)

Thread 0
Enqueue next component of while(1) {
application work odp_schedule() »
ORDERED process work

' ;;Ip_queue_enqo »
b

Thread N =

. Scheduler

while(1) {
odp_schedule()
process work

odp_queue_enq()
}

Completion event of
asynchronous accelerator

y
14 pPuUBLICUSE #NXPFTF M\



Packet Receive Options — Direct RX From Queue

15

Queue
| Queue >
Ethernet Hash
Queue
PktlO opened with in_mode =
ODP_PKTIN_MODE_DIRECT
Optional Hashing on IPv4/v6 Queue

and TCP/UDP fields

Associate receive pktin queue

with each receiver thread odp pktin queue config ()

PUBLIC USE

odp pktin recv()

Thread

Thread

Thread

Thread
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Packet Receive Options — Using Scheduler

16

_Queue »
Queue »
Ethernet Hash
Queue
PktlO opened with in_mode =
ODP_PKTIN_MODE_SCHED
Optional Hashing on IPv4/v6 Queue >

and TCP/UDP fields

Distribute packets to multiple

queues for scheduling odp pktin queue config ()

PUBLIC USE

Scheduler

N

<

<

Thread

Thread

Thread

Thread
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Packet Receive Options — Using Classifier — Matching Rules

17

PMRs
Ethernet ]

Ethernet

= —> Classifier = —Class of Service (CoS)

| |

Ethernet - L

PktlO opened with in_mode = L]

ODP_PKTIO_MODE_SCHED ~ 11| | Pool
Assoclzi.ate_ RX gqueues with Packet storage Input to
classifier input odp pktin queue config () Scheduler

Use RX queues or create
additional queues for CoS  odp pktin event queue(), odp queue create ()
use odp cls cos create()

h o
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ODP Classification Functional Description

18

- Recelive packet on pktio
- Apply set of classification rules to header of an

Incoming packet, identify the header fields

- Validate packet data integrity and store the validation

results in packet meta-data

- Compute an odp_cos(Class of service) from 2
- Based on the odp_cos from 2), select the odp_queue
- Based on the odp_cos from 2), optionally select the

odp_buffer _pool to store the packet data and meta-
data

- Allocate a buffer from odp_buffer _pool selected in 6)

and store the packet to the allocated buffer

- Engueue the buffer into the odp_queue selected in 4)

PUBLIC USE

pktio

L pool
Internal
buffer

Pkt Buffer

Parser

Meta-Data

L2 L3 Match

Priority Priority Rules
{CoS |
u pool

Pkt Buffer

Queue
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Packet Transmit Options: Direct Send

19

Thread

Thread

Thread

Thread

PUBLIC USE

odp pktout sendf()

Queue >

Queue )

... > Ethernet

_Queue > PktlO opened with out_mode =
ODP_PKTOUT_MODE_DIRECT

QUEUG >

Pktout queues created and configured with
odp pktout queue config()

h o
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Packet Transmit Options: Egress Traffic Manager

Thread

Thread

Thread
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™

UUUU

TM Input
Queues

UUUU

TM Output
Queues

Arbiters, Shapers, etc.

Configuration
APIs

PktlO opened with out_mode

= ODP_PKTIO_MODE_TM

ODP Traffic Manager
(coming in ODP Monarch)

Back to Ingress

Ethernet

Ethernet

Loopback
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ODP Packet Buffer Format

21

PUBLIC USE

ocdp _packet_data () = addressability to packet offset O

\ fF dp_packet_offset () = addressability to specified packet offset

packet data

headroom (headers + payload + trailers)

IRl RRRNR RO
TEIRRREER N

L

L}
J
odp_push_head () <<::::::] odp _packet_len() [:::::::>

cdp packet map{) = addressability to packet offset 0

segmfjﬂ/ segment 1 segment 2
_______________ S

sdp push tail ()

.............. i |
headroom picket data : : - tailroom
______________ (headers + payload + trailers) , I
_T I S — | :
L2 offset seglen
L3 offset
L4 offset

Payload offset
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ODP
IMPLEMENTATION
ON DPAA 2
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ODP APIs & its mapping to DPAA2

ODP view of the hardware

Application

9N9

no

Que Que

eue
eue
Que

Jabeuep
ayjel
Classifier

[

PKTIO

'LPKHO
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Que Que Que Que

ue ue

ue Qu

Classifier

[

PKTIO

ue

ue

Qu

eue eue

DPAA2 MC object model

DPAA2 also has other
objects like DPAIOP,
DPSW, DPDEMUX
not available in ODP

DPSW
DPDEMUX
(', s | _DPAIOP |
DPAA2 also :
provides resource
Application(s) O4 | management
across :
applications, VMs. :
) DPSECI B
1 e
| DPCQNC | o SEC
~ Channel L )
................................. DPRC é

FQ FQ FQ TQ FQ ;FQ FQ o

\ 1abeue )
| Jujell
Classifier Classifier
= \ IFP : O IFP

DPNI DPNI DPNI

DPAAZ2 provides
abstraction to
simplify resource
management and
configuration
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MC Logical Objects Examples

Queues (ingress distribution width + 1 for egress)
ittt per traffic class (1 to 8)
DPNI f) <«— Configuration interface

n <+— Connection point
Data Path Network Interface (DPNI) - A standard
network interface (L2 and up), either basic or high-function

(“smart”), as expected by standard network stacks and
other network applications.

<+—— (QBMan channel for dequeue

DPCON B <«— Configuration interface

LR <+—— Priorities for scheduling ingress queues (2-8)

Data Path Concentrator (DPCON) — Scheduling
object for advanced scheduling of ingress packets from
multiple interfaces.

S— <+— GPP interface (QBMan software portal)
DPIO e <+— Configuration interface

u <« Notification channel (optional: notifications from
ingress queues or DPCON)

Data Path 1/O (DPIO) - For performing
enqueue/dequeue via QMan portals and receiving
data available notifications

24 PUBLIC USE

DPBPB <+—— Configuration interface

Data Path Buffer Pool (DPBP) — An abstraction
of BMan buffer pool

Wit Queues (1 for ingress + 1 for egress)
per priority (1 to 8)
DPSECIQ <+— Configuration interface
——J

SEC Accelerator Interface (DPSECI)

Litt Queues (1 foringress + 1 for egress)

per priority (1 or 2)
DPC' G <+—— Configuration interface

n <+—— Connection point (to peer DPCI only)

Data Path Communication Interface (DPCI) —
allows communication between different software contexts
through QMan infrastructure, which is not limited to
network packet format. Useful for IPC between two GPP
software entities, or between GPP and AIOP entities. The
communication protocol is user-defined.
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Mapping ODP Ingress Processing to DPAA-2

25

ODP Ingress processing

Thread Thread Thread

W

Scheduler
Queves| = | |=| [ =] [ =]
Distribution* Pkt
Buffe |
|
*
L2 L3 Match
Priorit Priorit Rules
y
MetafData
Parser
+
Pkt-10

PuBLICUSE  #NXPFTF

DPAA 2 Ingress processing

DPIQ,

DMA

QMI
Policer
Classifier
Keygen __
Dist Parser

I
BM| ———
1
1 | I | l
10GE GE GE GE GE

A 4 4 4 &

IR IR AR

g J
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Mapping ODP Centralized Queuing/Scheduling to DPAA-2

Thread O

ODP gqueuing &
scheduling '

Enqueue next component of
application worlk

while(1) {
odp_schedule()

[T >

ORDERED process worl
QUEUE e
ATOMIC odp_queue_enq()
QUEUE
Scheduler
QUEUE > Thread N =
R QUEUE > while(1) {
odp_schedule()
process work Crypto
|_) QUEUE 0 odp_queue__enqg()
Completion event of
asynchronous accelerator
DPCI

_ DPNI
DPAA queuing &

scheduling Port 1

26 PUBLIC USE

DPSECI

Order preservation
(atomic)

Order restoration
(ordered)

[epod

while(2) {
dequeue();
process work;

enqueue();

[ while(1) {

[enod

dequeue();
process work;

enqueue();

}

DPNI

DPNI

Port 2

Port 3

Crypto
Engine
(SEC)
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Mapping ODP HW Flow ordering and Synchronization

27

There are two basic approaches:

- Order restoration (a.k.a ODP ‘ordered’ queues)

= Take note of the correct order (or sequence) of packets before
processing starts and restore the packets to that order before
they are transmitted

- Order preservation (a.k.a ODP ‘atomic’ queues)

= Ensure that related packets are processed in order (and
typically one at a time)

= Order preservation can also provide “atomicity” — atomic
access to data used in processing the frame

QMan requires that related frames (which must be
transmitted in order) be placed on the same frame
gueue for both of these approaches

= This does not mean that only related frames are placed on a
given FQ

= Many sets of related frames can be placed on an FQ
= WRIOP is responsible for achieving this

PUBLIC USE

}I_I /I_I

Ordered packets
processed in parallel

|1 t L

[} Ordered packets

/ gueued temporally to

4 single processing

element

/
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Cryptographic Services

- Provide ciphering, authentication, random number generation
- Basic concepts: sessions & operations
- Crypto sessions

- All packets/buffers processed by a session share the parameters that define the session

= int odp_crypto_session_create(odp_crypto_session_params_t *params, odp_crypto_session_t *session, enum odp_crypto_ses_create_err
*status)

- Session parameters: algorithms, keys, IVs, encode or decode, sync or async, output queue for async, etc

- Crypto operations
- Performs the operations specified during session creation
= int odp_crypto_operation(struct odp_crypto_op_params *params, odp_bool_t *posted, odp_crypto_op_result_t *result ODP_UNUSED)

- Operation parameters: session, input/output packets/buffers, ranges in packets, operation context
- Async operation sets *posted

- A completion event is delivered from the session completion queue

- Completion event provides the result of the operation — status, output packet, context

h o
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ODP Crypto Processing...

29

odp_ schedule ()

4__________

PUBLIC USE

odp_ crypto operation ()

Core

<—----—-—-=-=-=

#NXPFTF

odp crypto session t

e —_——

~

SEC

A\

o
R B

1

/
4

R

-

7/
_-“ COMPL -
ORDERED

odp_schedule ()

1
1
1
1
1
1
1
1
1
v

Core

4-----=-=-=--

odp_queue eng()

X
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IPSEC Protocol Offload APIs

- Configure existing crypto session for
IPSEC protocol offload

- Configures a crypto session for IPSec
protocol processing.

- add/remove of ipsec headers/trailers
and tunnel header.

- Internal maintenance of esp sequence
numbers.

- Optional parameters, based on
underlying hardware capabilities.
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typedef struct odp_ipsec_params {

¥

S

o

S

S

uint32_t spi; J*% SPTI wvalue */
uint32_t seq; J** Initial SEQ number =/
enum odp_ipsec_ar_ws ar_ws; /** Anti-replay window size -
inbound session with authentication */
odp_bool_t esn; f** Use extended sequence numbers */
odp_bool_t auto_iv; /** Auto IV generation for each operation. */
uintlé_t out_hdr_size; /** puter header size - tunnel mode */
uintd_t *out_hdr; /** outer header - tunnel mode */
enum odp_ipsec_outhdr_type out_hdr_type; /* outer header type -
tunnel mode */
odp_bool_t ip_esum; /** update/verify ip header checksum */
odp_bool_ t ip_dttl; /** decrement ttl - tunnel mode encap & decap */
odp_bool t remove_outer_hdr; /** remove outer header - tunnel mode decap */
odp_bool_t copy_dscp; J*== DiffServ Copy - Copy the IPwd4 TOS or
IPv6 Traffic Class byte from the inner/outer
IP header to the outer/inner IP header -
tunnel mode encap & decap */
odp_bool_t copy_df; /** Copy DF bit - copy the DF bit from
the inner IP header to the
outer IP header - tunnel mode encap */
odp_bool_t nat_t; [** NAT-T encapsulation enabled - tunnel mode */
odp_bool t udp_csum; J=* Update/verify UDP csum when NAT-T enabled */

< end odp_ipsec_parars » odp_ipsec_params_t;
@param session Session handle
@param ipsec_mode IPSec protocol mode
@param ipsec_proto IPSec protocol
@param ipsec_params IPSec parameters. Parameters which are not

o

S

o

e

relevant for selected protocol & mode are ignored -
e.g. outer_hdr/size set for E5P transport mode.
@retval @ on success
gretval <@ on failure

*/
int odp_crypto_session_config ipsecq

odp_crypto _session_t session,
enum odp_ipsec_mode ipsec_mode,
enum odp_ipsec_proto ipsec_proto,

odp_ipsec_params t *ipsec_params);
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PDCP Protocol Offload APIs

- Configure existing crypto session for
PDCP protocol offload

- - supports both control and data mode

- The IV needed for auth/cipher will be
Internally generated.

- Add ICV trailer/compare ICV trailer

- HFN maintenance and HFN threshold
notification

- HFN over-ride per operation

31 PUBLIC USE

/== @addtogroup odp_crypto
= @
*/
enum odp_pdcp_mode {
ODP_PDCP_MODE_CONTROL , /*=*< PDCP control plane mode */
ODP_PDCP_MODE_DATA, /**< PDCP data plane mode */

K’HH
* The structure is to be filled by user as a part of
* pdp_sec_proto_ctxt for PDCP Control or Data Plane Protocol
=/
typedef struct odp_pdcp_params_s {
int8_t bearer; /**< PDCP bearer ID */
int8_t pkt_dir; /**< PDCP Frame Direction @:UL 1:DL*/
int8_t hfn_ovd; /**< Overwrite HFN per operation®/
uint8_t sn_size; /**< Sequence number size, 5/7/12/15 */
uint32_t hfn; /**< Hyper Frame Number */
uint32_t hfn_threshold; /**< HFN Threashold for key renegotiation */

} odp_pdcp_params_t;
/HH

* Configures a crypto session for PDCP protoceol processing.
&

* If an implementation does not support a particular set of
* arguments it should return error.

&

* [@param session Session handle
* [@param pdcp_mode Control Plane or Data Plane
* [@param pdcp_params PDCP parameters.

* [@retval @ on success
* [@retval <@ on failure
=/
int odp_crypto_session_config_pdcp(odp crypto session t session,

enum odp_pdcp_mode pdep mode,
odp_pdcp_params_t* pdep_params);

J==

* Crypto API operation result

=/

typedef struct odp_crypto_op_result {
odp_bool_t ok; J/**< Request completed successfully =/
void *etx; /**¢ User context from reguest */
odp_packet_t pkt; J**< Qutput packet */

odp_crypto_compl_status_t cipher_status; /**< Cipher status */
odp_crypto compl status € auth_status; /**< Authentication status =/

int proto_status; /**< Protocol specific status*/|

} odp_crypto_op_result_t;
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ODP Extensions — Device Mgmt

Linux NW Stack

Routing

Resource
Manager

Netdev, Cryptodev
frameworks

Ethernet SEC
VFIQO-LS

———
Event

Dispatch

\
\

N

/

|

|

J

LS-Bus |
|

ep 47App.is notified
wheh data is availablé

Step 1: App inits ODP.
- Driver framework scans
VFIO group & inits devices

Application

Step 2: App has own
tools, configures devices
via Eth extension API

Step 3: App does IO
via queue or sched.

\ A
ODP API + extensions

Discovery

Mapping

Driver Framework
A )

Notification

SEC § AIOP DPIO
Driver § Cmd Driver

Eth NI
Driver

Conc
Driver

MC FLib

QBM FLib

—

O
o
o
(@]

¥
i MC

NW Objects

Step 0: NW Objects created. LS Bus
driver scans bus, and adds devices
to kernel or VFIO container.
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AIOP App
SEC

—— Initialization
Configuration

Data I/O
Notifications



Kernel Network Interface

33

The Kernel NIC Interface (KNI) is an ODP extn
control plane solution that allows user space
applications to exchange packets with the kernel
networking stack. It creates a pseudo network
interface in kernel for any network interface in
ODP(e.g. WRIOP- DPNI).

Standard Linux based ODP based Application
Applications e.g. FTP

libkni

. . Dpni-3 Dpni-2
fconf
- The ODP extn creates a FIFO queue for packet —— User Space
ingress and egress to the KNI kernel module for FIFO Queue Kernel Space
each device created. f ) per NW
- Kernel Network Interface provides a mechanism Linux NW Stack  —PPU2— 1 i Kernel Module
between kernel and user-space components to —
send/receive control/management packets to e :

the Linux network stack. (copy-based)
- It is destroyed on application exit.

h o
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ODP Extensions — AIOP Mgmt & Communication

Application
I Step 1: GPP App scans Step 4: GPP App uses
| and finds AIOP Mgmt & AIOP Cmd API to
Linux NW Stack " Cmd device. establish comm with AIOP
App '
_ \ Step 2: GPP App load? . .
l\ AIOP firmware using \Step 5t App sends .
1~ AIOP Mgmt AP| ‘commands and receives
I RN : response from AIOP
Manager : ‘ : _ 7Y
Netdev, Cryptodev e | N ODP API + extension®”: : ’
frameworks ' I - ) S
: Driver Framewor N
ni
PPINQ

Step 0: AIOP Mgmt and ¥

Cmd objects created and MC
assigned to GPP App VFIO

container

—— I|nitialization

Svc Layer

» Configuration Step 3: MC loads firmware
on AIOP. AIOP Svc Layer

and App initializes.

————>» Notifications
N
#NXPFTE A

“———» Datal/lO
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Runtime environment with low it DPDK Librarios
" Date o
m Dataplane libraries run in utfer Management Application

-

Queve/Ring Functions Customer

Packet Flow Classification
Memory management *t Flow prE—
Buffer management NIC Poll Mode Library Application
Custom driver

Environment Abstraction Layer
User Space

B Environment Abstraction Kernel Space
Laye r ( EAL) Environment Abstraction Layer Linux Kernel

"Easy to use.” - Intel

\r
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DPDK Architecture

Exact
Match API

Flow
Director

ETHDEV Packet 1/O

POWER
MALLOC L2

E1000, IGB librte_acl

rte_distrib SWcrypto
QAT
crypto

_ IVSHMEM
MBUF RRC HW

acceleration

IXGBE

FRMWORK
Flow

Director

MEMPOOL

VMXNET3 Chelsio*

JOBSTAT
RING

XENVIRT Mellanox*

PIPELINE
Other/Misc

TIMER

PCAP Cisco VIC*

CMDLINE

VIRTIO Broadcom*

KVARGS BONDING OTHER

Core Libraries

UserSpace

IGB_UIO

* Other names and brands may be claimed as the property of others From DPDK Summit 2015 - Intel - Keith Wiles
http://www.slideshare.net/jstleger/dpdk-summit-2015-intel-keith-wiles

y
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Core Components Architecture

XusesY

Timer facilities. Based
an timer interface that
is provided by EAL.

Support of packet buffers
for IP traffic and message
data.

Supports a pool of objects
held in a ring with lockless
lists available per logical
core 1o support fast bulk
enqueue/dequeue of the

objects (typically mbufs).

=

[ rne_timer
[ rte_malloc
Allocation of named

memory zones constructed
from hugepages.
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[ N o ]
Fixed-size lockless
FIFO for storing objects
or to allow communications
between cores.
ne_eal + libc

Environment abstraction
layer: application loading,
memory allocation, time
reference, PCl access

and logging.



Queue Manager

Fixed-sized ring implemented as table of pointer to any object

Properties:
m FIFO
m Lockless (no active waiting)
B Supports multi consumer/producer enqueue/dequeue
scenarios
m Supports bunch-processing of objects

L= L= )
A )

cons_head prod _head
cons_tail prod_tail

39 PUBLICUSE #NXPFTF m
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Memory Manager

mempool structure:
m Pool of fixed-sized objects
m Uses a ring to store free objects
m Per core cache (optional)

= )
Core 0 ; Ot_”e_Ct facfef for header trailgr
ADPA-1iNG  <eremreformecmee TJ“ ' ;
core L L . . : obj 0
Core 1 - 1)» ' If cache empty geiI from ring >
App B - ring core l | l J L I I ‘ if cache full move to ring elt_size
App C -ring : S obj 1
|
|
/ l obj 2
e |
-
rte_ring: stores memory pool's free objects
. mempool |
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Buffer Manager

mbuf structure used to store network packets

m Created before runtime

m “Allocation”: take a free mbuf from a mempool

m "Deallocation”: put the mbuf back to the mempool

m Small size to fit in one cache-line (— mbuf-chaining)
mbuf contains:

Metadata: control information, e.g. packet length

Pointer to next mbuf

Packet data: header and payload

m mseg2 mseg3

- -
rte pktmbuf datalen(m)

- >

-
rte pktmbuf datalen{m)

£
I ol

rte pktmbuf datalen{m)

m->pkt.next = mseg2 m->pkl.next = mseg3 m->pkt.next = NULL

y
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Work In Progress: DPDK-AE (Acceleration Enhancements)

——————————————
————————————— -

A0

— :

x gl 3

- :

) o 2

' :: W =

- ':Ph!otm- :nrmmmmsmm M Uslites 18

FouswDae

Enabling SoC hardware in DPDK requires a few enhancements

+ Need a way to configure these non-PCle devices

* Add support to DPDK mempool's to allow for external or hardware memory
managers

+ Add support for event based applications
+ e.g. Open Event Machine or others to utilize an event based programming model

Storage and fle
watom

Ughtweyhe
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From DPDK Summit 2015 - Intel -
http://www.slideshare.net/jstleger/dp

future
DC wite

Match-Actson
Dence

SoC PMD: Poll Mode driver model for SoC devices
Provides a clean integration of SoC via a PMD in DPDK

« Hardware abstraction in DPDK is atthe PMD layer

« DPDK-API: A generic APl extended to support SoCs

— DPDK provides a two layer device model to support many
devices at the same time/binary, which can include SoC
devices

— Need to enhance DPDK with some SoC specific needs or
features to support SoC hardware

* Non-PCI configuration
« External memory manager(s) (for hardware based memory)
« Event based programming model

*« SoC-PMD: Poll Mode Driver model for SoC
— Allows SoC SDK's to remain private




DPDK Crypto Subsystem

43

Session-less Mode
- For each job, software defines;

= The data to be operated upon (input buffers, lengths,

offsets)
= The output buffers to hold results
= The cryptographic operations to be performed
= Keys & context for the cryptographic operations

Session Oriented Mode
- For each job, software defines;

= The data to be operated upon (input buffers, lengths,

offsets)
= The output buffers to hold results

- Cryptographic operations, keys & context are
defined at session establishment time, and
referenced for each job

PUBLIC USE

Supports virtual and physical crypto devices

- Virtual Device (Software Implementation)
= Intel AES-NI/vector operations
= ARM NEON instructions *

- Physical Device (Hardware Accelerated)
- QAT
= DPAA-CAAM*
= DPAA2-CAAM*

Test Applications
- L2fwd with crypto
- Ipsec forward application

h o
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DPDK Crypto APIs

device creation and configuration
= rte_cryptodev_configure, rte_cryptodev_queue_pair_setup

device capalbilities.
= rte_cryptodev_info_get

Pool creations
= rte_crypto_op_pool create, rte_crypto_op_alloc

Session Management
= rte_cryptodev_sym_session_create
= rte_cryptodev_sym_session_free

Packet operations
= rte_cryptodev_enqueue_burst
= rte_cryptodev_dequeue_burst
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Symmetric Transform
(struct rte_crypto_sym_xform}

next transform

(struct rte_crypto_sym_xform *)

.
transform type

L (enumrte_crypto_sym_xform_type} )

'

Symmetric Transform
(struct rte_crypto_sym_xform}

next transform

. (struct rte_crypto_sym_xform *}

-

transform type

. (enum rte_crypto_sym_xform_type) )

~




DPDK

'# IMPLEMENTATION

ON NXP
PLATFORM
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QorlQ DPDK Support

Customer

NXP support

DPDK.org

\

! API Layer ! Applications‘

DPDK Applications

\

DPDK API

IO & Acceleration Run-Time Services Network

: L sewies
esource
Kernel
Timers Memory o
Buffers Sync

Arch/ x86
Arch/ Power8
Arch/ Tilera

Arch/ ARMvS

Ethernet
Poll-mode Drivers

Crypto
Drivers Mgmt

\
Framework

Interface

| |

\
Platform specific

Intel NICs

Intel QAT

DPAA1
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DPDK: Integration with DPAA2 framework

User Application

pottott - - lfﬁﬁ%ﬁ%ﬁ%ﬁ%ﬁ%

vvvvvv i i s
®®®®ifff/f BIRIRIRV®
a LM

#2
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DPDK - Device Management with VFIO

48

Step 1: App inits oDP.  Application
- Driver framework scans
/| VFIO group & inits devices

Linux NW Stack
Step 2: App has own
tools, configures devices
via Eth extension API

Routing

Step 3: App does IO
via queue.

Resource

Manager 3
DPDK API

Netdev, Cryptodev

\

Driver Framework

A

frameworks

Eth NI SEC DPIO
Driver Driver Driver

MC FLib QBM FLib

O
o
o
(@]

NW Objects

Step 0: NW Objects created. LS Bus
driver scans bus, and adds devices
to kernel or VFIO container.
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—— Initialization
————» Configuration
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Networking & Security Package

- Features Customer SW " ADK Components
- Data-path
. i i App Customer )
IPv4/v6 Routlng/Forwardlng Clstomar Control Plane StrongSwan, Ifconfig, ip, ethtool,
- NAPT, Firewall, IPSec Application Raccoon, setkey tc, iptables )

Customer Linux NW Stack

Network XFRM Routing IPv4/v6

- Control-Path

= Network-Function API
Integrated with Linux NW stack ek 2
= INntegrated wi Inux Stac T
= Seamless integration with open-source SW like Strong-Swan, iptables etc. Offload Services 4
NW Sves || AIOP
Network-Function API Sves
- Intended deployment D s
. Run-time W@ Cmd If Nw i I Mgmt 1f
- SMB/Enterprise/WLAN Gateways
- Services cards
- Cell-site routers, Access concentrators. = Data-Path AIOP Mgmt
- Network functions — vVCPE, vAccess 9
) Load/ >
5 Reset @)
- — Y
- NXP value proposition 2
- EI’I‘OI‘S

- Data-path entirely offloaded to HW, GPP free for customer apps
- Highest performance/watt — maximum leverage of NXP HW offloads

- Rich feature-set = fast deployment / time-to-market

- Easy-to-use NF API to integrate with customer stacks xy
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NFV Solution Architecture

VVPN

IKE StrongSwan

socket

User Space

Kernel Space (Ubuntu)
NW Stack (ipsec)

Virtio-net,crypto

vRouter/Fwi

Route, dhcp, etc

Open fastpath

Kernel Space (OpenWRT)

NW Stack
Virtio-net,crypto

Compute Virt

Kernel virt

3rd-Party vNF

User $

Kernel Space (Ubuntu)

NW Stack
Virtio-net,crypto

User-space virt

OVS, Service-
Chaining — HW
Packet Engine

NXP Sample vNF

User Space

Kernel Space (CentOS)

NW Stack

I/0 and Network Virt
HW assisted

Virtual
NIC, SEC

Layerscape Platform

OP-NFV

(Orchestration,
Mgmt)

Fuel, Apex
Installer

Open
Contrail,
Daylight

Open Stack

Re-use from
OP-NFV
community and
run un-modified

Re-use from 3rd-
Party sources
and run un-
modified

OP-NFV
DPDK
OVS

KVM
Qemu
Libvirt
Linux

Orchestratio
n

Reference
VNFs

Distro

NXP HW
assists for
extra
performance

Brahmaputra
v2.2+

v2.4/2.5
OVS DPDK
OVS Packet-Engine

v2.2

V2.5

1.2.20

LTS Kernel 4.1.2
Open Daylight

Open Source
VRouter,

VFW (iptables),
VVPN (strongSwan)

UEFI
CentOS



Session Summary

- SDN and NFV are market drivers for cross-platform API standards for efficient user space
packet processing with hardware acceleration.

- ODP, originally from the ARM ecosystem, has rapidly emerged as cross-platform API for
SoCs, allowing leverage of a range of acceleration features, including crypto.

- DPDK, from the IA ecosystem, started as |A-centric APIs for narrower range of
accelerators, but with DPDK-AE, is beginning to support hardware accelerators.

- ODP & DPDK is rapidly emerging as the only cross-platform API standard with a fully
engaged ecosystem.

- NXP is actively engaged in and is driving definition of ODP API within Linaro.

- NXP is committed to provide efficient implementations of the ODP API across QorlQ
platforms.

- NXP also provide efficient implementation of DPDK across QorlQ platforms.

h o
P R
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Resources

- Software support for LS208x -
- Open Data Plane ( )
- DPDK ( )

Visit us in the Tech Lab - #245 Visit us in the Tech Lab - #246

Leveraging DPDK for Virtualized Network Functions on DPAA2.0 Accelerate User-space Networking with QorlQ Processors
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http://www.nxp.com/products/software-and-tools/run-time-software/linux-sdk/linux-sdk-for-qoriq-processors:SDKLINUX?code=SDKLINUX&nodeId=0152109D3F8624&fpsp=1&tab=Design_Tools_Tab
http://www.opendataplane.org/
http://www.dpdk.org/

Software Products and Services

Runtime Products

» VortiQa Software
Solutions

Development Tools

« CodeWarrior

CodeWarrior

QorlQ VortiQa

Solutions
Reference

Integration

Services
@ « Security
Consulting

e Hardened
Linux

 IOT
Gateway
* OpenWRT+

a«-Pp

Linux® Services

- Commercial  Performance Tuning
Support

Find us online at

Visit us in the Tech Lab —#247

C':')s?h, Accelerate Customer

Time-to-Market

Commercial
Software, Support,
Services and Solutions

Software
Engagement with NXP

@ Create Success!
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