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Auto Security
• What & Why
• Approach
• Solutions
• Processes

Agenda
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Did You Know?

>50

Vehicle hacks
published since 2015

1.4 M

Vehicles recalled
in the largest 

incident to date

Security is a must-have for connected & autonomous vehicles

Why now?

Wireless interfaces
enable scalable attacks

250 M connected
vehicles on the 
road in 2020

Why is it possible?

High system complexity
implies high vulnerability

Up to 150 ECUs per car, 
up to 200 M lines of 

software code

Why hacking?

Valuable data
attracts hackers

Car-generated data 
may become a 750 B$ 

market by 2030
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Cybersecurity Threats in Automotive

https://www.youtube.com/watch?v=MK0SrxBC1xs

Remote hack of an unaltered car
(July 2015)

https://www.youtube.com/watch?v=8pffcngJJq0

Vehicle theft by relay attack

Ransom for a drive

Tampering the odometer

https://www.nhtsa.gov/equipment/odometer-fraud

VDI Conference on IT Security for Vehicles
(Berlin / July 2017)

Engine tuning

Workshop around the corner, or in your garage

Local Attacks Remote Attacks
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What is at Risk and who is Affected?

Car Users Car Owners Insurers OEM & 
Suppliers

Service 
Providers

Stakeholders

Impact

Privacy

Safety

Financial

Claims,
brand damage

Claims,
brand damage

Claims,
brand damage

Insurance
claims

Loss of
personal data 

(PII)

Injuries

Vehicle theft IP theft Loss of income
(fraud, DoS, …)

Damage
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Vehicle Safety & Cybersecurity

+ Autonomy

• ADAS
• Self-Driving
• Sensors
• AI & ML

+ Connectivity

• V2X / DSRC
• Remote diagnostics
• User device connectivity
• OTA (map, software) updates

+ Electronics

• Airbags
• Anti-lock Braking System
• Electronic Stability Control
• Traction control

Mechanics

• Seatbelts
• Headrests
• Crumple zones
• Laminated glass

Improve safety

+ Improve user experience

Through:

Functional Safety
(ISO 26262)

SOTIF
(ISO 21448)

Cybersecurity
(ISO/SAE 21434)

Driving force for:

To address:

SOTIF = Safety Of The 
Intended Functionality

Unintentional hazards Intentional threats Unanticipated hazards

In: Known scenarios

+Unknown scenarios

Trend:
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Driver Replacement

Powertrain &
Vehicle Dynamics

Connectivity

In-Vehicle
Experience

Body & Comfort

G
at

ew
ay

 / 
IV

N

No Safety Without Security

#1 Objective: no functional hazards
on mission-critical ECUs

Only possible, if:
System availability ensured

Information received / processed trustworthy

Cyber-security is a prerequisite for
availability and trust in the system
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NXP’s Approach to Automotive Security

Quality Foundation
Zero Defect Quality

Secure Engineering
As part of a holistic automotive cybersecurity program

Solution Portfolio
Most complete portfolio of automotive semiconductor security solutions

System & Application Know-How
Deep expertise on in-vehicle networks, systems, and applications

Industry 
Best Practices

(Future) Market 
Trends & Needs

Customer Support
Trained field application engineering / support teams

Technical
Standards / Specs

Process 
Standards



COMPANY PUBLIC 8

···010110···

···010110···

Secure 
Domain 
Isolation

Secure 
External 

Interfaces

Secure 
Internal 

Communication

Secure 
Software 
Execution

Multiple layers of protection – in any E&E network!
• To mitigate the risk of one component of the defense being compromised or circumvented
• Regardless of the actual vehicle network architecture and implementation

Core Security Principles for Defense in Depth
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Secure
Processing

Secure
Networks

Secure
Gateway

Secure
Interfaces

M2M Authentication &
Firewalling

Secure Messaging

Separated Functional 
Domains

Code / Data 
Authentication
(@ start-up)

Resource Control
(virtualization)

Intrusion Detection 
Systems

(IDS) Secure Updates

Code / Data 
Authentication
(@ run-time)

Firewalling
(context-aware

message filtering)

Message Filtering &
Rate Limitation

Applying The Core Security Principles
Prevent
access

Detect
attacks

Reduce
impact

Fix 
vulnerabilities
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NXP’s Approach to Automotive Security

Quality Foundation
Zero Defect Quality

Secure Engineering
As part of a holistic automotive cybersecurity program

Solution Portfolio
Most complete portfolio of automotive semiconductor security solutions

System & Application Know-How
Deep expertise on in-vehicle networks, systems, and applications

Industry 
Best Practices

(Future) Market 
Trends & Needs

Customer Support
Trained field application engineering / support teams

Technical
Standards / Specs

Process 
Standards
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Standards and Best Practices
NXP is an active member of Auto-ISAC
• A key forum and network for automotive cybersecurity
• Enables leveraging industry know-how & best 

practices
• And sharing intelligence on threats & vulnerabilities

We also participate in standards development; e.g.:
• ISO/SAE 21434
• SAE TEVEES18 (J3061, J3101, …)
• AUTOSAR WP-X-SEC
• IEEE 1609 WAVE, ETSI TC ITS
• Car Connectivity Consortium (CCC) – Digital Key 

Specification

NXP was amongst the first suppliers to 
join the Auto-ISAC (Aug. 2016)
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time

HIS 
SHE

EVITA 
HSM

OEM

2008

Today

2010

Tier 1

EVITA
OEM
Spec

SHE

First security 
subsystem 

specification

Three variants: Full, 
Medium, Light.

Balancing cost, 
functionality, and 

performance

Several proprietary 
(OEM, Tier-1) 
specifications.

With common elements, 
but also with conflicts.

Automotive Security Specifications
• The SHE specification set the 

foundation, introducing the 
concept of a configurable 
(automotive) security subsystem

• EVITA’s HSM specification 
extended this concept into a 
programmable subsystem, in 
three flavors (Full, Medium, and 
Light), addressing a broader 
range of use cases

• Nowadays, OEMs are creating 
their own technical specifications, 
including select aspects of SHE, 
EVITA, and FIPS 140-2
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ISO/SAE 21434 – Automotive Cybersecurity Engineering
What is ISO / SAE 21434?
• Provides a framework for automotive security 

engineering
• Security-equivalent of ISO 26262 (Functional Safety)

Status: in development
• Publication expected end of 2020

Compliance will likely become mandatory
• ISO/SAE 21434 is considered as a basis for 

compliance with the security requirements in the 
upcoming UNECE international whole vehicle type 
approval (IWVTA) scheme

• Automotive customers (OEMs, Tier-1s) are already 
asking suppliers if they intend to be compliant

NXP is targeting full compliance
• Several of the key elements are already in place
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NXP’s Approach to Automotive Security

Quality Foundation
Zero Defect Quality

Secure Engineering
As part of a holistic automotive cybersecurity program

Solution Portfolio
Most complete portfolio of automotive semiconductor security solutions

System & Application Know-How
Deep expertise on in-vehicle networks, systems, and applications

Industry 
Best Practices

(Future) Market 
Trends & Needs

Customer Support
Trained field application engineering / support teams

Technical
Standards / Specs

Process 
Standards
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NXP’s Automotive Security Solutions Groups
Automotive ICs with On-chip Security Subsystem

Integrated solution for best fit with
application real-time constraints & for
strict security policy enforcement

Security Companions

Security extension for specific use

Function-specific Secure ICs

Fit-for-purpose security support

SENSE THINK ACT
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NXP’s Automotive Security Solutions
Automotive ICs with... …on-chip security subsystems² Security companions

Powertrain &
Vehicle Dynamics

Driver Replacement

In-Vehicle Experience

Body & Comfort

Gateway

HSE (HSM)

Security Controller (SECO)

CSE

Secure Element (SE)

High performance

High performance

Versatile feature set

Ease-of-use
Cost-optimized

Tamper-resistant secure system
ideal for M2M authentication (e.g. V2X)

Function-specific secure ICs

Secure CAN Transceiver (TJA115x)

Secure Ethernet Switch (SJA1110)

Connectivity

i.MX8

S32X

families

&

MPC57xx

Layerscape

Secure Car Access ICs

For enhanced IDS & IPS

Network frame analysis (L2/L3/L4)

For advanced RKE / PKE solutions

Media content protection

Security Engine (SEC)

V2X DSRC Baseband (SAF5x00)
Ultra-fast ECDSA verifications
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Secure Execution: In-Depth Approach with NXP Solutions
M

C
U

 / M
PU

Secure Element (SE)

Security
Subsystem

TrustZone

Secure
World

Normal
WorldApplication

TEE

Security
Services

Security
Services

Software Context Hardware Implementation

Stand-alone security IC

Tamper-resistant (certified) HW / SW

Dedicated on-chip security subsystem

Isolated from entire apps context (HW-enforced)

Trusted execution environment

Isolation from normal world (via TrustZone)

Normal system (OS) & user (apps) context

Process / resource isolation by OS

Increasing Security Assurance Level

H
W

-Enforced
R

esource Isolation

System
 C

ontrol U
nit
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NXP’s On-Chip Security Subsystem: System Overview

Security Brain

Secure 
Memory

Security Services
(software / firmware)

Security Services
(hard-wired)

Root of Trust

Application Brain

ECU Functions & Features

Security Manager

Security Service Handler

Application Resources

System Resources

and more

Communication Interfaces

HostSecurity Subsystem

[when required]
External NVM

encrypted

Application Memory

Secure Files (keys, etc.)

Automotive MCU / MPU

SERVE

THE APP

CONTROL

THE PLATFORM

BUILT-IN PROTECTIONS

BUILT-IN PROTECTIONS

BU
IL

T-
IN

 P
R

O
TE

C
TI

O
N

S

BU
IL

T-
IN

 P
R

O
TE

C
TI

O
N

S

Cryptographic EnginesTRNG

System Resources

Security 
Resources
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NXP’s Secure Element: System Overview

Application Brain

ECU Functions & Features

Security Manager

Security Service Handler

Application Resources

Application Memory

Security Brain

Secure Memory

Security Services (Java Card Applets)

Secure Files (keys, etc.)

Java Card Open Platform (JCOP)

Secure Element (SE) Host

Root of Trust

System Resources

and more

Communication Interfaces

SERVE

THE APP

Cryptographic EnginesTRNG

System Resources

Security Resources

BUILT-IN PROTECTIONS

BUILT-IN PROTECTIONS
BU

IL
T-

IN
 P

R
O
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C

TI
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IL
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IN

 P
R
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O
N
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Software Components in Play

Extended
Security Services

Native
Security Services

Root of Trust

ECU Functions & Features

Security Manager

Security Service Handler (incl. SPI/ I2C Driver)

Secure Files

Java Card Open Platform (JCOP)

Crypto / System
Resources

Host (Automotive IC)

Secure Element

Tier1 / SW Vendor

SPI/ I2C

Extended
Security Services

Native
Security Services

Root of Trust

ECU Functions & Features

Security Manager

Security Service Handler (Driver)

Secure Files

Operating System

Crypto / System
Resources

Host

Security Subsystem

Automotive IC

Tier1 /
SW Vendor

Tier1 /
SW Vendor
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NXP’s Secure CAN Transceiver
• Intrusion detection & prevention (IDS / IPS)

− On-the-fly CAN ID filtering (TX) and bus-guarding 
(RX) based on user configurable white & black lists

− Configuration based on ID & masking

• Flooding prevention (DoS)
− Threshold on message transmission: leaky bucket 

strategy weighted on frame size
− “1:1” replacement to any CAN transceiver

• Configurable via the CAN bus
− In-field reconfiguration possible
− Automotive qualified (AEC-Q100)
− Operating T° -40°C to 125°C

TJA115x CAN Transceiver
CAN

TXD

RXD

TX
White List

RX
Black List

Host Leaky Bucket

Message ID filtering
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NXP’s Secure Ethernet Switch 

MII / RMII / RGMII

SJA11xx Ethernet Switch

Host

Frame Processing

Status &
Control

Address &
VLAN Tables

802.1AS/1588
Sync

802.1X
Access Ctrl

100/1000 MAC
Credit Based Shaper 1588 Time-stamp

Ethernet 
PHY

L2/L3/L4 Header inspection / L2 Frame modification 

• Authentication
− Port-based authentication (IEEE 802.1X)

− Port-reachability HW enforcement & limitation

− Address-learning with disable option

− One-time MAC-address learning

• Flooding prevention (DoS)
− Data-rate limitation: port-based / priority-based / 

stream-based / broadcast

• Traffic isolation
− Up to 4096 VLAN / priority dynamic update at run-time; 

double tagging

• TT & TSN Features (SJA1105TEL only)
− 802.1Qbv time-aware traffic, (pre-std) IEEE 802.1Qci
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NXP’s V2X Reference Security  Architecture

ECDSA
engine

SAF5400
V2X DSRC Baseband & RF

with ultra-fast verification on
in-coming messages

SXF1800
Secure Element

for highly secure authentication
of out-going messages

i.MX / S32x
Applications Processors

running the V2X stack

Highly secured
out-going messages

(signing key in secure element)

Ultra-fast verification
on in-coming messages

(> 1000 msg/s)
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NXP’s Approach to Automotive Security

Quality Foundation
Zero Defect Quality

Secure Engineering
As part of a holistic automotive cybersecurity program

Solution Portfolio
Most complete portfolio of automotive semiconductor security solutions

System & Application Know-How
Deep expertise on in-vehicle networks, systems, and applications

Industry 
Best Practices

(Future) Market 
Trends & Needs

Customer Support
Trained field application engineering / support teams

Technical
Standards / Specs

Process 
Standards



COMPANY PUBLIC 25

TECHNOLOGY PROCESS PEOPLE

NXP’s Automotive Cybersecurity Program
Holistic approach to product security…
• Broad portfolio of security solutions
• Secure product engineering process (SDLC)
• Internal / external security evaluation (VA)
• Product security incident response team (PSIRT)
• Security-aware organization (incl. training)
• Threat intelligence feed

… and IT cyber security
• Security Operations Center (SOC)
• Information security policies
• Computer security incident 

management and response (CSIRT)
• Site security (ISO 27001 cert.)

In collaboration with third parties
• Researchers, industry partners, Auto-ISAC, CERTs, …
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Security Culture and Organization – Matured Over Time
Some of the Key Milestones

2010 2015 2020

MIFARE 
Classic hack

PSIRT
established

Security Maturity 
Process (SMP)

SMP / trusted 
solutions for auto

Auto-ISAC 
established

Dedicated team 
for auto security

Involved in 
ISO/SAE 21434

Joining
Auto-ISAC

PSIRT
extended

IR process
formalized

Co-shaping global 
V2X security 

standards
V2X security 

program

Cooperating with 
HIS on SHE spec

Auto security 
strategy

ISO/SAE 
21434 JWG 

Events

Incident 
Response

Security-
by-Design

Larger 
Context

Program, 
Organization

Connected Vehicles and IoTSmart Cards Mobile
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Secure
Domain Isolation

Secure
Interfaces

Secure
Networks

Secure
Processing

Prevent
access

Detect
attacks

Reduce
impact

Fix 
vulnerabilities

Secure
Engineering

Firewalling
(context-aware

message filtering)

Separated Functional 
Domains

M2M Authentication &
Firewalling

Secure Messaging Message Filtering &
Rate Limitation

Code / Data Authentication
(@ run-time)

Code / Data Authentication
(@ start-up)

Resource Control
(virtualization)

Secure Updates

Intrusion Detection 
Systems

(IDS)

Threat Monitoring, 
Intelligence Sharing, …

SDLC incl. Security 
Reviews & Testing, … Incident Management / Response

Security-Aware Organization, Policies, Governance

Te
ch

no
lo

gy
Pe

op
le

 &
 

Pr
oc

es
se

s
NXP’s Holistic Approach – Solutions and Organization
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NXP’s Security Organization
Our approach
• Dedicated expert teams – security as core competence
• Collaboration across organizations / teams / backgrounds / competences / markets 
• Have expertise close to our customers

Incident response

Product & engineering security,
Technology foundation

Global strategy Security Strategy & Innovation

PSIRT / CSIRT

R
eg

io
n

R
eg

io
n

R
eg

io
n

R
eg

io
n

Global 
Sales & Marketing
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CTO / Security 
Competence Center

Customer Support

Security Champions

Security Teams / Experts
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Training and Awareness – What Do We Do?
Training and Knowledge Transfer
• Regular basic security trainings
• Expert trainings on dedicated topics 

– internally and through external 
partners

Awareness
• Regular bulletins and campaigns to 

increase awareness
• Internal and external information 

sharing, through:
− Regular internal meetings and online portal
− Workshops with partners
− Bi-directional sharing with Auto-ISAC, CERTs, 

…
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Threat intelligence, 
best practices, …

Standards 
(ISO/SAE 21434, SAE J3061, …)

Independent and un-biased 
reviews – “4 eyes” principle

Process implementation 
can be adjusted per project

Monitoring security 
implementation at each 
gate

CONCEPT DEFINITION PLANNING EXECUTION CLOSURE

PROJECT LIFECYCLE

Security 
Milestones

+ Trusted solutions:
Framework and support to 
guide engineering teams

Training 
and awareness

Lessons learned 
(e.g. from IR)

Product Development / SDLC – Security Maturity Process
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• Product Security IR Process and Team
– Global across products / markets / regions

– Established in 2008 after the MIFARE Classic hack

• Committed to Responsible Disclosure
– In alignment with the security community

– With our customers, partners, Auto-ISAC, CERTs

• Continuous Improvement
– E.g. evaluate and benchmark against Auto-ISAC’s 

best practice guide for incidence response Web site: www.nxp.com/psirt Contact: psirt@nxp.com

Receive 
report1 Evaluate 

vulnerability2 Define 
solution3 Communicate4 Evaluate 

process5 Closure6

Product Security Incident Response Team (PSIRT)
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ISO/SAE 21434 – Automotive Cybersecurity Engineering
What is ISO / SAE 21434?
• Provides a framework for automotive security engineering
• Security-equivalent of ISO 26262 (Functional Safety)

Status: in development
• Publication expected end of 2020

Compliance will likely become mandatory
• ISO/SAE 21434 is considered as a basis for compliance 

with the security requirements in the upcoming UNECE 
international whole vehicle type approval (IWVTA) 
scheme

• Automotive customers (OEMs, Tier-1s) are already 
asking suppliers if they intend to be compliant

NXP is targeting full compliance
• Several of the key elements are already in place
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