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S32K3XX: OTA Flash Features

+ S32K3 extends the hardware capabilities for the OTA implementation enabling the concept of active and passive
blocks and read-while-write capability between independent memory blocks.

« Each block size in all the S32K3 family is of 1MB and depending on the specific device you will have 1, 2, or 4 MB
(S32K3x1, S32K3x2 or S32K3x4)

« The following table shows the main OTA features for some devices, we will use these concepts in the following

sections.
pFlash size
pFlash block size 1MB 1MB 1MB
#pFlash blocks 2 2 4
RWW pFlash Yes Yes Yes
A/B Swap support Yes Yes Yes
A/B Swap resolution 512kB 1MB 2MB
HW Address

: Yes Yes Yes
translation

o
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S32K3XX: OTA Flash Features

PRAMI 2044_FFFFh
Active and passive blocks pramo | 5915-94500
160KB 2040_0000h
- When OTA is enable in the part, device flash is divided in 2 X 2MB D-TcMs 2001 FFFFD
64/128KB* 2000_0000h
blocks (S32K344).
. . . . . e 1B00_1FFFh
- Active blocks is the where the application code is located. 2KB 1E00_ 0000k
. . . . Block 4 2 1003_FFFFh
- Passive blocks is where the rollback image is located. 256KB 1000 0000n
. . . . @ NNIF FRFFh
Flash Read-While-Write Functionality el (UEREEERn
) ] ] Block3 & -

- RWW, available between active and passive blocks, allows the 2 102HE Y

flash to be updated while simultaneously executing code from it S . o Y o070 o000
© Ay b _

. . ) ) © 2% Z

« This feature allows for the firmware to be updated whilst the vehicle = e ;

is in motion & 102418 %
S ; 0060 0000h

S O005F FFFFh
HSE_BOOT [(OTA
oTatndicaror. 1 OO0SE FCOOR

. 00BF FEF&h
Block 1 Q -
1024kE ¥

N
s
o N 0050 0000n
Qﬂeb 7 O04F_FIFFh

P 5
Block 0 ;..
1024KB  «

“
c7ieaor 4 0041_0000h
M7 080Ty 0040_0000h
ITeM 0000 _FFFFh

32/64KB* | 0000 0000h

stz 32 % 8KB DO 12 X 64KB

* Upto 64KB I-TCiM and 128 KB D-TCMs in lockstep configuration



S32K3XX: OTA Flash Features

o] s - OTA enable parameter (OTA_ENABLE)
o - Activates flash swap hardware support (OTA_ENABLE = 0x6{74616374697665)
ey - Stored in UTest One-time programming (OTP) NVM sector
Mm - Programmed by HSE core
;:‘LTZ&;%% . OTA indicators (OTA INDICATOR 1 and OTA INDICATOR 2)
E,, ot . - Control mapping of flash blocks into logical address space
- Stored in active and passive code flash blocks (secure memory areas)
- Contains incremental and bitwise-complement sections to indicate firmware revision
=i iiii;iiﬂi‘; and firmware validity
J ZZEZ;ZEEZ‘; - Can be programmed by HSE core; usually updated after new firmware is received
A 2N NN 12304 and programmed into passive code flash blocks

* Up to 64KB I-TCM and 128 KB D-TCMs in lockstep configuration

- Flash blocks mapping defined by set of rules

ABSWAP HSE FW will
program itself
0x00400000

T _
Add Memory Monitor

Unsecure Demo APP 8 Add Memory Monitor Failed.
&' Error evaluating memory address (ExecutionException).

block

D4000
Secure
Flach 0x00SFFFFE__J

0x00600000 3

Unsecure
fiash

black Passive
Partition

0x007D4000

Secure

FIESh - 3 } {
O0xQO7FFFFF




S32K3XX: OTA Flash Features

- Device Configuration Module (DCM) reads NVM parameters after device reset

- SoC Logic decodes NVM parameters and generates signals to the flash controller (OTA_EN,

OTA_SEL)

- Flash blocks are mapped into logical address space by the flash controller prior any

cores can start to execute!

Flash controller

I

UTest Data flash Code flash
8KB 256KB 1MB

I

| OTA_SEL
— =P
_ —>

SoC
‘ Logic

OTA_EN

OTA_INDICATOR
OTA_INDICATOR

2

!

DCM

—>

_ENABL

OTA
E

OTA_EN | OTA_SEL | Flash Block Block
Select Status

Block
Block
Block
Block
Block
Block
Block
Block
Block
Block
Block

Block

P O W N W N B O wW N B O

(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)
(1mB)

Active
Active
Active
Active
Active
Active
Passive
Passive
Active
Active
Passive

Passive

Table 139: DCM register DCMSTAT (Jx402AC000)

Bit #

Field Name

Description

48 24

17

DCMOTAR

Fafa IDEENY fornoma daiaile

AB_SWAP (OTA) Active region (valid only if DCMDOMNE bit is set)
Db - Low address

1b - High address

16

DCMOTAA

AB_SWAP (OTA) Active State (valid only if DCMDOME bit is set)
0Ot - Inactive
LY nﬁ.an

Refer [REF02] for more details.

DCMOTAS

DCM AB_SWAP (OTA) Scanning Status (valid only when the value of the
DCMDONE field is 1)

0Ok - Completed with emors

1b - Completed successfully

Refer [REF02] for more details.

DCMDONE

DCM Scanning Status
Indicates whether the DCM scanning is in progress or complete.
0b - Running

Al et —tma



S32K3XX: OTA A/B
Logical Address:

Memory area of code running in
Physical Address:

Memory area of code resident

SWAP

& S304344 HSE OTA APP A Debug FLASH 33MENORY
& Binaes {
s 21 [int_flash  ORIGII = expadenene, LENGTH = oxealedse  |/* 10041 *
X 7] T ORIGIN = EXGUS096E, LENGTH = on * 104

4 int_dtem : ORIGIN =
4 int_sram t ORIGIN =
47 int_sram fls_rsv : ORIGIN =
3 int_sram_stack_co : ORIGIN =

int_flash_Passive : ORIGIN = #x20500608, LENGTH = ex0a1D4060
int_item + ORIGIN = #xB0800608, LENGTH = 6x0a0eseee

Linked to logical address

0x00400000

Logical_address

8420000098, LENGTH =
2420400808, LENGTH =
@x20420F88, LENGTH =

8102010000
@x282DFB0
8102608180

6 ¢

4 @x2042E008, LENGTH = Bxe2eeloes
43 int_sram_stack_cl : ORIGIN = Bx20427608, LENGTH = fuoa001080 /* 4B */
38 int_sramno_cacheable @ ORIGIN = @x20430008, LENGTH = Ox0Q00FFBO  /* 64KB, n
5 int_sram_results + ORIGIN = 8x2043FF0R, LENGTH - exeae0e109
52 int_sram_sharezble : CRIGIN = 8x20448608, LENGTH = exoaeadeps  /* 16KE */
53 ram_rsvdl : DRIGIN = ©x20444608, LENGTH = @ /* End of

0x00400000

Physical_addr= logicial_

DCM:Bit17=0

Physical_address

0x00500000

Mem_A

0x00600000

Physical_address

0x00700000

APP.S19

0x00500000

=1ogicial_addr-logical_base+physi

Mem_B



S32K3XX: OTA A/B SWAP

Code logical addresses

Updated image

v

_ Initial Image programmed after reset and validation
X - _
(] 4 ~
% Erased 5 code 3b 5
Erased o =
0 P code 2b @
7 Erased 27 £
S 7 code 1b ?
al Erased © ©
= a code Ob o
— —
X code 3a X
S x code 3a S
o0 de 2 8 =
m coae Za o 0
. = code 2a
(O] d m _< O —
= code 1a 2 code la =
&) B o
< code Oa 3] <
— < code Oa 8
Logical Physical Memory Logical Physical Memory Logical Physical Memory
Address Address Content Address Address Content Address Address Content
0040_0000h-  0040_0000h-  CodeOa 0040_0000h- 0040_0000h- Codeda 0040_0000h- 0060_0000h- Code0b
0040_FFFFh 0040_FFFFh 0040_FFFFh 0040_FFFFh 0040_FFFFh 0060_FFFFh
0041_0000h- 0041_0000h- Codela 0041_0000h- 0041_0000h- Codela 0041_0000h- 0061_0000h- Codelb
% 0041_FFFFh 0041_FFFFh 0041_FFFFh 0041_FFFFh 0041_FFFFh 0061_FFFFh
= 0042_0000h- 0042 0000h-  Code2a Program passive block 0042_0000h- 0042_0000h- Code2a Active passive block 0042_0000h- 0062_0000h- Code2b
w 0042_FFFFh 0042_FFFFh — 0042_FFFFh 0042_FFFFh — 0042_FFFFh 0062_FFFFh
g)) 0043_0000h- 0043_0000h- Code3a 0043 _0000h- 0043 _0000h- Code3a call HSE . 0043 _0000h- 0063 _0000h- Code3b
bib) 0043_FFFFh  0043_FFFFh 0043_FFFFh 0043_FFFFh a service 0043_FFFFh 0063_FFFFh
- )
O 0060 0000h-  0060_0000h-  Erased Don't care currenton Aor B 5 00, 0060_0000h-  CodeOb 0060_0000h- 0040_0000h-  CodeOa
'&3 0060_FFFFh 0060 FFFFh Just operate passive in OTA  0080_FFFFh 0060_FFFFh 0060_FFFFh 0040_FFFFh
0061_0000h- 0061_0000h- Erased 0061_0000h- 0061_0000h- Codelb 0061_0000h- 0041_0000h- Codela
0061_FFFFh 0061 _FFFFh 0061_FFFFh 0061_FFFFh 0061_FFFFh 0041_FFFFh
0062_0000h- 0062 0000h-  Erased 0062_0000h- 0062_0000h- Code2b 0062_0000h- 0042_0000h- Code2a
0062_FFFFh 0062 FFFFh 0062_FFFFh 0062_FFFFh 0062_FFFFh 0042_FFFFh
0063_0000h-  0063_0000h-  Erased 0063_0000h- 0063_0000h- Code3b 0063_0000h- 0043_0000h- Code3a
0063_FFFFh 0063_FFFFh 0063_FFFFh 0063_FFFFh 0063 FFFFh 0043_FFFFh



S32K3XX: OTA A/IB SWAP

Flash Swap

- Allows for instant switching between firmware versions
- Automatic firmware translation
- Instant version swap after device reset.

- Rollback capability.

[Oxffff_ffff,oxffff_ffff]; invalid (erase 8KB HSE boot sector)
[oxffff_fffd,0x0000_0002]; valid “<”

Blocks 0&1 active

Blocks 2&3 active

OXTFFF_FFEF,OXFFFF_FFFF]; invalid

l’ Active OxfFFf_ffff,OxFFFf_ffffl; invalid
’
h [OxFFFf_ffff,OxFFFF_FFFF]; invalid
All flash Blocks 2&3~Upload [OXFFFF_FFFF,0x0000_0000]; valid | ______
blocks erased : e —————— -
2 Device - ~~o

ld
Reset J 3
-
S= hal T P —— L —‘
_________ [oxffff_fffe,0x0000_0001];

‘~~~ Blocks 0&1 upload

e S .
N Device
<> .
[Oxffff_fffe,0x0000_0001]; valid v _ s’

Blocks 2&3 upload

[Oxffff_fffd,0x0000_0002]; valid “>* -
————————
___________

o o s

Blocks 0&1 upload

S=ao [oxMfFf_fffd,0x0000_0002] ;
S Device 1
‘\ Reset 1
~ 1
e R 1
. S - 7
Firmware roll-back 1 TTmaaaame—- V;
’
Device ot
-
Reset -~

-
-
—— -
e ——— —

1. Cores executes firmware from flash blocks 0&1 (active) after all flash blocks

are erased.

2. After new image is uploaded to passive flash blocks 2&3 (OTA indicator

updated) a device reset can be triggered.

3. After device reset, passive flash blocks 2&3 will become active, mapped at low

address space and new firmware image will execute.

[oxffff_ffff,0x0000_0000];

7/
,l
-
Ssao - \
--------- - [0 FFf_fffc,0x0000_0003];

; valid “>”
valid “<”

3 valid “>”
valid “<*



S32K3XX: HSE_AB_SWAP FW INSTALL

- The way to install HSE FW

- Activates Using S32DS + PE Multi-Link
S32DS Project “S32K344_HSE_FW_INSTALL_Demo_V110_ABSwap”.
Guideline “Installing HSE Firmware FW to S32K344_readme.pdf”

Guideline “UN{EAIEEARKRAHISBAF B F 2231027 [FA9AB SWAPE/{4.pdf”

- Using LAB CMM script

Virgin device delivered by
(NXP OTA disabled)

100000
DariaFiash

00200000

DDOTEQDOD

Secure

Flish
J=D0TFA000

OxOOTFFFFF &

Customer Programs Dema
APP

O 100000,
DaiaFlash

000200000

O 500000

Do APP

0 7EQDOD p

Senum
Flash
D D07F4000

OxDOTFFFFF '

Customer Programs NT and
NP delivered HSE ffw
image in application fash
region

(10000 T
DataFlash
TaeD0A00000
‘Encrypted HSE Fiw
Image | AR SWAR)
[ D0E00000 Desra APP
Ussature
Flash
0x=DOTECODD
Senure
Flagh
Do DOTFA000
SECURE BAF
OxD7FFFFF

TV WEETW T T VW bl /A A L L

'SD:0x1B8000280
address

#31Find...

Modify. ..
4

Long

g

C

SD:1BARAZEA
SD:1BA0AZ299

»74697665 6F746163 FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

— T TrrTs e

SECURE BAF decrypts

Authenticastes and eopies HSE-
IMG* to secure code block and
Update OTA courter
Ol 00000 T
DataFash
004000
Eseryptid HSEFfw
Image [AB SWAP|
Unsecure
Tas
back
D000
Dema APP
ChODSE0000
Sacure
Flash ORCOSFFFFF
- Ow00E00000
Unsecure
Nah
ot
OOOFEOOCD
o 00 7FA000
Hed SECURE BAF
| [s=) OwOTFFFFF

-I!II—SE[OII
JwQOSFEFFE

frofm Active Flagh Block

100000 T
DutaFlas

02004000

Encrypbed HSE Fiw
Image |AB SWAR)

UnsscuE

Mash

bilok

DeDOE0N

Demo APP

SE0u

Flaily
—_——

Lingascure

Nash

back 1

Seturne <

Fash SECURE BAF

(48KB)

Dwl0B00000 -

0x007TECODD

Dx007F4000

DeDOTFFFFF

TraTr Tivaw

AB SWAP HSE FW will

O DOTFEQDOD

program itself and Demo
APP ir Passive Block
100000 WT
DataFath
DDA -
Encrypred HEE Fiw
Image |48 SWAF)
Unsecus
flash
Active ek
Block  pyposnr
Dema APP
DxD]SERO0G
Seore
Flaa®
— Ox005FFFFF J
Ox00600000 =
Usdavure
Nash
Passive ek CH00TO0000
Block Dema APP

OWOOTFFFFF

),

Active
Block

Passive
Block



S32K3XX:OTA DEMO

- Get OTADEMO Package from NXP website(SW32K3 OTADEMO 0.8.0 D2203)

Show All Files E 3 Files
<+ File Description + FileSize ¥ File Name =
4+ SCR_S32K344 HSE OTA.txt 390 bytes # SCR_S32K344 HSE OTA txt
-+ SW32K3_OTADEMO_0.8.0_D2203.exe 1.7MB # SW32K3_OTADEMO_0.8.0_D2203 exe

+ SW32K3_OTADEMO_0.8.0_ReleaseNotes pdf 162.1 KB # SW32K3_OTADEMO_0.8.0_ReleaseNotes pdf



S32K3XX:OTA DEMO

- Import the project “S32K344 HSE OTA” to S32DS

v £ S32K344_HSE_OTA: Debug FLASH
# Binaries
& Includes
v @& Project_Settings Debug_FLASH, Release FLASH, Debug_RAM, Release R/
& Startup_Code Debug_FLASH, Release|FLASH, Debug_RAM, Release R
2 Debugger
v @£ Linker Files
B8 linker_flash_s32k344.Id
B8 linker ram_s32k344.1d
| B Siul2 Port Ip Example S32K344.bin |
@ RTD Debug_FLASH, Release_FLASH, Debug_RAM, Release_RAM
& board Debug_FLASH, Release FLASH, Debug_RAM, Release RAM
& generate Debug_FLASH, Release_FLASH, Debug_RAM, Release RAM
& generate/src Debug_FLASH, Release_FLASH, Debug_RAM, Release_RAN
& include Debug FLASH, Release FLASH, Deb Gode ok Active: Block
@ src Debug_FLASH, Release_FLASH, Debug_RAM, Release_RAM
= Debug_FLASH
% scripts

Code of Passive Block

B readme.md

% S32K344_HSE_OTA.mex

B S32K3XX_CryptoDriver_and OTA_ AdvancedTraining.pdf
B SCR S37K344 HSF OTA fxt

Name: | S32K344_HSE OTA Debug FLASH_PNE

Main| & PEmicro Debuqqer\l\ﬁ" Startup} & Source] = Common] #8 0S Awarenes:

Software Registratibn

Please register your sg

e ! A Register now
PEMicro Interface Settings
Interface: USB Multilink,

Port: USB1 - Multli
Select Device| Vendor: NXP

Core: M7
Specify IP

Additional Options
D Emergency Kinetis Device

Advanced Options
Z
Hardware Interface Power Col

Provide power to target

[ ] Power off target upon soff

Target Communication Speed

Advanced Options

Flash Algorithm Selection

Use the following flash algorithm
when proarammina flash data;

nxp_532k344_1)(32)(93_§k_ab_swap.arp R

S
[ ] Use Alternative Algorithm Browse...

Initialization Script Selection

Specify a .mac script to run after
connecting to the device.

[ ] Enable initialization script

Browse... Variables...

JTAG Daisy Chain Settings
Use Daisy Chain lllustration

Tap Number: 0 Pre-IR Bits: 0

Erase Options

- Lo [} e All oo

10



S32K3XX:OTA DEMO

- OTA Update S32K344 HSE OTA Siul2_Port_Ip_Example S32K344

Reset evoid EIEGEEELY(void)

{

ACTIVE REGION ACTIVE REGIO ACTIVE REGION |

OTA Dr:mo OTA Demo OTA Update

Application lication Region
0x0050_0000h _ i ApP °

OTA Update OTA Upda’2 :
Application Application
(0x0060_0000h .

OTA Update OTA Demo

Region Application
0x0070_0000h g i

OTA Update
Application

PASSIVE REGION PASSIVE REGION PASSIVE REGION

DEVICE FLASH DEVICE FLASH DEVICE FLASH

CONFIDENTIAL & PROPRIETARY 11 m

hseSrvResponse_t HseResponse;

/*

/*  Update passive blocks
/*

Update_Passive();

/*

/* Request A/B Swap to passive blocks
/*

HseResponse = HSE_ActivatePassiveBlock(MU@_INSTANCE_US);
App_SetSuccessStatus(HSE_SRV_RSP_OK == HseResponse);
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