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.

• S32K3 extends the hardware capabilities for the OTA implementation enabling the concept of active and passive 

blocks and read-while-write capability between independent memory blocks.

• Each block size in all the S32K3 family is of 1MB and depending on the specific device you will have 1, 2, or 4 MB 

(S32K3x1, S32K3x2 or S32K3x4)

• The following table shows the main OTA features for some devices, we will use these concepts in the following 

sections.

Parameter S32K311 S32K312/42 S32K344

pFlash size 1MB 2MB 4MB

pFlash block size 1MB 1MB 1MB

#pFlash blocks 2 2 4

RWW pFlash Yes Yes Yes

A/B Swap support Yes Yes Yes

A/B Swap resolution 512kB 1MB 2MB

HW Address 

translation
Yes Yes Yes

S32K3XX: OTA Flash Features
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S32K3XX: OTA Flash Features

Active and passive blocks

• When OTA is enable in the part, device flash is divided in 2 X 2MB 

blocks (S32K344).

• Active blocks is the where the application code is located. 

• Passive blocks is where the rollback image is located.

Flash Read-While-Write Functionality

• RWW, available between active and passive blocks, allows the 

flash to be updated while simultaneously executing code from it

• This feature allows for the firmware to be updated whilst the vehicle 

is in motion
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S32K3XX: OTA Flash Features
• OTA enable parameter (OTA_ENABLE)

− Activates flash swap hardware support (OTA_ENABLE = 0x6f74616374697665)

− Stored in UTest One-time programming (OTP) NVM sector

− Programmed by HSE core

• OTA indicators (OTA_INDICATOR_1 and OTA_INDICATOR_2)

− Control mapping of flash blocks into logical address space

− Stored in active and passive code flash blocks (secure memory areas)

− Contains incremental and bitwise-complement sections to indicate firmware revision 

and firmware validity

− Can be programmed by HSE core; usually updated after new firmware is received 

and programmed into passive code flash blocks

− Flash blocks mapping defined by set of rules
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• Device Configuration Module (DCM) reads NVM parameters after device reset

• SoC Logic decodes NVM parameters and generates signals to the flash controller (OTA_EN, 

OTA_SEL)

• Flash blocks are mapped into logical address space by the flash controller prior any 

cores can start to execute!
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1 0

Block 0 (1MB) Active
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S32K3XX: OTA Flash Features
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S32K3XX: OTA A/B SWAP

Logical Address:

Memory area of code running in

Physical Address:

Memory area of code resident

Mem_A Mem_B

0x00400000

0x00500000
0x00700000

0x00600000

APP.S19

0x00400000

0x00500000

Linked to logical address

Physical_address

DCM:Bit17=0 DCM:Bit17=1

Physical_address

Physical_addr= logicial_addr-logical_base+physical_base
Physical_addr= logicial_addr

Logical_address
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S32K3XX: OTA A/B SWAP
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Program passive block Active passive block

Don’t care current on A or B

Just operate passive in OTA
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Active

All flash 

blocks erased

[0xffff_ffff,0xffff_ffff]; invalid
[0xffff_ffff,0xffff_ffff]; invalid

Device

Reset

Blocks 0&1 active Blocks 2&3 active

[0xffff_ffff,0xffff_ffff]; invalid
[0xffff_ffff,0x0000_0000]; valid

Active

Device

ResetActive

Device

Reset

[0xffff_fffe,0x0000_0001]; valid “>”
[0xffff_ffff,0x0000_0000]; valid “<“

Blocks 2&3 upload

Blocks 0&1 upload

Blocks 2&3 upload
[0xffff_fffe,0x0000_0001]; valid “<”
[0xffff_fffd,0x0000_0002]; valid “>“

Active

Device

Reset

[0xffff_fffc,0x0000_0003]; valid “>”
[0xffff_fffd,0x0000_0002]; valid “<”

Blocks 0&1 upload

Active

[0xffff_ffff,0xffff_ffff]; invalid (erase 8KB HSE boot sector)
[0xffff_fffd,0x0000_0002]; valid “<”

Device

Reset

Firmware roll-back

1. Cores executes firmware from flash blocks 0&1 (active) after all flash blocks 

are erased.

2. After new image is uploaded to passive flash blocks 2&3 (OTA indicator 

updated) a device reset can be triggered. 

3. After device reset, passive flash blocks 2&3 will become active, mapped at low 

address space and new firmware image will execute.

1

2 3

Flash Swap

• Allows for instant switching between firmware versions

• Automatic firmware translation

• Instant version swap after device reset. 

• Rollback capability.

Active passive block

Active passive block

S32K3XX: OTA A/B SWAP
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• The way to install HSE FW

− Activates Using S32DS + PE Multi-Link

S32DS Project “S32K344_HSE_FW_INSTALL_Demo_V110_ABSwap”.

Guideline “Installing HSE Firmware FW to S32K344_readme.pdf”

Guideline “如何在EAR版本的SBAF片子上安装10之后的AB SWAP固件.pdf”

− Using LAB CMM script

Guideline C:\NXP\HSE_DEMOAPP_S32K3X4_0_1_1_0\ HSE_DEMOAPP_S32K3X4_0_1_1_0_ReadMe.pdf

S32K3XX: HSE_AB_SWAP FW INSTALL
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S32K3XX:OTA DEMO

• Get OTADEMO Package from NXP website(SW32K3_OTADEMO_0.8.0_D2203)
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S32K3XX:OTA DEMO

• Import the project “S32K344_HSE_OTA” to S32DS
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S32K3XX:OTA DEMO

• OTA Update
S32K344_HSE_OTA Siul2_Port_Ip_Example_S32K344
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