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if EPBEINE:
1. {FEFISPSDKE B a2 4R
2. B3 + xip --> sb3 file
3. BiPR S fuse;
NXP KW45 SDK 1214 4. sb3 file EFINBU;

1. kw45b41_nbu_ble_1_9_5.sb3
2. kw45b41_nbu_ble_1_9_5xip

kw45b41_nbu_ble_1.9_5.sb3
kwd45b41_nbu_ble_1_9_5xip

if EPTREE:

1. EE(EF3 NXP SDK#Z{ATsb3 FNEAIA
B9ZFRRIE]

TEZ RIS G, FATE %L THBIKWASTI LUERKW R A MR . BiRadio
WA A% A 0 Cortex-M3FI L A INAE S 0] R HUAE 75— /M2 0 Cortex-M33
Fo

Xt ST, EKWAS Ff A Hwireless TRE, #A — AT B, BMREIEEESE T IEFH)
Radiol&lff:, FAIFrZ ANBU,

FeENBU B SPSDK S 1. SR SCRE 2 MIMAESE . 254 43047 I SPSDK 56
NBUSE#7. il Jupyter Notebook /F I 52 i 4 BEATNBURY — I B -

ARSI T -
1. 2 i % K eysFIHIE P Certificate ;
2. M R A A Bkey sk sk KW4S fuse;
3. Mg 4 — | S fFsecure binary, BISB33CAF:;

4. i3k KW45 bootloader ¥4 1 % image NBU %2 F|radio A 1E 5 ;
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2 SPSDK{‘'4B

SCRE M BRAE B il Z A DhRE . AT SPSDK 424t

e NOTE: KW45 EVK fuse flil%% I generic keys , T H%. Vi EVK &4
B, [HIEX Hfuse T4

A SR PR SELE AR 2 AT TR R SRR AE  (Befuse) .

SPSDKJ&—ANgi—. W%, 5 Fff) Python SDK F&, & T BN MCU F= 5414 . SPSDK
g T &P NIRRT & B AP ERE . AP S IR&EEAERE, IERS, . FHEf
AEEAE, O REERAE.

SPSDK &4 :
o WL (APD) |, Python FEFE MM AME o
o MRS, WIEM Python MELIIAEE M A S17 I H -
NS H T 2% SPSDK J . 4% SPSDK 41 W IR F 528641 % . v LAZELink$83]
¢ nxpimage
— HEJR/RHT AHAB image
— A% TrustZone image
— 4% MasterBootImage image
—  Z:BR SecureBinary image;
— 4% custom binaries ;
s nxpcrypto
— R BEARPEYEIER RSA/ECC BN (FAFIMAH])
—  IIEE IR
— HAREHIERS . (PEM/DER/RAW)
—  AERY/EAIE x509 JiEf
—  AER/ERIIE hash digests
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e nxpdevscan : FHA Ei%EEER USB #1 UART NXP %45
e blhost : T 5B % LM MCU bootloaderilB {5 HIFE 7o ‘& ALV

—  MIEATF ID & A flash/sections

HipatternH 5t N 77

FREL/ % E bootloader & Ji& T

- BHNBERAL
— 2l SB XXHF
— A NEboot R
- HYIRE
—  FEHLHEAL AT B R
—  pERUlash BB i 5
—  Gife/iEH fuse
~ FIHFTA A
— PR EE ER
o HAt

3 SPSDKZ3E
EHEE LB XA, XELEEENE,

4 SPSDK7RHI

LA iE I SPSDK 4L APL, B £ATCMDH ] SPSDK., 1] LLid it f# A] Python
HELIFABEEL Jupyter Notebook , A #i{biz47 SPSDK Jjfig; 7E SPSDK M2 A fit 1
APLAIN HARE PR 5% Python ARG, 17 A F Al 22 ST AR 491 ST A -
C:\nxp\spsdk\examples

SPSDK 1.9.0 Hf#)—u& SPSDK Python 4% 7 {5l (2 45
o crypto - JTIEA5F0 2 5H B HL Y 7= 171
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o dat- H] TR EIE R BE K R )
o image.py - I —MH FA AT 5] SR
o image_ded.py - 6 —/MiF A DCD $H ) ] 5 7] 5] %
o image srk.py - MIEF58] & fuse (SRK) 3Cff:
o Ipc55xx_tz_pfr.py - iy LPC55xx B H 5& X TrustZone 32 (R4 A7 X I 4
e mboot.py - )\ HrHbootloader sz B & 14
o sbfile.py - Gl L4 )5 30 (SB) W&
o sdp.py - 8 i} SDP {H A 77
o sdp_mboot.py - ¥R F#F] i.MX RT10xx #4355t bootloader)s 14
o sdps.py - f§ifil SDPS 5 A\ N 7F
HHiiE %A KW45 1] Python AR B,

Jupyter Notebook /Rl fE K38 HASCHEY, $RHEVTAKIZTT. TIRXT T jupyter IREEA T A, W]
PIZ#:  https://docs.jupyter.org/en/latest/start/index.html

KW45 Jupyter Notebook 7R filfi T jupyter examples H1:
C:\nxp\spsdk\examples\jupyter_examples

5 ({RESPSDKEFINBU

FHr KW45 Radio Bl 1 H L8 BUSAL S5 BIMERRAE, Todkdids, BIUnbesot: Arfuse. P
IEBMEHBREL. MR KW45 P 5 fused ll —4100E B PHIEB S5 NE), WESHES
AP Z BT MBEP-IERE RPN, TH IR KW45 B A1) NBU $4TC ik 4kSE
BT, PO B SR A BT Y 2 — R A SCA

B KW45 Radio[E -2 Hij, i58H KW45 224 bootloader [ IEASHIH -
e KW45 Security Reference Manual (document KW45SRM) -- Section 8 ROM bootloader

e KW45 Reference Manual (document KW45RM) -- Section 15 ROM bootloader

No.5/10


https://docs.jupyter.org/en/latest/start/index.html
af://n126

X H, 1@ ISP ¥ #Radio FW., KW45 ROM Bootloader 32t RGN 4sfe (ISP) SZHH
R, AT A MCU _LiaqT. EREFESEA ™ ShAar Bl (B4R AT A ™
anfilIESE) PPE RS HIG MCU #1740 o

Blhost &5 KW45 bootloaderifi{Z AIPCiig iy 447 T.H .. SPSDK H1414; Blhost, /0] DL A
% L H AN ARG,

2 ROM bootloader 3 A\ ISP #izCHF, B2 H 2k il LPI2C/LPSPI/LPUART 5 CAN #2171 Ly
Wl —EREIEREAW, Eat SN R . IR B e, BRI
UICERETP

FHI4E KW45 ROM bootloader , i@k ISP, ¥~ BOOT_CONFIG 3| (KW45-EVK H
) PTA4. SW4) Ff454% IP25 M5 [2F:13] (KW45 EVK ) o

= - I
014 '
Pein
i ] |_
""I" '—-_ ] " g . P30 "
Miress, *®emg O . -3 -

22 ol Jul

T T

V22281044

L e
IR
[T T 1T

Figure 3. KW45 EVK JP25 (left) and SW4 (right) highlighted in orange squares

Blhost receive-sb-file #y4 Tt ISP 8P CM33 fFdkradio (CM3) AfF LM
B B Zard, KW45 iasfaloe e gkl (SB) Uik, % Wi muggn N\ B brrifk
o

i1t ISP i) KW45 & 3% 2 4 Z gk S0fF DL fRadio FW FRE—RIIBTE. SEREMERIED
B, iFS#% AN_SPSDK.zip .
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1. fifi i} SPSDK nxpcrypto M HFEFE)E 5 —Root of Trust Keys ( RoTKs ) FlT] ]
Image Signing Certificate ( ISK ) .

2. 2 )5, WP RZESGERRE S, PAAERE & 2 BIRE A 2 AxS09iEF .
3.5, BERIE—BENLIY SB3 B EAMTAE B H (SB3KDK ).

4. f RoTKs #1 SB3KDK A: il i E AR B EH E M A (ROTKTH ) ¥G7E T~ — /) KW45 H A
fuse 1 g fe o

X LA R IR AR PR T A2 BRSO, IRk Sy KW4S DUREHTH NBU.

I'---------------------\I
. Generate Keys ' I "\
. &Certificates |

Figure 6. Keys and certificates are the output of this step

NOTE: i@ i FIAH [e] 8 BAVAS A Jle ) SR AP IRl — A SCHE e b, 2 R T RES B SR AN&
RBEAEAER SO DL, —RBHER, PR PATRRRFL R | 1 A0 AT R A
Z A Key ZRICIEAK -

LA SPSDKAE SR BIANIESS . £l Fl JupyterdT JF 25— 20 AR I HAT A HLITHE o
IRYETT BB * . yml BUESCHE . SCHFFERTHY S Jeworkspace H A o

52 {EFOEM keys ERZEE "I FSB

7 KW45 EVK fuse B fkeysTigmfe, LUMEEF L fd@A. BT H EVK &
PEARErE, (HEEA HiusebfT4FE. X} T EVK, M {# FINXP SDK Keysde Az i 224 — k]
7 44:SB3,

LA TR SO AL R T OEM P22 s il i B BIANIE T3 X2 HIRNIE B AE SB AL E X
e AT MBS, 55— DTS ENXP releasefh) A [a] R A SDK H 2 B A 7] 25 44

image.,

KW45 ROM bootloader 2t #image P i B EIHE 4, K RFE KW4s HE 1 #figafe 7 2
BIAMEEH . XHIET KW45 Radio RAEIZ 1T H B HiMimage. Wil — 41L&
BRI (%.sb3) , WRER &% F] OEM KW45,
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MCUXpresso
SDKBuilder

e

\5 — —
| Generate Secure | e
L ! Binary File SB3.1 ! Image

OEM Secret Keys LSRR — ’ .sb3
& Certificates

Figure 8. OEM secret keys to generate a secure binary file (*.sb3)
B SPSDK AL i 224 ) — 3RS, 1 Jupyterd T T 45 =AZiL A A T84 BT
XL fEworkspace SUAEIe R AL ji,, XA “sb3.sb3”

5.3 {EHOEM keys XWKW45tE il {T4RIE

R EOEM-open Ay F 4R HEKWASKE J, B AUE \—Eefuse A REREAE AT H
FERA R, A Z Al A ) B I VK WAS fuse dEA T2 FE:

« CUST_PROD_OEMFW_ENC_SK: 256fiimei a4, FT(y OEME HEHINLE . i35 5
{1 sb3 (SB3KDK —-SB3 keyJRA:key) k{7 [ i B

e CUST_PROD_OEMFW_AUTH_PUK : 2563 RoTKTH , &% FF CM-33 F [N fFimageilil

TERARAEZ 5, COEIRKWASKHE Bk ABER RIS N\ Hifuse PR E] . AEEREE) E— b
AR R ARNIE S . — Bggnte, KWASHAREH 2ol —gE i OIS0, X8 — R A2
JH Tl — 2R 5 BRI 5 2 B o

SR A b A A B T K WASHE R BEA T K AR . 15 Jupyterd T JF 55 — A~ 290 AR
SR, FEBSUR G — A ST IR I T W kyesiR 2 B 129 R ORI & 2 5, PT84
BATTAK o

Note: KW45 EVK fuse 129154 SR A8 fkey Bise 4wt . KA Ll #example line JF44
IR T
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Program device fuses with keys/RoTKTH generated in previous steps

To program fuses bihost tool is used. Device needs to be in ISP mode, where it can communicate with bihost and process bihost commands. To serve the
purpose of this document, ISP communication only over UART peripheral is considered for scripls. Also, accurate COMx port must be used

WARNING!!! This step is destructive operation (burning fuses), be sure that you set values of SB3KDK and RoTKH
correctly in script as printed in output from nxpimage

In [8]: # Increase voltaoge for fuse burning
%! blhost SUART_CONNECTION set-property @x16 1

# progrom SB3KDK (CUST_PROD_OEMFK_ENC_SK)
£ put volue SBIKDK generated by nxpimage
#%! blhost SUART_CONNECTION fuse-progrom 8x20 [[ substitute this comment by the SHIKDK generated key output in section 5H3.1 gend
# exomple Line : X! blhost SUART_CONNECTION fuse-progrom @x28 [[7oa7ef9813b3561257b8837daob26225301df3511217f2733c71dodcd447722d1

# progrom RoTKTH (CUST_PROD_OEMFNW_AUTH_PUK)

#%! blhost SUART_COMNECTION fuse-program 8x1F [[“Substitute this comment by the ROTKTH generated key output in section 5B3.1 gemd
# example Line : X! blhost SUART_COMNECTION fuse-progrom 8x1F [[650d8007070ff27a3e8a2dal4781b922fd8205b6c00bfabs7f00e87Flal6b8b3¢

# Progrom TZM_EN fuse, this fuse was missed during manufacturing of first K45 somples. Without TIM_EN fuse set, the S3MUA semapl
X! blhost SUART_CONNECTION fuse-program éxD [[e1]]

# Set voltage to normal volue
X! blhost SUART_CONNECTION set-property 8xl6 @

 Figure 12. The highlighted commands must be updated with keys from step 2

SB3.1 generation
We have created cetificates and keys required for the creation of SB2.1 file, Lef's create a SB3.1,

In [7]: %! nxpimage SVERBOSITY sb3l export £SB31 TEMPLATE_PATH
assert _exit_code == @
assert os.path.exists{WORKSPACE+SE3Ll_FILE_PATH)

i ace/sh31 _config.yml
SBIKDK: 1d5ad3bcdadbactecle6obd2easbach2faaf1207017f coadre3fenfarde 7edl f

ROTKTH: Gcafdbadl7041784Fde754ba8238bae5793ab8074a6f0dfTba3114001102434a356Fabb761bd30377Ic6c6880895a643
Success. (Secure binary 3.1: C:/Users

Figure 13. Keys generated in step 2

5.4 18FAYimage ZIEFIKW45

X g — 2@ idBlhost receive-sb-file 452 il o

Secure f’ -------------------- "‘I
:n:.y > | Send SB3.1 file : » | KWas sample rpadmigr::mud with new

| Figure 14. In this step, the generated *.sb3 file is programmed in KW45

T A ) 224 ke SO & £ BIKWA4AS EVK, 158 Jupyterd THF S5 DUAN B0 AR . FRIRZEID
AR, FEISPRL N oIdaibi 1, T84 cell. blhost receive-sb-file 4>
T B LR A RE 5E o
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— Jupyter 5.4.Sending the new image to KW45 (autosaved)
Fila Edit View Insert Cell Kemel Widgets Help

B + = @ 0B 4+ % PR B C W Markdwn W | =

Device preparation

Mow it's time to prepare the device. In this example we will use KW4S-EVK board
First step is to enter ISP mode, this could be achieved by

1) Put JP25 10 (2-3)

2 ) Reset the board with SW4 pressed

KWES-EVK

Use app nxpdevscan io check i the device is connected to the PC in ISP mode

In [4]: Xalias execute echo X1 && X1
Xalias_magic | execute

import os
import pprint

pp = pprint.PrettyPrinter(indent-4)

WORKSPACE = "workspace/™ & change this to path to your workspace

Trusted | Python 3 {ipykemel) ©

VERBOSITY = “* & verbosity of comsands, might be -v or -wv for debug or blank for no additional info

SB31_FILE_PATH = “sb3.sb3”

# check if the device is connected ond detected by PC
X! nxpdevscan

Created "X!° as an allas for “Xexecute .
nxpdevscan
meemmess COMNECTED MNP USB Devices --------

Fammmsead VD IADT Maglrape

| Figure 15. Fourth notebook opened in Jupyter Notebook

LA ] T AL ) Frreleases B TN XP KW4S radio,
AP AT
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