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i.MX 

FEATURES OF CYCLONE NXP I .MX RT10XX PROGRAMMING 

• Simple i.MX RT10xx security configuration

• Supported i.MX RT10xx device protections

− Boot authorized code only

− Flash secured against copying\inspection

− Sensitive fuses protected against reading

− Secure access to i.MX devices after programming

• Automatic sign and encrypt operations during SAP image 

build 

• Data security maintained through the manufacturing 

process
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PRODUCTION PROGRAMMING TOPICS

• Cyclone Programmer – Introduction and Security

• i.MX RT10xx Security Features

• i.MX RT10xx Configuration with Secure Boot Utility

• Programming and Security Workflow Overview

• Demonstration
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Cyclone Programmer
Introduction and Security
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CYCLONE OVERVIEW :  STAND -ALONE PROGRAMMER

• Can Operate Independent of a Computer

• Target Programming Connections

- BDM, JTAG, SWD, USB, etc.

• Consumes Production Programming Images

• Controllable from the PC (Ethernet, USB, Serial)

• Powerful SDK for automation

• Secure System for storing programming data
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Image Creation Utility

CYCLONE OVERVIEW :  STAND -ALONE PROGRAMMING (SAP)  IMAGES
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Infrequent Events : 
• ImageKey Creation
• Storing ImageKey to Cyclones

Frequent Events : 
• Building Encrypted Images (eSAPs)
• Storing eSAPs to Cyclones

CYCLONE SECURITY :  IMAGE ENCRYPTION
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i.MX RT10xx 
Security Features
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Encrypted 

Boot Key

Signing 

Certificate

APPLICATION

APPLICATION

APPLICATION

Signing Process

Encryption Process

OTP 

Fuses

i.MX RT Flash

APPLICATIONQSPI Bus

SIGNING AND ENCRYPTING I .MX APPLICATIONS
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i.MX RT

Secure Boot Utility

Secure JTAG

Lock Fuses

JTAG 

Password

Debug/Programming

Interfaces

OTP Fuses

SECURE JTAG

BOOTAES

:
JTAGPWD

:
OPT1:

4F83E7496D2...

FB28EC94485...

xxxxxxxxxxx...

xxxxxxxxxxx...

Debug

Customer 

PEKeyFile 

Collection

???????????....

???????????...

????????????...723442347324

?.

?.

?.

?.

?.

?. ?.

?.

?.

SECURE JTAG
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Secure Boot Utility
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Secure Boot 

Project (.SPB) 

File

Cyclone Image 

Creation Config

IMAGE CREATION UTIL ITY:  SECURE BOOT UTIL ITY INTEGRATION
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IMAGE CREATION :  SECURE BOOT UTIL ITY
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Signed

Encrypted

JTAG Password

Fuses Locked

SECURE BOOT UTIL ITY:  SECURITY SETTINGS
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SECURE BOOT UTIL ITY:  FUSE OUTPUT
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SECURE BOOT UTIL ITY:  SECURITY ANALYSIS
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Secure Boot Utility / 

Command-Line 

Compiler

Inputs binaries, 

certs, settings and 

outputs, flash and 

fuse information.

SAP Image Compiler

Creates 

cryptographically 

secure Cyclone 

programming image.

Secure Application

Configuration

Customer 

PEKeyFile

Collection

Customer ImageKey

Secure Boot 

Project (.SPB) 

File
Cyclone Image 

Creation Config

Cyclone Image 

Creation Config

IMAGE CREATION PROCESS:  SECURE BOOT BUILD
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Programming and 
Security Workflow
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Company Location Manufacturing Facility

Image Creation Utility

Secure Boot Utility

Flash

OTP 

Fuses

i.MX RT

PROGRAMMING AND SECURITY FLOW
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Demonstration
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