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A NEW POSITION OF STRENGTH

#1 Communications Processors o ° #1 Broad-Based MCUs

#1 Secure ldentification ® * #1 Automotive

#1 RF Power Transistors ——= s #1 Small Signal Discretes

~45,000 Employees 11,000+ Engineers
9,000+ Patents
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FOCUSING NXP SOLUTIONS ON HIGH GROWTH MARKETS

Secure,
Connected
Vehicle

 ADAS: Radar, V2X, Vision,

Fusion, network processor
 Car entertainment
* In-vehicle networking
» Secure car access
» Secure car
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End-to-end
Security &
Privacy

» Mobile transactions
* E-Government

* Smart bank cards

» User authentication
« Embedded security

e Cloud & Infrastructure
Security

Smairt,
Connected
Solutions

Industrial

Consumer

» Mobile audio
 High-speed

Interfaces

» Smartphone RF

* Personal health
& fithess

» Healthcare

* Smart home &
buildings

« Smart cities, smart grid

* M2M, Industry 4.0

* Intelligent logistics

* 4.5G/5G Networks

R4
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Kinetis & LPC 32-bit
ARM® Microcontrollers

i.MX ARM® Applications
Processors

Wearable / Healthcare

e Health / Fitness & Wireless Healthcare
* Diabetes & Cardiac Care

» Diagnostics & therapy

Smart Home
* Smart meters & grid

* Integrated wireless connectivity solutions
* Home energy control

Smart Accessories

* Game controllers and consoles

» Wearable computing

» eReaders, tablets, portable navigation

Vehicle Networking & Information
* Infotainment, software define radio
» Navigation systems, E-call

Home Appliances

» Energy efficient refrigerators, dishwashers
* Human-machine interface

» Connected appliances

Factory Automation & Drives
* Machine-to-machine

* Motor control

* Industrial networking
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2088 2045 c08S Company Name
Company Name Revenue($) Company Name Revenue($) Rank pany
1 New NXP 37%
: 1 Microchp + Atmel 1,763
1 Renesas Electronics Corp 3,138 5 ST Microelectronics 36%
2  New NXP 3.017 2 Renasas 1,299
' 3 Nuvoton 6%
3 Microchip + Atmel 2,093 3 NewNXP 902
. . . . 4 Atmel 4%
4 Infineon Technologies 1,504 4 ST Microelectronics 796 - X
5 ST Microelectronics 1,504 5 Texas Instruments 713 S Silicon Labs 2%
6  Texas Instruments 1,206 6  Cypress Semiconductor 486 6 Infineon 2%
7  Cypress Semiconductor 675 7 Infineon 190 7 Texas Instruments 2%
8 Samsung 376 8 Silicon Labs 151 8 Spansion 2%
9 Toshiba 193 9 Toshiba 140 9 Others 8%
* Exclude all ASSP (Auto, etc.) * Exclude all ASSP (Auto, etc.)

* Data source: IHS & IHS China m
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"‘G‘ Strength in Product Longevity
© reommxs

- NXP (both NXP LPC and former Freescale) have longstanding

records of providing long-term production support for our
products

- NXP has a formal product longevity program for the market
segments we serve

- For the automotive and medical segments, NXP will make a broad range of
solutions available for a minimum of 15 years

- For all other market segments in which NXP participates, NXP will make a
broad range of solutions available for a minimum of 10 years

- Life cycles begin at the time of launch
- Includes NXP’s standard end-of-life notification policy

- For a complete list of participating products, visit,
nxp.com/productiongevity

\r
4\
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NXP Solutions: IDE / Toolchains: Evaluation Kits: - HomeKit SDK Broad Market:

~

Drivers

System Services
FreeRTOS

USB

TCP/IP A

Filesystem )

mMox PEG

.

RTOS, Middleware Partners:

71 GIAR

LPCXFRCSED SYSTEMS

Kinetis Desr n Studio
X e.,'

ARMKEIL

Micracanroles Toals

‘E}atollic

Software Configuration:

/27705 ] Micripm

ARM mbecj% G_Eff"vﬂiys'
) TWAR

D) ———— [ [ o

.Z..‘ Saen  eXpress

Comprehensive frameworks and
solutions for low-power,

connected, and secure embedded
systems
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» Power Estimation
* BSP Tools

* Project Generator
\ Power Analyzer

PEG

Mrocessor Expert Software

frooscaie

Industry leading IDE support and
intuitive software configuration
tools to accelerate application

development

Freedom Development
Platform

Tower System

Partner Solutions
»#
SEGGER

www.segger.com

v
7 SYSTEM

DG LPC-Link2

o

Low cost hardware platforms for
evaluation and application
development. Partner solutions for
hardware debugging solutions

- Motor Control

- Wireless Charging
- Sensor Fusion

« MFi

- PEG GUI

6 . POS | EMV

Connectivity Solutions

HemeKit

T —

iftherﬂet @

v @)
z @)

802.15.4

Software frameworks and
development tools for targeted

applications and certified
connectivity solutions

» OOB Walkthroughs

* NXP Community

* Embedded Blogs
!
J.gi : * Kinetis Designs
= .« Kinetis Tutorials

@ * Application Notes
» Symbols & Footprints

High Touch:

0 « Professional Support
» Professional Services

Get started quickly and get
the support you need, when
you need it




New KE1x Series
- BB ZAHAESE - EZIMEH IR ERAIEMEERSY Kinetis ER IR ik
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2.7~5.5V Kinetis KE1x(2H 2016)

-40~105C
Pin compatible for SO8P and KE

CM4F/CMO+, up to
168MHz/72MHz;

c Up to 512KB flash;
= Up to 100pin;
E Up to 4KB EEPROM,;
(@)] BootROM;
L BME and Bit Band:
< / 3LPUART; 2LPSPI; 2LPIIC;
oy ( FlexIO;
@ SO08AC .
= S08 Core; 8KB to 128KB; Up to 2xCANS;
I \__ 32pin to 80pin Up to 3x ADCs(1Msps
S |7 12bit);
5 S08SH 12b DAC;
= Sop Core: 4KE to 32KE; Up to 3xACMPs;
& > = New TSI;

SO08MP Up to 4x FlexTimers;
S S08 Core; 12KB to 16KB; RTC
4(35 [ 2FTM; PGA; HSCMP; DAC
O (
= S08SV/FL16
Q S08 Core; 8KB to 16KB
2— L IPC; 30GPIO

=
S08SES8

S08 Core; 4KB to 8KB;
10ch ADC; Ganged Output

S08QD4
S08 Core; 2KB to 4KB

= ~/

Performance m
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Kinetis E 2589 m=K k&

A

I KE1xF —168MHz CM4, ADCs
_Execution
I KE1xZ — 72MHz CMO+, Enhanced features

I KEOxZ —40/48MHz CMO+, Entry level ‘
KE18F KE18F

I KE18F —CM4, ECC, 3xADCs,

2xCANs
c CAN
Q KE14F — CM4, ECC, 3xADCs M4
hd
(0 | O Yy g PR S
| .
Ty
et MO+
c
-_— I KE15Z — CMO+, 72MHz, TSI

KE14Z — CMO+, 72MHz

M KE067 - CMO+, 48MHz, AN M0+
KE04Z — CMO+, 48MHz
KE02Z — CMO+, 40Mz, EEPROM

v

8KB 16KB 32KB 64KB 128KB 256KB 512KB

Memory Density
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- 2./~-5.5V, -40 to

A B KE18F - CM4F, 168M, Dual CAN +105C
I KE16F — CMA4F, 168M, CAN KE16F .
S12K8 KE14F — CM4F, 168M ? ® H |g h E M C/ES D
B KE15Z - CMO+, 72M, TS _ KEL4E | rObUStneSS
B KE14Z - CMO+, 72M
— — MO+, 48M, . .
m——A - Pin compatible
256KB KE02Z — CMO+, 20M/40M, Baseline W|th | n K| n et| S E
128KB

ooz | oo | eone | o |
64KB KEO4z | KE04z || KEO4Z || KE04Z |

KEO2Z | KEO2Z | " KEO2Z | KE02Z' | KEO02Z' |
N WA W R
16KB KEOPZ | KEO?Z | KEO02Z |
W ooz | weoz | ez |
16TSSOP 20s0IC 24QFN 32QFN 32LQFP 44L.QFP 64QFP 64LQFP 80LQFP 100LQFP
0.65p 1.27p 0.5p 0.5p 0.8p 0.8p 0.8p 0.5p 0.65p 0.5p

h
P
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KEOXZr = i+ 14

Key Features:

Core/System
* ARM ® Cortex ®-MO+ up to 48MHz

Memory

* up to 128KB Flash

* up to 16KB SRAM

* up to 256B EEPROM

Communications
1 x MSCAN
*3xXxUART/2xSPl/2x12C

Analog

*1x12b ADC

* 2 X ACMP

Timers

* 1 x 6¢ch FTM (PWM)

* 2 X 2ch FTM (PWM)
*1XPIT/1xPWT

*RTC

Others

*Upto711/0s

+ 2.7-5.5V, -40 to 105°C
Packages: 80LQFP(0.65mm pitch)
64LQFP(0.5mm pitch)
64QFP(0.8mm pitch)
441 QFP(0.8mm pitch)
32LQFP(0.8mm pitch)
32QFN(0.5mm pitch)
24QFN(0.5mm pitch)
20SOIC(1.27mm pitch)
16TSSOP(0.65mm pitch)
Pin compatible within KE

14

ARM® Cortex® -M0+
48MHz
Debug
Interfaces
Interrupt
Controller

Safety and
Security

Analog

System

Timers

3 x FlexTimer

PIT

PWT

RTC

Memories

128KB Flash

16KB SRAM

Communication Interfaces

Clocks

HMI

KBI

2 true
open drain

8 pins 20mA




KE1XZF stk

Key Features:

Core/System

* ARM ® Cortex ®-MO+ up to 72MHz

» 8ch eDMA

* TRGMUX

* MMDVSQ

Memory

* up to 256KB Flash

* up to 32KB SRAM

* up to 32KB FlexMemory / 2KB EEPROM
* Boot ROM

Communications

* 3X LPUART /2 x LPSPI / 2 x LPI2C / FlexIO

Analog

*2x12b ADC, 1IMSPS

* 2 X ACMP

*1x8b DAC

Timers

* 1 x 8ch FTM (PWM)

* 2 X 4ch FTM (PWM/Quad Dec.)

*1xPDB

*1X4chLPIT/1XxLPTMR /1 x PWT

*1xRTC

Others

* Up to 36 keys TSI

* Up to 89 GPIO with glitch filter

* 2.7-5.5V, -40 to 105°C

Packages: 100LQFP(0.5mm pitch)
64LQFP(0.5mm pitch)
Pin compatible within KE

15 PUBLIC

Debug
Interfaces
Interrupt
Controller

Safety and
Security

Analog

System

Timers

Memories

256KB Flash 32KB SRAM

3 x FlexTimer

1 x PDB

LPIT

LPTMR

PWT

RTC

Communication Interfaces

Clocks

HMI

Robust 10

8 pins 20mA




KE1xF rFroniste

Key Features:

Core/System

* ARM ® Cortex ®-M4F up to 168MHz

* 16ch eDMA

* TRGMUX

* MPU

Memory

* up to 512KB Flash with ECC

* up to 64KB SRAM with ECC

* up to 64K FlexMemory / 4KB EEPROM

* 8KB I/D Cache

* Boot ROM

Communications

* 2 X FlexCAN

* 3X LPUART /2 x LPSPI / 2 x LPI2C / FlexIO

Analog

*3x 12b ADC, 1IMSPS

* 3 X ACMP

*1x12b DAC

Timers

*2x8ch FTM (PWM)

* 2 x 8ch FTM (PWM/Quad Dec.)

+3x PDB

*1X4ch LPIT/1XxLPTMR /1 x PWT

*1xRTC

Others

» Up to 89 GPIO with glitch filter

« 2.7-5.5V, -40 to 105°C

Packages: 100LQFP(0.5mm pitch)
64LQFP(0.5mm pitch)
Pin compatible within KE
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Debug
Interfaces

Interrupt
Controller

Safety and
Security

Analog

System

Timers

4 x FlexTimer

3 x PDB

LPIT

LPTMR

PWT

RTC

Memories

Boot ROM

Communication Interfaces

Clocks

HMI

Robust IO

8 pins 20mA
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Kinetis E Series Birmthia &
5V Motor Control

Appliance
: — | d% . ’ Industrial

\-

E-Bike AC Motor DC Motor

Intelligent Circuit
MCCB Breaker

Induction Cooker

Refrigerator

Srmart Lighting General Purpose

212
LR LA
(R ]

L

Industrial
HMI

HVAC
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BTV - ZEHIE

/ORI T I
REBITE
™ HAECCIERIRAM !

M AECCIERFlash *

/O F5VEE[RHIARIL - FHBRFIRRIEE

IRt B AT SIEC60730 class BIREM LR E

SRAMIHBECCHIRZHIEINAE - SRbitia R IE ~ Xbitta Ll

Flashfi AECCHIRZHIEINAE - SEbitieARUE ~ Xbitta 4l

CRC# 5 X #r16bit/32bitB E F 7] fr iz Z I AWCRCH I
AFEEEI A WENIEI 1A - FHZIFANRET b
At e 5 1 s 400 22 B EEmR R PiEIEE BN ESIER  IREFELHNS  NeE
hprFnE ey & S
RERIFETT L ERNNFRIPIIEEEEB RGBS B IEENANTFIAID]
Flashij o] 3%l Flash 151011 HlI £ 70 (FAC) e BT RIFA P B A B - fRIPPAEFIIR =Y
Flash &£ 1% Flash&Z &% - bR 7 BEB R INB YT FlashBREEN - Bt EERS LEFlashN

WIRIEER -

1: KE1xF only
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Robust & Safety — EMC 14 #E
Witz

PKE18F512VLL15
IH Cooker as the test platform

EFT Tesl Setup

System level tests based on
- IEC 61000-4-4(EFT)
- |IEC 61000-4-2(ESD)

-

. Indirect Conlad Discharge Test Setup

MR 5
System level
- IEC 61000-4-4(EFT):+/- 4.5kV*
- |IEC 61000-4-2(ESD): Contact Discharge(at the case) +/- 20kV
- |IEC 61000-4-2(ESD): Air Discharge (at the control panel) +/- 15kV

*Limited by the test equipment max output voltage
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Robust & Safety — Error Correction Code!

- RAM ECC:
- 8-bit data with 5-bits ECC
- detect & correct up to 1-bit error

- detect out up to 2-bits error
support ECC bits self error
check

- Flash ECC:
- 64-bit data with 8-bits ECC

- detect & correct up to 1-bit error
support ECC bits self error
check

1: KE1xF only

22 PUBLIC

Data in RAM
Data ECC bits
o/ojol1]|0f1]0]0 111/0[(0/(0
Inverted

Read-out Data

"01010
= i

0
Error Correction!

Erro:&cteo N

Compare

h
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Robust & Safety — FAC- FlashifaliZ=4l

- AIRIERIIFlashy B, &x%64F%, AIXS2IRMERIZE 1L 0)3EH]
- ZMERENRE:

- Supervisor/privileged secure state — Execute & Modify

- Mid-level state — Execute Only

- Unsecure state — No Access Right

- AP B RIEProgram Once Areafd B 1/ 10) 1l

0x0_0000

Prevents unauthorized access to selected code segments!

RE1E XF & Ememory R ig B R RN AY151E]
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Last Program Address

Program Flash

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

Program Flash Size / 64

h

P



ot

24

TERE Bk E

High frequency CPU
core
8KB I/D Cache?

MMDVSQ 2
TRGMUX

eDMA

1: KE1xF only
2: KE1xZ only

PUBLIC

KE1xF, CM4 core runs up to 168MHz
KE1xZ, CMO+ core runs up to 72MHz
Improve system performance

Improving the code and data access efficiency
Improve system performance

Hardware engine for math operation, reducing CPU workload

Improve system performance, more flexible for internal
connection

Improve system performance, reducing power consumption
and CPU workload

h
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Performance and Efficiency — Z it R TRGMUX

REMNGRZEMARRZE

- Any digital signag Any digital signa!i -
- Compare -

Pulse-Out Signal

ADC Trlééer g
- PerIOdIC -

Compare - -

ADC HW Pre/Trigger

Periodic Pulse
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HMI

Up to 36 touch keys
TSIfIERLN 1 Pass IEC61000-4-6 test, enhanced EMC/waterproof performance
Al Supports both self-cap and mutual-cap sensing mode

KEERIXENIO 8 high drive pins offer maximum 20mA driver current each

More control signal Input/Output
HZHIOME More flexible hardware design
Up to 89 GPIOs on 100LQFP, 58 GPIOs on 64LQFP

1: KE15Z only
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g ﬁn_,\/) J MOde
- (& B8 B ARV EB AR
- BEESIRD

- PR - O N IRE B

HEZTMIMNIZ T
B3R Mode
- HAERHNREE

St

- BT REFEIME -
- ATRERKZDSREN
High Performance in EMC

- IEC61000-4-6 Certification by

GRGTest

- IEC61000-4-6 Certification by AUDIX

PUBLIC

YRS

Grotnd Hatch

Self Sensor Patiern

4
=
/,f\‘z Dielectric
Overlay
c.

7

d Electric field

Routing
Self-cap Touch Sensor structure an

TSI Value Features

U Two operation modes
Self-cap: up to 25 keys
Mutual: up to 36 key
U Advanced robust in EMC
Pass IEC61000-4-6 standard test
O Advanced robust in waterproof
U High sensitivity and resolution
U No need for CPU interfere
U Ease of use
NXP Touch Library support
SDK touch APIs support
U No need for external components

Mutual Sensor Pattem

AUDIX }

Dielectric
Overlay

10 pin Routing Routing 10 pin
Mutual-cap Touch Sensor structure and Electric field

¢i. RUTANSNREENRE
rl650§3“' 3§ SaG200233
s

r:.ism.!mca:

1

Appheant: Freescale Senuconductor (Chinz) Linuted SuZhou Branch

2. Descnption of Device:

3
4

EUT MN
KE touch control panel KEIxF_TSI_ EVB
Date of Measurement:  Sep 30, 2015

Test tem:
Radiated Susceptibility: ENS

4 (IEC 61000-2-6:2006)

5. Measurement Results: Pass

6

Test Data:
See the additional t2st data.
All the test set-up set under the requirement of the customer.

7. Test Photos:

See the additional test photos

Vinent Ga

(Vincent Gao / Test Engineer)f

»
Y For and on behalf of
Audix Technolegy (Shanghat) Co., Ltd.

Qo Oh

Authorized Signatu EM(‘(\ Ochcn / Reviewer)

|4
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Power Efficiency EHERK

Include HSRUN?, RUN, WAIT, STOP, VLPR,
ZHINFERN VLPW, VLPS to save power
Improve system power efficiency

Support working in low power modes

Avoid frequently waking CPU and reduce power
Haeshi= (TSI?, LPUART, LPSPI, LPI2C, FlexlO, ADC,

eDMA)

1: KE1xF only
2. KE15Z only
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mREXX — B HESM IR

+ LPUART, LPSPI, LPI2C, FlexIO #BgefEwait & stoptEX T L€, FH{FEFHeDMASTREIEI &~ - TEMEECPU,

/ -‘ - \
H
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KEIxFF &

BT A
- KDS, IAR, KEIL

- KSDK Kinetis Software Development Kit

\

FRDM

FRDM-KE15Z
FRDM-TOUCH, for TSI evaluation |

- IEC60730 compliant library (Class B Safety S/W routines certified by

VDE)

BT
- FRDM
- TWR

- ZFERATITHGR

31

- 3-in-1 motor control, dual motor control and PFC
- High voltage motor control daughter board

- Touch sensing in pad, slider and wheel

PUBLIC

TWR | TWR-KEL8F

Oth RD-KE15Z-TSl, full function TSI board, more keys '
er HVP-KE18F
HW KE18F-3IN1DC

KSDK 2.0

SW NXP Touch Library |

/

Docs

RM, DS, AN... in EN, JP and CN

h
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KE1x Enablement - EHEHIF AT

Freedom Shielc Tower System TSI Evaluation Board

FRDM-KE15Z

- Ultra low -cost/power
development platform

- Form factor
compatible with
Arduino platform

- Compatible with
Freedom shield

ISl

WAN
=

FRDM-TOUCH TWR-KE18F RD-KE15Z-TSI

This evaluation board, in - Richer feature set - Evaluation board for
a shield form factor, . Standard Tower new TSI hardware
effectively turns a NXP Canilla el and software design

Freedom development
board platform into a - Compatible with
existing Tower

complete motor control
reference design System peripherals

32 PUBLIC
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TELIEMCULME R BIERE ™ mh

1 Production

ePOS

In Development

In Concept

PCI PTS 3.x Pre-Certified

ARM926, 400/480 MHz
Drylce Security Block
HAB, RTIC

Cortex M4 120MHz
Drylce Security Block,
with USB OTG

Cortex M4 50MHz
Drylce Security Block
with USB OTG

,

PCI PTS 4.x Pre-Certified

PBOC3.0
Cortex-A7, dual core, 1GHz

Tamper, cipher, encryption
Performance enhancement

Incremental SRAM Flash

”

+ Advanced DryICE Security

+ EMV Compatible

+Advanced DryICE Security

Security

Cortex A7 528MHz

+ More Tampers

+ CAAM (256bit security)
+ DPA, RSA, AES,3DES
+ EMV Compatible

+ More secure RAM

&

Cortex M4, 150Mhz,

+ More Tampers

+ TRNG, DPA, RSA, SM2~4
+ More RAM (256KB) & QSPI

+

Cortex MO+, 96Mhz,
Tamper, EMV Compatible,
TRNG, DPA, RSA, SM2~4

PCIPTS 5.x

nhancemen

ption

PINPAD, MPQOS, 3@ GEN U-Key

v

2012 2013

34  PUBLIC

2014

2015

2016

2017
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K81 Devices (256KB Flash, 256KB SRAM)

M . Clocks
Arm Cortex-M4 - MPU emtlaﬂe_s R SCG
Key Features: Up to 150 MHz with HSRUN Program Flash SRAM

Bit Manipulation Engine

(Upto2s6kB) |l (256KB) J|

Core/System

» Cortex-M4 with 8KB I/D-Cache Debug External Bus
« FPU and MPU , BME DSP (I'r:'nlt:;f;:l:;
Memory Interrupt Floating Point

* up to 256KB Flash, ControIIF:er SDRAM

* up to 256KB SRAM Controller

decryption - -
— ] 2KB Secure

| Session RAM JI

*QSPI Flash interface with OTF 8KB I/D Cache

Security

*True Random Number Generator
*Crypto acceleration MMCAU

+ 160B(32B+128B) Secure RAM for Key

8KB Sys Cache

Security Analog Timers Communication Interfaces HMI

and Integrity
storage - LPTPM
* Enc. Engine (DES/3DES/AES/RSA)
*RSA2048 support (3 decrypt and 1 encrypt Programmable
<750ms) Delay Block
*ECC: ECDSA and ECDH for up to P256
-DES/3DES with HW DPA - S
*AES256/192/128 with DPA Interrupt
*Up to 8 Tamper Pins Timers
*RDC: Resource Domain Controller
Low-Power
Timers - Timer
*Independent Real-Time Clock (RTC)
Independent
Others ciml (TF'J?E)
*2x EMV compatible ISO7816-3 interfaces :
+1.71V-3.6V; -40 to 105°C oamer
*Up to TBD x I/Os (3V) TR
*Priority Packages:121MBGA, 100LQFP

Availability
» Samples: Q4 2014
* Qual/Production: Q1 2015




Kinetis L Series

KL81 Devices (128KB Flash, 96KB SRAM)

Key Features:

Core/System
» Cortex-MO+
*MTB
* BME

Memory

* up to 128KB Flash,
* up to 96KB SRAM
*QSPI Flash interface

Security

*True Random Number Generator

*Crypto acceleration MMCAU

+ 160B(32B+128B) Secure RAM for Key

storage

*Enc. Engine (DES/3DES/AES/RSA)
*RSA2048 support (3 decrypt and 1 encrypt
<750ms)
*ECC: ECDSA and ECDH for up to P256
*DES/3DES with HW DPA
*AES256/192/128 with DPA

*Up to 8 Tamper Pins

*RDC: Resource Domain Controller

Timers
*Independent Real-Time Clock (RTC)

Others

*2x EMV compatible ISO7816-3 interfaces
«1.71V-3.6V; -40 to 105°C

*Up to TBD x I/Os (3V)

*Priority Packages:121MAPBGA, 80LQFP,
64LQFP

Availability
+ Samples: Q1 2015
* Qual/Production: Q2 2015

i Clocks
System Memories sSCG
ARM Cortex-M0+ Program Flash SRAM
96MHz (Up to 128KB) (96KB)
=
SWD I ocow |
[omowa ] 1 35 1

Interrupt
Controller

QSPI

Security Analog Timers Communication Interfaces HMI
and Integrity

LPTPM

Periodic
Interrupt
Timers

GPIO

Low-Power
Timer

Independent
Real-Time
Clock (RTC)
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Kinetis K81#) 4+ 43

- Oveview & Architecture

- Flash Security for Code Protection and Trust Boot
- DryICE for Tamper Detection

. QSPI

- LP Trusted Cryptography (LTC)

- TRNG

- EMVSIM
- SDK
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K81 xkH245tk

- BREA150 MHz ARM® Cortex®-M4F MCU with 8KB I/D-Cache

. £x K256 KB program flash & 256 KB SRAM

- FlexBus ¥ B R 232 [ X SDRAM #4250

- Dual QuadSPI#E0O, #F XIP(eXecute In Place) , Xt T /M1%&image3#FOTF decryption
- Digital Host Controller (SDHC) #IFlexIO

- {EDAERIEE A TV AR R BN 332 [

. 2x EMVSIM & - FFEEMV Standard v4.3 &I1SO 7816-3 #0041 &

- NERERALUN EH, 2KB &2 SRAMTEE B T F W E

- LP Trusted Crypto (LTC) fE IR 2FHE T BN FUITAES, DES, 3DES, RSA and ECCHIZE
- BERE i x Tz

- BNt 2 FCAURRIRIDES, AES, SHARIRE {4 &

h
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Drylce/RZREHIRTC

[
=
w
Z
=
O
—
@x
< T
N
o S gl g
3 : & £z =
s & - - (N
Clock Tamper :
Detect RTC oscillator
l Ql
VBAT Tamper 3
Detect Temperature &
VBAT Secure Key Tamper Detect | =
Power-On Erase
Reset
¥ ,
Time and Control Logic Static or Active
Monotonic 32;:@2?? and Register External Tamper
Counters y 9 Interface Detect
Digital Logic
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DryICE %%

- JITHIVBATIEEB 2 4% - 32.768kHzIE AR - BIEEMCUBREERIE /L N - (R15F
Drylcet& R IEE T

: 2%84\%%5!3’91%%@5)%”0, Rl L{FEVBATHLEE S, - ABEWR LIF TS E £

AR T

- XEERHIR AI/ORE T3 Br & Al A& R K HI AR

- AP UBIEER T ISRABRUSTFar - £A16bItHIZINTVRE - HTE
tamper /O T/EF E MR TV RYI AT LR

- BEIFMEXIERFE U R A B HRERER.

- R BEFHREEBEVBATEREEN CBEANEPHREMERE ISR

- RANEFZSRNF10%E PR AR AREE.

- ZMEASH, 2UHEERE, B NipSJLEMEkE
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Flashiic & 1gk
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fEflashX 15 i0x400-0x40FX 18, A& T16MNFTMflashBREFRT - XL EIEE © XWflashZ £ EBERED -

PUBLIC

Flash Configuration Field Byte
Address

Size (Bytes)

Field Description

0x0_0400-0x0_0407

Backdoor Comparison Key. Refer to
Verify Backdoor Access Key Command
and Unsecuring the Chip Using
Backdoor Key Access.

0x0_0408-0x0_040B

Program flash protection bytes. Refer to
the description of the Program Flash
Protection Registers (FPROTO-3).

Ox0_040F Reserved

Ox0_040E Reserved

0x0_040D Flash nonvolatile option byte. Refer to
the description of the Flash Option
Register (FOPT).

0x0_040C Flash security byte. Refer to the

description of the Flash Security
Register (FSEC).

h

P



Flash{fiFE F23

- FPROTEHEEFH#RENX 7 2RFHflashXig, ZHERIFIIXIERTABEW IRIE KIERR
-  FPROTHLUfFFiEflash Bi32%F 5y, ZLHRIFHOXEH/NENURIXE—1EFD

Program flash

Ox0_0000
Program flash size / 32 FPROT3[PROTO]
Program flash size / 32 FPROT3[PROT1]
Program flash size / 32 FPROT3[PROTZ]
Program flash size / 32 FPROT3[PROT3]
L] L]
L] L]
L] L]
Program flash size / 32 FPROTO[PROT29]
Program flash size / 32 FPROTO[PROT30]
Program flash size / 32 FPROTO[PROT31]
Last program flash address
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Flash ®&HFF3%

FSEC field Description
KEYEN Backdoor Key Access
MEEN Mass Erase Capability
FSLACC Freescale Factory Access
SEC MCU security

IR 2 FAMass Erase, {H{RROTPX i EflashBd B iR E =LK
MBERATIHODEE, FHF AN ER RS HRELHNEEE =KW
SECHIE X FMCUMZE IR - IRMCUBE X NLZEIRA - B DebugAEROANGFEXIEZAH IFN
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Software Attack
Code/Data Fetch
CPU Program/Egase CMD

Ext Mass Erase

Mass Erase Disable, FSL Factory Access Disable
Flash Region PROT Information
All load to Flash Controller before the release of Sys reset

) c
e .5_3 % g
Flash Read/Program| @ | & © o S S g
s = g’ o O o
Controller g TS L § —%o
g 8 oM <

Test Mode Entry

X

FIB (Focused lon Beam) is the only

Security Enabled

X

known method to change the
Debug Port configurations parameters like MEEN,
FSLACC, FSEC, etc

& Attack from Test Pin
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MEBEREBZZEBE

Key

OTP Region Updataﬁle Region

Firmware
Update

- BEE X ( Trust Boot region) FTF£ 5N ARHE

- TembootloaderE B AL RN R 2 AT - 2RIEETPKSC(e.g. RSA2048) HI#F X3
- REEBMIXEHABRABERBIZHOTPRE - 2 A 0IGERIE LY

- N8 W PN B
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Code Signification

Code Digest
Hash

RSA

: RSAE t
Private Key B

RSA
Public Key

Key Digest
Hash
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Signature

RSA
Public Key

Public Key
Hash

Code Verification

Code Digest
Hash

Result
Compare

RSA Decrypt

Verify Public
Key
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QuadSPI Flash

- ATEA 91~ﬁI3EI’J & {TFlash

- BIEEOLLITSPI

- BERAREMIHFESIE

. X #0n-The-Fly-Decryption-Engine (OTFAD)
- XHEE XN 4LER8EMNEUELEN - HeE L{FTSDRE#FDDRIE

- SDREXZAAILLT{£F100MHz, DDREx

- X ¥24-bit B 32-bittth ik F it

Cas

BB IFXIP, F EWATICHEE

= A L T{ETF75MHz

D1 2 3 d T g o

—————  |retruction 24 Bit

Address

51900 :;.\J—‘L/_\ / \ao)1E)- - -:'I':I:i{d}l:ﬂ,': {a *{ X 0 }'E}
S0M01 _ ﬂi} "-11:*:5}{‘} M&
EM-:-:IaEﬁta UMY | DUMMY | Byl 1 EEl'g.te‘?
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13 44 15 46 47 48 49 20 M 22 23 24 2L M

o AUV muyy

—'i

T

:i'"_ 0's Switches from input 1o Culpud
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On-the-Fly AES Decryption Module (OTFAD)
SSITITAESRE B R

. [ FAAES-128FBIRIF T I TE MBI IE PRO M B LA, 36 7E FC IO T B FROTFAD R 2

AES-128 Counter Mode On-the-Fly Decryption

= 128-bit key and 128-bit data block sizes

= Adds zero cycles of incremental latency for decryption when used with QuadSPI

= Receives 64-bit encrypted data from QuadSPlI, calculates decrypted data which is sent to AHB RAM buffer and bypassed back to system
AHB read data bus

Hardware support for 4 independent decryption segments, known as memory “contexts”
- Each context has a unique 128-bit key, 64-bit counter and 64-bit memory region descriptor
Functionally acts as a slave sub-module to the QuadSPI

- Logically connected "between" the QuadSPI and its AHB RAM buffer

- Shares system AHB and IPS (slave peripheral) bus connections
- Private 64-bit data buses for encrypted (ciphertext) and decrypted (plaintext) data

h
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LP Trusted Cryptography (LTC)

- RS MEGIIESIZLAE
. BEIX# AES, DES, 3DES, RSA and ECC(KL81 1A T SHA)

LTC

slave interface
e SE— LTC Registers

- AES

interrupt Input FIFO

system clock ]
Y T DES

async reset
Y Output FIFO
~——»=  PKHA

sync reset
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XJ RN ZS

- AES with HW DPA
- Electronic codebook (ECB)
- Cipher block chaining (CBC)
- Output feedback (OFB)
- 128-bit cipher feedback (CFB128)
- Counter (CTR)
- Extended cipher block chaining message authentication code (XCBC-MAC)
- Cipher-based MAC (CMAC)
- CTR and CBC-MAC (CCM)
- Galois/Counter mode (GCM)
- Combined CBC and CMAC (CBC-CMAC)
- Combined CTR and CMAC (CTR-CMAC)
- DES (KL81 support HW DPA)
- Supports both single- and triple-DES functionality
- ECB, CBC, CFB, and OFB modes
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2N AN Z

- Public-key hardware accelerator (PKHA) perform a number of different operations used in
public-key cryptography
- Integer MOD arithmetic
= Addition
= Subtraction
= Multiplication
= Exponentiation
= Reduction
= [nversion
- Elliptic-Curve Mathematics
= Point math over a prime field (Fp)
= Point math over a binary field (F2m)
- RSA up to 2048-bit
- ECC up to 512-bit

h
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K81/KL81EFSDKEIE£LZdemo
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Security Use Case

SM?2/3/4 Hardware accelerated Security Algorithm Secure boot
loader
DES SHA?25
ECC RSA /3DES AES 6

LTC DRIVER

LTC HAL

* Implemented key security algorithm based on LTC

» Security use case
v' Data Encryption/Decryption
v" Hash function
v Digital signature
v' Key exchange
v' Message authentication
» Secure boot loader with image authentication and upgrade

» Closed the gap between customer’s requirement and LTC driver

Security System
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True Random Number Generator

. {FFRAREHE DR A B 512-bitB 1
- SRR T BEA IR

- MAERFERER T - 1M HER7eE - &2k

£~ SNSHEIES
» FEALBARYE R IE N A
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Euro/Mastercard/Visa/SIM Serial Interface Module(EMVSIM)

. XHEEgeRIREEMV Standard v4.3 &I1SO 7816-310

- SIMBYETED ( WA ) 2N - HNHNSEFHENESN T 278
- B REFHEREE R ZFWE DX oa DN BNZENACKIES

- BEHBmMEEZNH

- IR B NINACK

) 7€ B 2% FH 7

- BRIRIIAYEAET

guard time”

+ AR TRRY T E=3

. X FDMAEH
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1t & “character wait time, block wait time and block
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EMV IAUER ZE

- K81(TWR-K81&POSCard board) &% EMV L1 pre-certification
. I2HEMV L1 stack lib and EMVSIM driver
. FRAERIEMV LLIAIER & (Micropross Star3150)
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Learn more at:

Kinetis Software Development Kit (SDK)

66
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Kinetis MCUs

HAL, peripheral drivers, libraries,
@ middleware, utilities, and usage

examples; delivered in C source

Customer Application

A complete software framework for
developing applications across all

®

Open Source
Initiative

{GMSIS

v COMPLIANT
Bootloader Saftwers Infarfare Stardard
MCU Hardware

Software and Hardware
Evaluation & Dev Tools

Open source Hardware Abstraction Layer (HAL)
provides APIs for all Kinetis hardware resources

BSD-licensed set of peripheral drivers with easy-to-
use C-language APIs

Comprehensive HAL and driver usage examples and
sample applications for RTOS and bare-metal.

CMSIS-CORE compatible startup and drivers plus
CMSIS-DSP library and examples

RTOS Abstraction Layer (OSA) with support for
Freescale MQX, FreeRTOS, Micrium uC/OS, bare-
metal and more

Integrates USB and TCP/IP stacks, touch sensing
software, encryption and math/DSP libraries, and
more

Support for multiple toolchains including GNU GCC,
IAR, Keil, and Kinetis Design Studio

Integrated with Processor Expert

h
P
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http://www.freescale.com/KSDK

Kinetis IDE Options

Featured IDEs:

SDK 1.2

—~, o
Green Hills

SOFTWARE

Professional ECLIPSE/GNU based IDE with a MISRA-C
checker, code complexity analysis and source code
review features.

Advanced RTOS-aware debugger with
ETM/ETB/SWV/ITM tracing, live variable watch view and
fault analyzer. Dual-core and multi-processor debugging.

Strong support for software engineering, workflow
management, team collaboration and improved software
quality.

Complete & integrated software and hardware
environment with advanced multicore debugger

Industry first TimeMachine trace debugging & profiler
EEMBC certified top performing C/C++ compilers

Complimentary Solutions:

I

SIAR

SYSTEMS

Specifically designed for microcontroller applications,
easy to learn and use, yet powerful enough for the most
demanding embedded applications

ARM C/C++ build toolchain and Execution Profiler and
Performance Analyzer enable highly optimized programs

Complete Code Coverage information about your
program's execution

A powerful and reliable IDE designed for ease of use with
outstanding compiler optimizations for size and speed

The broadest Freescale ARM/Cortex MCU offering with
dedicated versions available with functional safety
certification

Support for multi-core, low power debugging, trace, ...

-
-~

S

-
freescale
Kinetis
Lizagn o

Complimentary basic capability integrated development
environment (IDE) for Kinetis MCUs

Eclipse and GCC-based IDE for C/C++ editing, compiling
and debugging

Additional Ecosystem Partners:

The fastest way to get started with Kinetis MCUs

Online project management and build tools — no
installation required; option to export to traditional IDEs

Includes comprehensive set of drivers, stacks and
middleware with a large community of developers.

DY A 77/ 4
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http://www.ghs.com/products/kinetis.html
http://www.keil.com/freescale/
http://www.iar.com/kinetis/
http://www.atollic.com/index.php/partnerfreescale
http://www.freescale.com/kds
http://www.freescale.com/mbed

Q&A




SECURE CONNECTIONS
FOR A SMARTER WORLD




