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Accelerating Technology Trends Drive Opportunities

Secure Connections for a Smarter World

Everything
Connected

1B+ additional
consumers online,
30B+ connected devices

Connectivity

l PU BLlC Source: Euromonitor; Gartner; ARM Holdings; UBS; Center for Strategic and International Studies;

Everything
Smart

40B+ devices with
intelligence shipped
in 2020

Processing

McAfee, NXP analysis, International Telecommunica tions Union

Everything
Secure

Potential savings to
economy up to

half trillion dollars
Security



Explosive Growth of Smart, Connected Solutions
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Low-power Wireless Connectivity Driving Growth
Connectivity is ~60% of NXP IoT SAM; a range of

solutions cover different use cases

Category Standard | Strengths loT connectivity market

€3 Bluetooth

802.15.4 ¥dtigeee
Cellular

Notes:

.b/l.g/l.n

.ah

Classic
Low Energy

/ Smart
Mesh

ZigBee Pro

Thread

LTE-m

Highest connection speed. Established Gateway

standard

High throughput, high power.
Established standard

Proposed low-power loT standard

High-throughput streaming. Mature
standard

Low power emerging standard

Standard in development

Low-throughput local area network;

mesh

New 802.15.4 standard, mesh, IP-
based

Low-power LTE

Endpoints

tbd

Legacy audio streaming

Device to smartphone
comms

Collection of devices
Commercial buildings

Home & business
automation

Mobile loT

loT forecast (incl. connectivity) based on Gartner forecast for Internet of Things Endpoints, 2015
BLE forecast based on TSR Wireless Connectivity, 1Q16; ZigBee on internal analysis
Current SAM includes Bluetooth Low Energy, ZigBee

3 PUBLIC

Low-power wireless to drive growth

$5,000M—
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Wi-Fi

2019

5%

17%




Kinetis W Series MCUs Roadmap
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Kinetis KW41Z/312/217

Core/Memory/System

- Cortex-MO+ running up to 48 MHz

» Up to 512 kB Flash, Up to 128 kB SRAM

» Four independently programmable DMA controller channels

2.4 GHz Radio Transceiver

- Support for BLE v4.2, 802.15.4

- -96 dBm in BLE mode, -100 dBm in 802.15.4 mode

« -30to +4 dBm programmable output power

- Increased coexistence performance

« 6.5 mMA Rx & 6.5 Tx (0dBm) current target (DC-DC enabled)
« <2uA low power current

- Integrated balun (~9% board area savings)

Communications/HMI/Timers

.+ 2xSPI, LP-UART, 2xI12C, CMT, GPIO with IRQ capability (KBI)

- Hardware Touch Sensing Inputs (TSI)

- 3xFlexTimer (TPM) with PWM & quadrature decode support

+ Low Power (LPTMR), Programmable Interrupt (PIT) and RTC timers

Analog
- 16-bit ADC with integrated temperature sensor and battery monitor
- 12-bit DAC and 6-bit High-speed Comparator

Security
- AES Accelerator and True Random Number Generator

Integrated DC/DC Converter

- Normal: 1.71V to 3.6V

- Buck: 2.1V to 4.2V for coin cell operation

- Boost: 0.9V to 1.795V for single alkaline battery operation

Unique Identifiers
- 80-bit device ID programmed at factory
+ 40-bit unique number can be used for Bluetooth Low Energy or IEEE 802.15.4 MAC Address
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System Memories Transceiver
Up to 512 kB
[ oma ]
‘ Up to 128 kB
SRAM
Analog
_ Timers
[CEaskoaeT] | oo
Comr | e
S| —
securty Rl

MKW21Z512VHT4/R 512K Flash, 128K RAM

MKW21Z256VHT4/R 256K Flash, 64K SRAM 202154 Rt CoRl
MKW41Z512VHT4/R 512K Flash, 128K RAM BLE & 7x7 48-pin Laminate QFN
MKW41Z256VHT4/R 256K Flash, 64K SRAM  802.15.4 WLCSP (PYW)

Bluetooth Smart Host Stack & Profiles
SMAC, IEEE 802.15.4 MAC, Thread Stack
KSDK, KDS, IAR, RTOS

Software and Protocol Stacks

Availability

(subject to change)

General Availability/Production — Sep/Oct’16



Thread Software Timeline

40Q15 1Q16 2016 3Q16
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep

KW2xD, K64F/KL46 + MCR20
Beta Certified Thread v1.0

KW2xD, K64F/KL46 + MCR20
Thread Preview-5 Release

Pre-Cert Thread
KW2xD, Preview-4 Release——

(Nov 2015) o
K64/KL46 _e
+

KW2xD, K64F/KL46 + MCR20
Thread Spec v1.1

(Feb/March 2016) . (Mar/Apr 2016) P (May/Jun 2016)
@\ @ O\ S —

MCR20 KSDK 1.2 b
FreeRTOS, MQX KSDK 1.3 KSDK 1.3 KSDK 1.3
FreeRTOS, MQX FreeRTOS, MQX FreeRTOS, MQX

6
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SMAC SMAC
802.15.4 MAC/PHY 802.15.4 MAC/PHY
Thread | | BLE, Thread
Alpha (Apr 2016) Beta (Jul 2016)
KW41Z/ @
KwW21Z
KSDK 2.0 KSDK 2.0, KEx
FreeRTOS, BM FreeRTOS, BM
IAR IAR, KDS

SMAC

802.15.4 MAC/PHY
BLE, Thread

GA (Sep 2016)

KSDK 2.0, KEx
FreeRTOS, BM
IAR, KDS

—



INTRO TO THREAD




What Thread delivers

- A secure wireless mesh network for your

home and its connected products
Thread can support many popular

Built on ‘f’ell'p"'OVen" existing application layer protocols and platforms
technologiles —~
Uses LLoWPAN and carries IPvk natively (¥APWWMb”<) @
Runs on existing 802.15.-4 silicon - Bi
product development can start today f( UDP 4)"5
Designed with a new security architecture 3
to make 1t simple and secure to add and HREAD —( IP Routing )— 2
remove products o
Supports 250+ products per network \{i &pwmAN)-ng
Designed for very low power operation
Legacy—fr\ee design (lEEE802.15.4MAC )
« A version of Thread 1is shipping 1in
ppoducts today (IEEE802.15.4 PHY)

A software upgrade can add Thread to

currently shipping 802.15.4 w
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What can run over Thread

- Support for many application layers

- Any low bandwidth application layer that can run
over IPv6

Application )

UDP )—
IP Routing )—
6LoWPAN )—

IEEE 802.15.4 MAC

- Some existing examples are
- CoAP and Smart Objects
-ZigBee Smart Energy 2.0
-ECHONET Lite
- Other IP based app layers like OCF

THREAD

(ﬁu!uogssgwmo:)/m,!.lnseg)

\—/

Y q= . N

IEEE 802.15.4 PHY )
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Application layers & partnerships

LigBee -
( Application J @A“giance I%

@ Aoy oTivity
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Protocols
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Network topology roles

End Device
Thread Leader
Thread Router

Border Router

| H®® O

Thread Link
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Network topology roles

Cellular
Ethernet Thread

Border Router Thread Leader Thread Router End Device
Forwards data to and from Manages network parameters Routes traffic among devices Designed for low power operation
cloud/other networks : _
Coordinates commissioners Form the mesh topology May be powered or sleepy
Provides optional Wi-Fi - . o
connectivity Makes network decisions Eligible to become the Leader May be router-eligible if powered
Many + One + Up to 32 + Up to 64 per Router

Hundreds of Devices per Network
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THREAD GROUP




About Thread Group

14

7 Founding Companies, grown to 12 Sponsor Companies, 230+

member companies
NXP founding company

A market education group offering product
certification

Promoting Thread’s use in connected products for the

home

Thread will offer rigorous product certification to

ensure security and interoperability

ARM @ —nixu nest

@Life Is On

PUBLIC

Schneider
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SILICON LABS
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} tyco Yale
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COMMISSIONING
& SECURITY




Commissioning and Security

16

- Simple Commissioning

- User securely authorizes devices onto the network using
smart phone/tablet app or computer

- GUI rich device already on Thread network can be used to
authorize devices

- Security session established between new device and

commissioning device to authenticate and provide
credentials

- Once commissioning session is complete, device

attaches to network

- 802.15.4 MAC security used for all messages
- Application level security may be included based on

product requirements

- KWx2D can commission another device symmetrically in

<10s

PUBLIC

End Device Router

' THREAD Router
Leader

I Border Router

== THREAD Link

h
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Commissioner Mobile Application

- Simple, consumer friendly method for adding

devices onto a Thread network

- App uses QR Code or simple user friendly key to

identify joining product

- Mobile device attaches to Thread Network

through Border Router to add device to network

- Thread Group developed a sample

commissioning app that is available to Thread
Sponsor and Contributor members

- Avalilable in 1I0S and Android

17
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NXP’S THREAD
PLATFORM




NXP’s Thread Hardware Offering

NXP Kinetis KW2xD, KW41Z (Upcoming)
Thread Router / REED / End Device

Tower Board and Freedom Board

Kinetis SDK and FreeRTOS

NXP Kinetis KL46 + MCR20A Transceiver
Thread End Device

Freedom Board

Kinetis SDK and FreeRTOS

NXP i.MX6 UltraLite EVK

NXP Kinetis KW2xD USB

Thread Border Router / Cloud gateway

Provides IP data routing and infrastructure integration
i.MX6UL EVK & USB Dongle

Runs Linux operating system

End Device

o

@ Thread Router 54‘

@ Leader §

B Border Router

== Thread Link NXP Kinetis K64F + MCR20A Transceiver

Border Router with Ethernet & upcoming Wi-Fi support (QCA400x)
Freedom Boards
Kinetis SDK and FreeRTOS

The most complete Thread end to end platform available!
19 PUBLIC



Thread MCU (RTOS) Border Router

Communication

Control N a

Sensors MCR20A

Input/Output

K64 is a standalone MCU with up to 1MB Flash, up to
256kB RAM and embedded Ethernet

Memory configuration can support Thread stack, Ethernet
stack and Application

MCR20A is a 2.4GHz 802.15.4 transceiver

20  PUBLIC Wi-Fi (Qualcomm Atheros QCA400x) support in late Q2.



Thread MPU (OS) Border Router

[ Linux System ]

Data
Management
Events
Processing

Cloud
Connection
=

KW2xD device runs the Thread Border Router functionality while the
I.MX6 Linux system handles Data Management and Analytics, Events
Processing and Cloud Connection
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NXP MPU Border Router Development Hardware

I.MX6UL FRDM-KW24D512

THREAD MPU

— Linux Border
Router

(ETH, Wi-Fi)
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Thread Router and End Device

Communication

Control

[
[
[
[

) Sy Sy —

Sensors
Input / Output
@" KW devices with 512kB Flash and 64k RAM can run Border Router

or Router Eligible Device configurations with an Application

KW devices with 32kB RAM can run Thread End Device
configurations with an Application

23  PUBLIC



Thread Low Power End Device

Communication

Control
NKQ

Sensors MCR20A

Input / Output

Kinetis L devices with 32kB RAM can run 802.15.4 MAC/PHY,
Thread Network and Application as an End Device when
paired with the MCR20A 2.4GHz Transceiver

24  PUBLIC



Thread Software Timeline

25

4Q15 1016 2016 3Q16
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep

KW2xD,
K64/_|I_<L46

MCR20

Kw41z/
KW21Z

PUBLIC

Pre-Cert Thread
Preview-4 Release—1
(Nov 2015)

KSDK 1.2
FreeRTOS,
MQX

©

L—

KW2xD, K64F/KL46 +
MCR20
Thread Preview-5 Release

—

KW2xD, K64F/KL46 + MCR20
Beta Certified Thread v1.0

i:i i :i (Mar/Apr 2016)

KSDK 1.3 FKbD;ng
FreeRTOS, MQX it
SMAC
802.15.4 MAC/PHY
Thread —|_I )

Alpha (Apr 2016) £

KSDK-2:0 /
FreeRTOS,
BM

LAR.
7

KW2xD, K64F/KL46 +
MCR20
Thread Spec v1.1

KSDK 1.3
FreeRTOS, MQX

SMAC
802.15.4 MAC/PHY
BLE, Thread _|

Beta (Jul 2016) @
T ——
KSDK 2.0

KEx |

FreeRTOS,
BM
IAR, KDS

SMAC
802.15.4 MAC/PHY

BLE, Thread
GA (Sep 2016°
| ——]

KSDK 2.0
KEX
FreeRTOS,
BM

|

IAR, KDS

m—



Thread Device Type Code Estimates

[ Application ]
R —[ Thread Stack ] End Device
-=-—"" 150kB Flash
[ 802.15.4 ] 25kB RAM
MAC/PHY
[ Application ]
T -- - -[ Thread Stack ] Router Device
210kB Flash
[ 802.15.4 ] 50kB RAM
MAC/PHY
- —
S [ Application ]
~ ~
~
‘~[ Thread Stack ] Border Router
250kB Flash
[ 802.15.4 ] 60kB RAM
MAC/PHY | P
- RNDIS d = USB
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NXP THREAD DEMO




NXP Thread demo #1

I Ethernet
i.MX6UL
¢ Router

Y T

d Android App Comisiningj{

Demo #1

KW24 Kw24
QR | NFC QR | NFC
End-node End-node
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NXP Thread demo #2

-':Top to Pair Commisioning Deme
1 Demo #2 )
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NXP Thread demo #3
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NXP-BASED THREAD
PRODUCTS




Smart Air Freshener

- Smart air fresher with mobile app for
personalization of scent experience

- Setup different experiences for each
room

] - Integrated into "Works with Nest”
ecosystem

-Uses Nest Thermostat to more evenly
disperse scent in your room.

- Based on NXP K\W2x
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http://www.nxp.com/kw2x

Smart Community-based Candlestick

- Home energy and well-being
manager. A solution designed for
smart grids and smart cities.

- Hemis cloud solution based on Al
designed to minimize building
energy consumption which
maximizing occupants well-being

- Connect smart 10T objects

- Based on NXP K\W2x

h
P
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http://www.nxp.com/kw2x

3G Smart Plug by iSocket

- Smart plug with 3G modem for
connectivity with or without an internet
connection

- Thread Border Router

e - Alert you to problems in your home:
power failure, break-in, temperature
Increasing or falling down, gas leakage,
flooding, etc

- Based on NXP K\W2x

h
P
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http://www.nxp.com/kw2x

Thread Components

- Thread Modules and Border Router

- Small form factor Thread modules
with multiple RF output options to
speed time to market of Thread
enabled products.

- Cost optimized turnkey
Microcontroller based Thread
. Border Router with Ethernet
Interface to connect to home or
l! § enterprise access points.
=1

- Based on NXP KW2x, K64F,
MCRZ20A.

h
P
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http://www.nxp.com/kw2x
http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/kinetis-cortex-m/k-series/k6x-ethernet-mcus/kinetis-k64-120-mhz-ethernet-usb-256kb-sram-mcus:K64_120
http://www.nxp.com/mcr20A

Thread Module,

36

PUBLIC

Border Router and Gateway

(l ]

o

n

)

- Thread Module, Border Router and

Gateway

- Integrates MMB'’s RapidConnect

connectivity platform, a drop-in software
platform that allows device vendors to
rapidly add interoperable and multi-
platform connectivity to their products.

- MMB offers turnkey solutions and

development tools as well as hardware
and software design services.

- Based on NXP i.MX6UL, KW2x K64F,

MCRZ20A.
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http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/i.mx-applications-processors-based-on-arm-cores/i.mx-6-processors/i.mx6qp/i.mx-6ultralite-processor-low-power-secure-arm-cortex-a7-core:i.MX6UL
http://www.nxp.com/kw2x
http://www.nxp.com/mcr20A

Thread Gateway

- Thread Gateway with integrated
Thread radio, NFC, Wi-Fi, BT

and Ethernet.

- Thread Border Router

NXP gateway i.MX6-UL

| o . Based on NXP L.MX6UL, KW2x

% e I
P-FET g]’ a}e[ 03 switch ‘u;

A and NFC.

LA asin ah
==
PMIC | T
PF3001 [ ) =
NXP
i .MXE'U |_ _— pRE
——v| 260 (128Mx15)
Reset & RTC  |A N Mk
NatNoog backup e

=) .

I % H J
L EX L T

s
WIF1 / Blueiooth Thread / ZigBee NFC :O MFA
(s MKW21D512 PNT120 e
Orrboard chip modue Discrete solution Descrete soiuton optional
Wi FCE antanna Wi FCB antanna with ECE col antenna
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http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/i.mx-applications-processors-based-on-arm-cores/i.mx-6-processors/i.mx6qp/i.mx-6ultralite-processor-low-power-secure-arm-cortex-a7-core:i.MX6UL
http://www.nxp.com/kw2x
http://www.nxp.com/products/identification-and-security/nfc-and-reader-ics/nfc-controller-solutions/full-nfc-forum-compliant-controller-with-integrated-firmware-and-nci-interface:PN7120A0EV

SECURE CONNECTIONS
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