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THREAD The need for a new wireless network

Requirements

New wireless home network

Y..No. single.pQint of failws........
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v Interference robustness

v/ Reliable enough for critical
infrastructure
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Target Applications

Thread is designed for all sorts of products in the home
Appliances
Access control
Climate control
Energy management
Lighting
Safety
Security

Devices working together to form a cohesive mesh network
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Business Benefits

Membership to Thread comes with its benefits:
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Access to the technology

Immediate product planning and development
Use Thread Certification Program and test suite
Participation in Marketing and PR campaigns

Get involved in one of the working committees — Marketing, Use Cases,
Certification

Network with an ecosystem of companies building connected products for
the home

Help promote Thread and Thread-enabled products
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What is Thread?

A secure wireless mesh network for your home and its connected products

Built on well-proven, existing technologies
« Runs on existing 802.15.4 silicon
« Uses 6LoWPAN with IPv6 addressing

« UDP Transport

New mandatory security architecture

Simple and secure to add / remove products
Scalable to 250+ products per network
Designed for very low power operation

Reliable for critical infrastructure

Can support many popular
application layer protocols and platforms

Application

IP Routing
6LOWPAN

fHREAD

(ﬁu!uo!ssgm LLIO:}]KIHJFDBS)

( IEEE 802.15.4 MAC )

( IEEE 802.15.4 PHY )

A software upgrade can add Thread to
currently shipping 802.15.4 products

Thread Specification is available to Thread Group members
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loT Connectivity Landscape — Where does Thread play?

Application Layer/
Profiles

Network Layer/
Transport Layer

Physical / Link Layer
(PHY/MAC)
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Promise of loT requires IP all the way to the end node

+ Cloud Services can address devices from the Internet
» Home Network can directly address devices through Border Routers

» Devices can address local devices on HAN or off network devices using normal IP addressing

THREAD
Network

Wi-Fi or Ethernet

Border Router

Cloud Connectivity Border Router Device Communication

For control when not at home Bridge from the Thread Network Device to device communication

When within the home, phone or tablet o Wi-Fi/Ethernet within the Thread network for
. ’ . Forwards data to cloud operations in the home

must go direct to gateway to eliminate

|atency of going to the cloud Provides Wi-Fi Connectivity to

phone, tablet or other devices in
Has to be seamless to consumer the home network.
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Direct Addressability of Devices

All devices have IPv6 addresses plus 16-bit short address on HAN
Home Network can directly address devices through Border Routers
Cloud Services can address devices from the Internet

Devices can address local devices on HAN or off network devices using normal
IP addressing
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Thread and Wi-Fi: Common IP Infrastructure

2001::8

@ _ 2001::12
. I 2001::6 @
2001::1 \ = 2001::10
s!!!’l _

2001::13 j

Common IPv6 Fabric ——

End-to-End IP Addressability

Same Device, Multiple Connections
Thread Border Routers
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Kinetis 2.4GHz Wireless Connectivity Portfolio

SW Stacks
A
Thread
g A siesn
= A BLE 4.2
S
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[
-
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= Development
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2l KW22D
© CM4 50MHz
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.
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k- Kw22D CMO+ 48MHz
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| Kw21D o CMO+ 48MHz
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&
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>
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&
KW30Z N BLE &
CMO+ 48MHz 802.15.4
160kB/20kB BLE
KW20Z
CMO+ 48MHz 802.15.4
160kB/20kB
MCR20A
802.15.4
Transceiver
»
»
Existing 1H 2H
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KW21D/22D/24D/ block diagram

Cortex M4, 256/512/512 kB Flash - 32/64/64 kB RAM

- CPU
- 50 MHz ARM Cortex-M4 core, Up to 512 kB Flash & up to 64 kB RAM core
ARM Cortex™-M4
- 2.4 GHz radio transceiver 50 MHz
- IEEE-802.15.4 2011 compliant
- Dual personal area network (PAN) support in hardware _w
= Run two RF networks simultaneously -

- Antenna diversity with automatic antenna selection
- +8 dBm output power
--102 dBm RX sensitivity

- Peak typical current:
+ 17mA TX @ +0dBm, 19mA RX

- Security

- Active and passive tamper detection with RTC timestamp

- Crypto engine: DES, 3DES, AES 128-256, SHA-1, SHA-256, MD5, RNG
- System

- Operating range: 1.8 Vio 3.6 V

- Ambient temperature: -40°C to +105°C

Communications

System

Internal and
External Watchdogs

Memories

RF Transceiver

Program Flash
(256/512 kB)

DMA

Low Leakage Wake-
Up Unit

Analog

Security

F ory Option
64 kB FlexNVM
4 kB FlexRAM
(MKW21D256 only)

SRAM
(32/64 kB)

Timers

3 x FlexTimer

Clocks

Programmable
Delay Block

Periodic Interrupt
Timers

Low Power Timer

Independent Real

Time Clock

- LGA 8x8 mm

Cortex )

<

X
X

IPH )
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KW412/312/212

- CPU

+ 48 MHz ARM Cortex-M0+ core, Up to 512 kB Flash & 128 kB
RAM

- 2.4 GHz radio transceiver
- |[EEE-802.15.4 2011 compliant
- Dual PAN & Antenna diversity support
« Bluetooth Smart 4.2 compliant
« Programmable output power : -30 to +3.5 dBm
- -101 dBm RX sensitivity (IEEE 802.15.4)
.+ -95 dBm RX sensitivity (Bluetooth Smart)

- Peak typical current: 6.5mA TX @+0dBm and 6.5mA RX with
DC/DC activated

- |[EEE 802.15.4 & Bluetooth Smart concurrent mode supported
« Integrated balun (~9% board area saving)
- Security
- Crypto engine: AES-128, TRNG
- System
- Buck Boost DC/DC working from 0.9V to 4.2V
- Ambient temperature: -40°C to +105°C
« QFN 7x7mm, WLCSP
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System

Analog

Security

D Differences from KW40Z/30Z/20Z

Memories

Up to 512 kB Flash

Up to 128 kB
SRAM

Timers

3 x Timers

Programmable Delay
Block

Periodic Interrupt
Timers

Low Power Timer

Independent Real
Time Clock

IART
NXP Bluetooth
Smart mesh

Transceiver

Clocks




Differences between KWx0z (current) and KWx1z

(next gen)

MCU

40 U U

Cortex-MO0+ w/ 160KB Flash, 20KB SRAM

/]

Cortex-MO+ w/ 512KB Flash, 128KB
SRAM

Protocols

802.15.4 /BLE 4.1

802.15.4 / BLE 4.2 / Generic FSK

Incremental BT-LE

BLE v4.1 with 1 connection

BLE v4.2 with 2 simultaneous

features connections

BLE sensitivity -91dBm -95dBm with integrated balun

RF pins Differential input/output with external Single ended with integrfated balun
balun (BOM cost reduction)

TX Max Output Power +5dBm +3.5dBm with integrated balun

Non-linear gain steps

Finer gain steps over a larger control

TX output power steps (-18dBm to +5 dBm) s dB;i:cg)e+4dBm)
Power consumption 6.5 mA Rx 6.5 mA Rx

P 8.4 mA Tx 6.5 mA Tx
Package LQFN LQFN, WLCSP (PYW)
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Kinetis KW41Z System Simplified Block Diagram

| O-QPSK
—H Modem
3
3D <
S8 2
%
|_
| 1 FSK Modem
\
Digital

Transceiver

MUX
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accelerator

Bluetooth
LLH

MWS
(software)

ANT+ Link
Controller

GFSK
Controller

Microcontroller
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NXP’s Kinetis & i.MX Thread Hardware Offering

16

o End Device
Thread Router
Leader
Border Router
Thread Link

Imow®

NXP Kinetis KW2xD, KW41Z (Upcoming)
Thread Router / REED / End Device

Tower Board and Freedom Board

Kinetis SDK and FreeRTOS

NXP Kinetis KL46 + MCR20A Transceiver
Thread End Device

Freedom Board

Kinetis SDK and FreeRTOS

NXP i.MX6 UltraLite EVK

NXP Kinetis KW2xD USB

Thread Border Router / Cloud gateway

Provides IP data routing and infrastructure integration
i.MX6UL EVK & USB Dongle

Runs Linux operating system

NXP Kinetis K64F + MCR20A Transceiver

Border Router with Ethernet & upcoming Wi-Fi support (QCA400x)
Freedom Boards

Kinetis SDK and FreeRTOS

The most complete Thread end to end platform available!

EXTERNAL USE



I.MX 6 Series: Supreme Scalability and Flexibility
Leverage One Design Into Diverse Product Portfolio

Scalable series of ARM-based SoC Families

NEeINCINCINCERENORNGOI NG NXe

i.MX
6UltraLite

i.MX
(elELIYITE

i.MX i.MX i.MX 6Solo i.MX i.MX 6Dual i.MX
6SoloLite 6DualLite 6DualPlus

i.MX i.MX i.MX i.MX i.MX i.MX i.MX i.MX i.MX
6UltraLite | 6SoloLite 6SoloX 6Solo 6DualLite 6Dual 6DualPlus 6Quad 6QuadPlus
Family Family Family Family Family Family Family Family Family
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I.MX 6UltraLite Advantages
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Lowest cost and smallest i.MX 6 member
ARM Cortex- A7 @ 528 MHz

- The 14x14 289 MAPBGA
with 0.8mm pitch for
simple and low cost PCB
design.

- The 9x9 289 MAPBGA
with 0.5mm pitch for space
constrained applications.

Most Power efficient Applications
Processor

- Integrated power management module

that reduces the complexity of external

power supply and simplifies power

sequencing.
“It provides up to 20% more single thread
performance than the Cortex-A5 and provides
similar performance to mainstream Cortex-A9
based smariphones in 2012 while consuming

less power.”
www.arm.com/products/processors/cortex-a/cortex-a7.php

Connectivity optimized for Industrial and
loT applications

2x high-speed USB on-the-go with PHY
Multiple expansion card ports (high-speed)

2x 12-bit ADC modules (up to 10 input
channels)

2x smart card interfaces compatible with EMV
Standard v4.3 and a variety of other popular
interfaces

2x CAN ports

fll\.
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Advanced Security

- Hardware-enabled
security features that
enable secure e-
commerce, digital rights
management (DRM),
information encryption,
On-The-Fly DRAM
encryption, secure boot
and secure software
downloads




JN517x: Wireless MCU

- CPU
- 32 MHz ARM Cortex-M3 core
- Up to 512 KB Flash & up to 32 KB RAM
- 2.4 GHz radio transceiver
- |EEE-802.15.4 2011 compliant
- Dual PAN support
- Antenna diversity
- +10 dBm power amplifier
- -96 dBm RX sensitivity
- Peak typical current:
= 225mATX @ +10dBm, 14mA @ +3dBm
= 14.8mA RX
- Security
- Crypto engine: AES 128-256, RNG
- System
- Ambient temperature: -40°C to +125°C
- HVQFN40 6x6 mm

19
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Core

Digital interfaces

System

Timers

Memories RF Transceiver

Flash
Up to 512 KB

SRAM

Up to 32kB

2 x low power
Counter/Timer

Analog interfaces




Thread Software Timeline

Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug

Sep

Pre-Cert Thread KW2xD, K64F/KL46 + KW2xD, K64F/KL46 + KW2xD, K64F/KL46 +
KWZXD, Preview-4 Release MCR20 MCR20 MCR20
(Nov 2015) | Thread Preview-5 Release_[ 7 Beta Certified Thread v1 0 Thread Spec v1.1
K64/KL46 (Feb/March 2016) . (Mar/Apr2016) (May/Jun 2016)
mck2o — -
KSDK 1.2 \
FreeRTOS, |~ KSDK 1.3 KSDK 1.3
MQX : )
FreeRTOS, FreeRTOS, KSDK 1.3
MOX MaX FreeRTOS, MQX

SMAC SMAC SMAC
802.15.4 MAC/PHY 802.15.4 MAC/PHY 802.15.4 MAC/PHY
Thread BLE, Thread BLE, Thread
Alpha (Apr 2016) —‘ Beta (Jul 201 6) GA (Sep 201 6)_‘
Kw412/
KwW21Z
KSDK 2.0, KSDK 2.0,
xsokao | / s A
ree ’ FreeRTOS, FreeRTOS,
BM
IAR BM BM
IAR, KDS IAR, KDS

20 EXTERNAL USE m



Thread High Level Block Diagram

Thread CoAP User
DTES Application

COAP

" Network
Routing
ML

E

UDP User
Application DHCPve

| A ) =g UOUI\G o

VIP rickie-mcas PVO -

6LoWPAN

E

802.15.4 MAC

802.15.4 PHY
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HANDS ON TIME




Hands-on Lab Inventory

23

# ltem Quantity
1 FRDM-KW24D512 Development Board 2
2 Mini-USB Cables 2

EXTERNAL USE
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Board Setup

1. Plugin both FRDM-KW24D512 boards into the PC, using the
mini-USB cables provided. Be sure to use the USB port marked
as “Debug”

[
P
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Board Setup

Note the R1 and R2 (Router Eligible End Devices)
shorthand when referring to the 2 devices:

\
25 EXTERNAL USE ‘
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COM Ports

With both boards plugged in please open device
manage to inspect the COM ports assigned:

=4 Device Manager @m
File Action View Help

In Device
Manager, under i
Ports (COM & 38 Dy scpers Write down a device to
LPT), note & Tyl COM port assignment list:
corresponding e o o

> - IDE ATA/ATAPI controllers

COMxx port gionsses Device Port

n u m be r aSS i g n ed > ; :/Iei)c,:(;irjsother pointing devices
-4 Monitors R1 COMXX

for each - e g

-wr Ports (COM & LPT)

- < mbed Serial Port (COM232) R2 COMxx

«= mbed Serial Port (COM233)

connection

SSSSSSSSS

C > -7 Sensors
.‘ " ? Ports I:CGM & LPT:] --(2 sound, video and game controllers

1 ? ECP Printer Port (LPT1 ‘ - Sysjtem devicles
P -I-r'( rbed Serial Pao I:CGMEB:] = Universal Serial Bus controllers

[
P
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Those settings have been changed in the source code

- Found in app\thread\common\config\app thread config.h

=] thread_ruuter_eIigible_device_frdmkw24_freer‘(os
= (Glthread_router_eligible_device_frdmkw24_... v
= app
L3 [Jthread
= [J common
2 [0 config
| — B app_contigh
| I— app_frarmewaork_config.h
| — Blapp_mac_configh
| — B app_stack_config.h
| L

app_thread_configh
Cdsre

]
[ T Y PR I S ) [t [

- change channel mask and / or Network Name to avoid overlaps:

#define THR_SCANCHANNEL_MASK (0x00000001 << CH)
#define THR_NETWORK_NAME {14, “Kinetis_Thread"}
- Example:

- CH = 11 for channel 11
- MYNAME = make sure you put the correct length for the string

[
P
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IEEE 802.15.4

IEEE 802.15.4 channel occupancy on 2.4GHz

fHREAD
Application Layer
2.40 GHz 802.11b/g 802.11b/g 802.11b/g 248 GHz
Channel 1 Channel 6 Channel 11 UDP + DTLS

Distance Vector Routing

11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

6LowPAN (IPv6)

IEEE 802.15.4 MAC
(including MAC security)

| 802.11b Channel (North America)

f\\ 802.11b Spectrum Occupancy (Typical)
IEEE 802.15.4 PHY

I 802.15.4 Channel

802.15.4 open channels when Wi-Fi fully utilized the band
- 15, 20, 25, 26.
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Program the First FRDM Board: R1

Drag and drop the
“thread_router_eligible _device channelx.bin” on Desktop to

the “DAPLIink (E):” drive. Note: you may have a different
drive letter.

= [EE
@Ov‘) » 1station » Partl "‘1“ Search Partl #]
Organize ~ &) Open - Burn New folder g 0 @
. Favorites Name Date modified Type Size
~ thread_router eligible_device lab_pl_stnl 10/27/2015 10:42 P...  BIN File 512 KB
=/ Libraries

A Computer
& Local Disk (C:)
B DAPLink (E)
< DAPLink (F)
= MobileBackups on 'Mac' (R:)
= Dropbox on 'Mac' (U:)
= Photo Library on 'Mac' (V:)
< Photo Stream on 'Mac' (W:)
< iCloud on 'Mac' (X;)
< Home on 'Mac' (Y:)

= AllFiles on 'Mac' (Z) 7 Copying
a Copyin
‘.l! Network pying
from Partl (\\Mac\Home\Desktop\1station\Partl to DAPLink (E:)
thread_router_eligible_¢ Discovering items... ed: 10/27/2015 10:42 PM
L BIN File [ ‘ ity: Not available
| —

¥ 'More details

4
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Now Program both the Second FRDM Board: R2

Now repeat the process for the second board. Drag and
drop the “thread_router_eligible device channelx.bin” on

Desktop to the “DAPLink (F):” drive. Note: you may have a

different drive letters.

~ZDAPLink (E)

~ZDAPLink (F)

< MobileBackups on 'Mac' (R)
= Dropbox on 'Mac' (Uz)

< Photo Library on 'Mac' (V:)
=7 Photo Stream on 'Mac' (W:)
= iCloud on 'Mac’ (X:)

= Home on 'Mac' (Y:)

= AllFiles on 'Mac' (Z)

‘.id; Network

- BIN File

. Favorites ame

@ thread_router_eligible_device lab_p1 stnl
.l Libraries
W Computer

&> Local Disk (!

o thread_router_eligible_device_lab_p1_stnl Date modified: 10/27/2015 10:42 PM

Copying

from Partl (\\Mac\Home\Desktop\1station\Partl, to DAPLink (F:)
Discovering items...

¥/ More details

—
Cancel

Date created: 10/27/2015 10:42 PM

Size: 512 KB Offline availability: Not available

@Ov‘) » 1station » Partl "‘QH Search Partl P
Organize ~ ) Open - Burn New folder | f@
F t Date modified Type
10/27/2015 10:42 P...  BIN File 512 KB
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Board Setup

After the second binary completes transfer. Verify the the RGB LED and
LED are blinking blue on both boards, indicating idle state.

If LEDs are not blinking, press Reset SW to initialize the board. You might
also have to un-plug/plug the boards on some setups.

[
P

31 EXTERNAL USE Reset



Shell Terminal

For R1 board: Launch a shell terminal (e.g.: putty) on
serial port COMxx of the board. Speed:115200 bps

P ™
S e I =
Category:
=R Sfassion | Basic options for your PuTTY session |
| Logging Specify the destination you want to connect to
h =1+ Teminal o
o ‘enal line Speed
- Bell COomM7 | \ 115200
- Features Connection type: ‘
= Window T Raw ) Telnet @) Rlogin ) 55 @ Seral
Ptppea!ance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions )
- Selection
- Colours z
Default Settings
[=J- Connection [ﬂ]
- Proxy
- Rlogin
- 55H
e Close window on exit:
() Mways () Mever @ Only on clean exit

[
P
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Shell Terminal

On R1: press reset switch again. Note the shell

initialization messages:

Reset

33 EXTERNAL USE
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Kinetis THREAD Connectivity Shell

- The Shell module is offering a command line user interface
over a serial interface, usually UART.

- Implements a basic set of commands (not as many as FSCI
does).

- The commands can be viewed by typing the ‘help’ command in
the host serial terminal application.

- The Shell can be used for several purposes, including
configuring the network, testing the network connectivity, MAC
filtering, sockets usage and so on.

34 EXTERNAL USE

$ help
help print command description/usage
version print version of all the regd modules
history print history
thr Thread Stack commands
ifconfig IP Stack interfaces configuration
ping IP Stack ping tool
coap Send CoAP message
reboot MCU Reset
factoryreset FactoryReset Command
echoudp Echo udp client
identify |dentify Device
$ help thr
thr - Commands for Thread Network
thr join

thr scan [active|energy|both]

thr get attributes - displays a list of all attributes
thr get <ATTRNAME/TABLENAME>

thr set <ATTRNAME> <value>

$ thr get attributes
Thread network attributes:



Establishing a new Thread network

1. On R1:type thr create to start a new Thread
network

2. Note network initialization messages in the shell
that R1 is a Thread Leader of a new network

$ thr create

Creating network...

$

Node has taken the Leader role

Created a new Thread network on channel 11 and PAN ID:0x11

Interface 0: 6LOWPAN

Mesh local address (ML64): fd42:acl13:a064::d1ab:4766:a905:2ba
Mesh local address (ML16): fd42:acl3:a064::ff:fe00:0

(Local) Commissioner Started

$

[
P
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Shell Terminal

For R2 board: Launch a shell terminal (e.g.: putty) on
serial port COMxx of the board. Speed:115200 bps

8 o I =)

Category:
=R Sfassion | Basic options for your PuTTY session |
| P Logging Specify the destination you want to connect to
=1+ Teminal o
o ‘enal line Speed
- Bell 'CO M7 | \ 115200
- Features Connection type: ‘
= Window T Raw ) Telnet @) Rlogin ) 55 @ Seral
Ptppea!ance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions \
- Selection
- Colours z
Default Settings
[=J- Connection Load
- Proxy
- Rlogin
- 55H
e Close window on exit:
() Mways () Mever @ Only on clean exit
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Shell Terminal

On R2: press reset switch again. Note the shell

initialization messages:

Reset

37 EXTERNAL USE
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Establishing a new Thread network

1. On R2: type thr join to start a new Thread network

2. Note network initialization messages in the shell
that R1 is a Thread Leader of a new network

$ thr join

Joining network...

$

Joining a Thread network...
Commissioning successful

Attached to network with PAN ID: Ox11
Requesting to become Active Router...
Success

Interface 0: 6LOWPAN
Mesh local address (ML64): fd06:d333:cdd3::912f:7992:466d:e45a
Mesh local address (ML16): fd06:d333:cdd3::ff:fe00:400

[
P
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Inspecting the address configuration

In the R1 shell, type the command to
display its interface and |IP address configuration

$ ifconfig

Interface 0: 6LOWPAN
Link local address (LL64): fe80::adc9:ad4da:3f68:9ef4
Mesh local address (ML64): fd06:d333:cdd3::e041:1bad:3459:cd87
Mesh local address (ML16): fdo6:d333:cdd3::ff:fe00:0
Link local all Thread Nodes(MCast): +f32:40:fd06:d333:cdd3::1
Realm local all Thread Nodes(MCast): ff33:40:fd06:d333:cdd3::1

[
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IPv6 Address Notation Basics

- An |IPv6 address has 16 bytes (128 bits), represented as eight 2-byte groups:
2001:3344:5566:7788:99AA:BBCC:DDEE : 0000

- All 0000 groups can be represented as a single 0
- Leading Os in groups can be omitted
- Longest consecutive set of all 0 groups may be represented as 2 colon signs:
2001 :0044:0000:0000:0000:.BBCC:00EE : 0000
is equivalent to
2001:44: :BBCC:EE:©Q

- Addresses are usually divided as Prefix and
2001:3344:5566:7

- Representing the length of the network prefix can be done with a /prefixlen notation:
2001:3344:5566:7788:99AA:BBCC:DDEE:FFo0

[
P
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IPv6 Address Classes

41

— Identifies a single Media Interface on a single network host:
Network Prefix: 64 bits
Network Address = Interface Identifier (IID): 64 bits

— Identifies all network hosts which have assigned a multicast
group to one or more Media Interfaces

Multicast Prefix: 8 bits all 1s (multicast address format FF: :)
Flags: 4 bits

Scope: 4 bits

Multicast Group: 112 bits

— ldentifies a unicast-like address assigned to multiple interfaces
where the final destination of packets can be any of the nodes using the
address

[
P
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IPv6 Unicast Address Scopes

- Scopes specify the boundaries of networks when using and forwarding
packets for an address

- Defined by IANA: hitp://www.iana.org/assignments/ipv6-address-space/ipv6-
address-space.xhtml

= Link Local Scope — Addresses can be used only on the same network segment which shares
link layer. Prefix: FE80: :/10

= Unique Local Scope — Addresses which are private to an administratively configured network
and cannot be routed outside the network. Prefix: FC00::/7 (FC00::/8 and FDOO: :/8)

= Global Scope — All other valid, non-reserved addresses. Prefix (currently): 2000: :/3

Global

network

PAN & |

Internet addressable

<
<
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Thread IPv6 Unicast Address Scopes

- Link Local scope applies only to Thread neighbors in direct IEEE 802.15.4 radio

range (1 “hop”). Thread Link Local scope addresses are used primarily for link
establishment and link maintenance between neighbors.

- A single, specific Unique Local scope prefix based on the Extended PANID is used for

each Thread network to assing a set of addresses for the Thread interfaces used on
the same Thread network.

- The specific prefix UL prefix is called the Mesh Local (ML) Prefix. Addresses assigned

with the ML Prefix are called Mesh Local (ML) Addresses and may be used network-
wide across multiple hops.

- Mesh Local Prefix = FD:<XPANID-bytes-1-to-5>::/48

- Thread interfaces may be assigned other supplemental Unique Local scope or

43

Global scope addresses based on administrative, user, or application configuration.
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Thread IPv6 Multicast Scopes

- Link Local scope and Realm-Local scope multicast addresses
are defined generically for IPv6 multicast for All Nodes FFox: :1
and All Routers (FFox: :2)

- Assigned by IANA: htip://www.iana.org/assignments/ipv6-muliicast-
addresses/ipve-multicast-addresses.xhtml

- LL and RL scopes used in Thread networks for packet transmission

based on the following rules:

FFe2::1 All Neighbors but not forwarded to Low Power/Sleepy EDs
FF@2::2 All Router Neighbors but not forwarded to Low Power/Sleepy EDs
FF@3::1 All Nodes in Mesh but not forwarded to Low Power/Sleepy EDs

All Routers in Thread Mesh but not forwarded to Low Power/Sleepy
FFO3::2 EDs

[
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IPv6 Configuration Overview

- Once joined to a network, a Thread device:

—assigns at least 3 Unicast IPv6 addresses to the Thread Interface:
Link local address (LL64): fe80::c180:1192:c3ea:ef55
Mesh local address (ML64, ML-EID): fda3:217b:338e::213e:34b4:2659:10f8
Mesh local address (ML16, RLOC): fda3:217b:338e::ff:fe@0:400

—assigns All Thread Nodes multicast addresses:

Link local all Thread Nodes(Multicast): ff32:40:fda3:217b:338e::1
Realm local all Thread Nodes(Multicast): ff33:40:fda3:217b:338e::1

- Mesh Local Prefix is based on Extended PAN ID bytes 1-5
« LL64 interface D is based on |IEEE 802.15.4 Random Extended Address
« ML-EID interface ID is random

- RLOC interface ID is based on IEEE 802.15.4 Short address (6-bits Router
ID + Child ID)

- Use ifconfig command in Kinetis Thread Stack shell to obtain IP address
configuration

h
| 2
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Ping From R1 to R2

In the R1 shell, type the command to list
usage. See example shown below to ping R2 on
its IPv6 (ML16 or ML64) address:

$ ping fdo6:d333:cdd3::ff:fe00:400

Pinging fd06:d333:cdd3::ff:fe00:400 with 32 bytes of data:
Reply from fde6:d333:cdd3::ff:fe00:400: bytes=32 time=19ms
Reply from fde6:d333:cdd3::ff:fe00:400: bytes=32 time=33ms
Reply from fde6:d333:cdd3::ff:fe00:400: bytes=32 time=30ms
Reply from fde6:d333:cdd3::ff:fe00:400: bytes=32 time=31ms
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Try some CoAP commands from R1 to R2

In the R1 shell, try some of the following commands :

$ coap CON GET fde6:d333:cdd3::912f:7992:466d:e45a /temp
coap rsp from fdo6:d333:cdd3::912f:7992:466d:e45a ACK Temp:24.08

$ coap CON POST fdo6:d333:cdd3::912f:7992:466d:e45a /led toggle
coap rsp from fdo6:d333:cdd3::912f:7992:466d:e45a ACK

$ coap CON POST fdo6:d333:cdd3::912f:7992:466d:e45a /led rgb r255 gooo beoo
coap rsp from fde6:d333:cdd3::912f:7992:466d:e45a ACK

$ coap CON POST fde6:d333:cdd3::912f:7992:466d:e45a /led flash
coap rsp from fde6:d333:cdd3::912f:7992:466d:e45a ACK

Pressing SW2, 3 & 4 also send some command from leader to joiner, SW1 is
for join / create command or factory reset is pressed more than 10 seconds.

[
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That was Kinetis Embedded Demos for Self Contained
Networks

Router Eligible Devices REED or
End Node or

Low-Power End Node

freescale

,
et

« CLlinterface for REED and End Nodes * CLlinterface for REED and End Nodes
* Human readable commands implemented for network * Human readable commands implemented for setup
creation, commissioning, configuration, testing nodes for commissioning, join network, network
» Push button demo to send Node temperature multicast configuration, testing
to all nodes * Push button demo to send Node temperature multicast
» Simple push button lighting demo. to all nodes

» Simple push button lighting demo.
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WIRESHARK




Sniffer with Wireshark + USB-KW24D512 or USB-KW40Z

50

Download and install the Kinetis Protocol Analyzer Adapter

Kinetis Protocol Analyzer Adapter

Kinetis Protocol Analyzer Adapter enables the use of USB-KW40Z and USB-
KW24D512 as a protocol analyzer for PCAF interfaces and Wireshark on Windows...

Download

0 Kinetis Protocol Analyzer Adapter

802,154 2,49GHz channels:

37 38 39 Al
Sniffer Devices: «» KW 24D (COM123) Off -

BLE channels:

PCAPTF: Local Area Connection 3 - | M # & | — X

| Hopping Interval: (100

11 12 13 14 15 16 17 18 19 20 21 22 23 24 35 26

Address Filter: |0x001122334455 Security

Download and Install Wireshark.

__/T

WIRESHAR

EXTERNAL USE

Interface List

Live fist of the capture interfaces
{counts incoming packets)

Start

Choose one or more interfaces to capture from, then Start

E‘ Local Area Connection

@ Local Area Connection 5

E‘ VirtualBox Host-Only Metwork
E‘ Bluetooth Netwerk Connection
£ Wireless Network Connection

THREAD

Fle Edit View Go Copture Analyze Statistics Telephony Tools Internals Help

oo AmI BEXRZ A+s T2 [EE Qal @aBDB% B

Filter: - | Expression... Clear Apply save

No. Time Source Destination Protocol Length Info
61 16.486752 0x0000 0x0400 IEEE 802.15.4 70 para,
62 16.488944 IEEE 802.15.4 19 ack
63 16.492256 0x0400 0x0401 IEEE 802.15.4 70 pata,
64 16.494432 IEEE 802.15.4 19 ack
65 16. 528336 feB0::204:0F02:8e51:3a  Ff02::2 mesh Link Exchange 84

FeB0::204:9F02:2Fe1:38  feB0::204:9f02:Mesh Link Exchange 101

< i ] ’
rame 1: 61 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0

thernet IT, Src: Xerox_02:02:02 (00:00:02:02:02:02), Dst: Xerox_01:01:01 (00:00:01:01:01:01)
EEE 802.15.4 Data, Dst: Broadcast, Src: Freescal_02:8e:51:00:3a

LowpAN

nternet Protocol version 6, src: fe80::204:9F02:8e51:3a (Fe80::204:9F02:8e51:3a), Dst: Ff02::2
ser Datagram Protocol, Src Port: 10788 (19788), DSt Port: 10788 (19788)

esh Link Exchange

< i ] r

67 16. 539920 IEEE 802.15.4 19 Ack

68 16. 541824 fe80::204:9F02:68p1:31  fe80::204:0f02:Mesh Link Exchange

69 16. 545008 IEEE 802.15.4 19 Ack

70 17.036544 1:204:9F02:2Fe1:38  ff02::2 mesh Link Exchange 81

71 17.450336 :204:9F02:8e51:3a  FF02::2 mesh Link Exchange 81

72 18.153728 204:9F02:68b1:31  ff02::2 mesh Link Exchange 81

73 18.305776 204:0F02:2Fel:38  ff02::2 mesh Link Exchange 81

74 19. 062032 204:9f02:8e51:3a  ff02::2 mesh Link Exchange £ =
75 19, 287968 204:9F02:680b1:31  ffO2::2 mesh Link Exchange 81

76 19.770704 204:9F02:2fe1:38  ff02::2 mesh Link Exchange 81

77 21.181280 204:0f02:8e51:3a  ff02::2 mesh Link Exchange 81

78 22.140304 204:0f02:2fe1:38  ff02::2 mesh Link Exchange 81

79 22. 206608 204:9f02:68b1:31  ff02::2 mesh Link Exchange £

80 26. 868800 ::200:0:0:9d ££05::2 uop 66 source ~

0000 00 00 Q1 QL QL OL 00 00 0Z 02 02 02 80 9a 41 c8
0010 e7 ce fa ff ff 3a 00 51 8e 02 9f 04 00 7f 3b 02
0020 0 4d 4c 4d 4c b9 dd 00 0d 37 00 00 00 01 c4 2c .M
0030 54 03 67 4a ac d7 ad a8 ba e4 57 71 fe dd 0d d4  T.gJ.

Frame 61 tyte) [ Decomprsed BLOWPAN PHC 5 b

(O [ |rpeap://1127.00 11:3333/USB-KW24D512: <liv... |Packets: 98 - Displayed: 98 (100.0%) Profile: Default
poap: play:

y
A
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Kinetis Ethernet Border Router — Out of Box Demo

K64F + MCR20A

Ethernet Border Router
or KW2x REED or

KW2x USB RNDIS End Node
Border Router

h+ = freescale

, A
L b

[E=HRal x|

/f@ [Fd0L: JeackddfiObaf:2058:.. % | +
= . COM233:115200bsud - Tera Term VT -

wB U 3$ A OH =
Fie €8¢ Setup Con

€ coap://[fd0L:3ead: dcifd:Obaf:2058:b494]/led [+

@ Disable- & Cookies /€55 [ Forms~ [ Images~ @ Information= [l Miscellaneous™ /” Outliner o Resizer g% Tools™ B View ¢

() iscover (©) ping | D o7 vo pere () Observe | Payioad [Tet ]| Behovior - conp18

[fd01::3ead:ddf4:9baf:2058:b494]:5683 Debug Control
use PUT instead 9
of GET F
445 101 3ead et 9021205... || |[ Freader  value Option Vaive nto |||,
— YR B B —
Code
= Content-Format
Messag. | ‘
Token E = |

Blockl (Req) Block2 (Res.) Auto

Payload £ :
) Incoming | £ Rendered (] L) Outgoing | )
© 518 Sizel Size2

toggle| totalsize X| totalsize X
write option in the ' Gbmi x s CINTERRUPT>
Outgoing tab ETag K 3
+ Communicate with Thread devices from Windows « CLl interface for REED and End Nodes
via Ethernet or USB RNDIS interfaces + Human readable commands implemented for
+ CoAP (get/post) examples for remote temperature network creation, commissioning, configuration,
and LED control/toggle using Copper Firefox add- testing
on + Push button demo to send Node temperature

multicast to all nodes
« Simple push button lighting demo.

[
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I.MX6 Linux Border Router + THCI — Out of Box Demo

i.MX6 Yocto Linux KW2x REED or
End Node
FRDM-24x THCI

7010008090000 c0d0edf 101112131415161718191a1b1cld1e1£202122232425262728292a2b2 c2d2e23031323334353637 B COM233:115200baud - Tera Term VT o
RX: 6000000000403a3efd01000000003eadd0abach27ac63b6cfda10 0 00028100091c04C3000369d8db7bd30 e e e
7016008090000 c0d0edf 161112131415161718191alblcld1e1f202122232425262728292a2b2 c2d2e23031323334353637 - d

TX: 6006000000403a40f do1¢ £d01000008083eaddbabach27ac63bGcB000681504c300046ad8db7b 740
d01000809000b0c0d0e0f 101112131415161718191alblcld1elf202122232425262728292a2b2 c2d2e2 £ 3031323334353637
RX: 6000000000403a3efd01608080083eaddabach?27ac63b6cFdA10 028160671504C300046ad8db7b 740
d01000809000b0c0d0e0f101112131415161718191alblc1d1el1f202122232425262728292a2b2 c2d2e23031323334353637

RX: 6000000000403a3efd010000 (2.04)
401000809000b0C0d0eRf 1011121 rootdutilite:~# ping6 fdo:
PING fd@: 3 sach2: b6c) 56 data bytes
I 1. 6000000000403040f 4910000 64 bytes : cmp_seq=1 tt1=62 time=32.0 ms
a01008809000bOCOdPe0f 1011121 64 bytes H omp_seq=Z ttl=62 time-30.5 ms
RX: 6000000000403a3efda10000( 64 bytes 2 :7ac6: cmp_seq=3 tt1=62 time=33.5 ms
01000809000b00d0eRF1011121 64 bytes : :7a06: amp_seq=4 ttl-62 time-30.9 ms
64 bytes : :7ac6: cmp_seq=5 tt1=62 time=29.6 ms
TX: 60000000001b1140fd010000 64 bytes o H H :7ac6: : icmp_seq=6 ttl=62 time=33.9 ms
bc97eb36C6564 746167676065 C
RX: 600000000010117FFda10000( --~ FdAL: :3ead:doab:ach2: ping statistics ---
bcdze 6 packets transmitted, 6 received, @% packet loss, time S007ms
rtt min/avg/max/mdev = 29.619/31.767/33.945/1.582 ms
0 rootéutilite:~# coap post coap://[fd01::3ead:dab:ach2:7ack:3b6c]/led -p "toggle"
(2.64)
rootutilite:~# |

*  Linux Host control interfaces . « ClLlinterface for REED and End Nodes

+ C and Python Based Virtual TUN Tap drivers for IPv6 packet «  Human readable commands implemented for network
routing creation, commissioning, configuration, testing

+  Commissioning example code * Push button demo to send Node temperature mutlicast to all

»  CoAP (get/post) examples for remote temperature and LED nodes

control/toggle «  Simple push button lighting demo.
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Example usage of Thread with FSCI and TUN Driver in

a Linux i.MX System Paired with Kinetis KW2x

FSL IOT Gateway

loT
Cloud

USB-KW24D512
VTUN Border Router

i.MX Linux System

Network
Manager

Commands

FSCI

Linux

AirSyncs Agent \. vdule

DHCP
BSD Sockets

User Space

T3P
us 3
VC >
IPv4 | ARP N A

Media In. =rfaces

Kernel Space

cthernet
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FRDM-KW24D512
End Node or Router

User Application

DHCP
MLE Route

BSD Socke 3

up”

IPv6

Medit ‘Interfaces
6Lo VPAN
802.15 4 MAC
802.15 4 PHY
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Example usage of Thread with RNDIS

Host Device/OS Thread & USB Enabled Kinetis Device, e.g.: KW2xD m= == = End-to-End IPv6

Addressability to the
End Nodes

Host IP App KW2xD Border Router App

Thread Core IP Stack

FDO0O0::3EAD:
0031:3891:313:87AB
(SLAAC via Thread, self
assigned, prefix received
I via Thread Network

Data from Kinetis BR)

FD00::0001:
| 1233:8993:3113:9D4
(SLAAC via ND, self

r
I I FD00::3EAD:
[

I assigned) I I
[

[

| A453:2344:8BC2:133A |

I (SLAAC via Thread,
self-assigned)

| FD11:3992:1892:3113: |

|

A453:2344:8BC2:13
FD00::0001:
| A344:8311:D134:A56E I | (Thread ML-EID) FD11:3992:1892:3113:
I (SLAAC viaND, prefix | MAC: 00:41:11:00:33:22]11] AD23:1330:1339:AB3E
received via RA-RS sequenc}) (self assigned,

| | 6LoWPAN Thread Mesh Local-EID,
a 8 Prefix generated

I MAC: 00:41:11:21:13:38 | | Mediz IF Media IF by initial Leader)

(provided by RNDIS device side)

RNDIS USB
Device Stack
(subset of CDC)

RNDIS Virtual
Host Interface

6LoWPAN over
IEEE 802.15.4
MACPHY

FDO00::0001:: — Default Prefix set on the RNDIS link, generated and advertised by KW2xD as ND router
FDO0O0::3EAD:: — Default “global” On-Mesh Prefix assigned by to the Thread subnet
FD11:3992:1892:3113:: — Randomized Mesh Local-only Prefix used on the Thread subnet
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Let’s all join the same network

On IMX6UL-EVK, I will start network (or VTunStartCommissioner.py):

root@imx6ulevk-iotg:./host_sdk/hsdk/demo/bin/Thread  KW2xD_Tun
/dev/ttymxc1 fslthrO &

MESHCOP]
MESHCOP]

MESHCOP!

'THR] Set 802.15.4 channel OK!

[THR] Create Network ALREADY CONNECTED!
‘'THR] Border Router Add Prefix  OK!

‘'THR] Border Router Sync Prefix  OK!

Start Commissioner OK!
Add Expected Joiner OK!
Sync Steering Data OK!

In the R1 and/or R2 shell, factory reset and change channel and join :
$ factoryreset

$ thr set channel 25

$ thr join
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Getting routing information

1. Try the thr get neighbors

$ thr get neighbors

Index Extended Address ShortAddr LastTime LinkMar; il
Child
%) Ox82F6E31A63812A23 0Ox0400 3 27 no

2. Type thr get routes In the shell to get the R1
Thread routing table information:

$ thr get routes

ID Sequence: 71

Router ID Mask: C000000000000000

RouterlID Short Address Next Hop Cost NOut NIn
1 0x0400 0x0400 1 3 3

[
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Kinetis Thread Stack — Number of Nodes per network

58

Nodes per network = Active Routers + End Devices (Router Eligible End Devices,
Powered End Devices, Sleepy End Devices)

Number of Active Routers:

- managed adaptively by Thread protocol

- regularly 16-32 active routers in larger network depending on connectivity thresholds
- maximum of 32 active router IDs specified by protocol

Number of End Devices:
Recommended number: 250 devices per subnet
- Theoretical limit allowed by Thread specification: 16k devices

- 32 Active Routers
- 512 Children End Devices per Parent Active Router

Practical limit of Children depends on Parent memory capacity
Kinetis Thread Stack for KW24/KW22 default setting is 640 devices:
- 32 Active routers
. 20 Children per Parent, but can be increased with considering memory tradeoffs up to 50 Children

EXTERNAL USE
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Routing Protocol — Link Margin, Quality and Cost

59

Link Margin Quality Link Cost
> 20dB 3 1
> 10dB 2 2
> 2dB 1 6
<= 2dB 0 infinite

The outgoing and incoming Link Qualities and Routing cost
to an Active Router as advertised by any other Active

Router can be encoded in 1 byte (per Router):

« Neighbor Out Quality — 2 bits (value 0 if self or not

neighbor)

« Neighbor In Quality — 2 bits (value 0 if self or not neighbor)
» Routing Cost (minimal sum of Link costs) — 4 bits

EXTERNAL USE
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MAC filtering and self healing network

©

¥

On the Thread Router R2, get the node MAC random address :

$ thr get randomaddr

randomaddr: 0xF310BB8D2434C450

Enable the MAC filtering on router R3 :

$ macfilter enable accept

$ macfilter add 0xF310BB8D2434C450 reject 1 Igi 255

This will only be valid after 100s (Last time field), ping R2 from R3 :
$ ping fd1a:a020:4a4::ff:fe00:400 -t

Pinging fd1a:a020:4a4::ff:fe00:400 with 32 bytes of data:

Request timed out.

Until network find a different way through R1. Disable macfilter :

$ macfilter disable

Now powering off R1 to check who will become the new chosen Leader (after 100s) !
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COMMISIONNING




Topology in-band (in-mesh) commissioner

Expanded Collapsed

Joiner

L4
*
' ~O

O Joiner

G Commissioner
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Topology out-of-band commissioner (eg. WiFi, BLE,

NFC, other) : demo of relay script

63

Expanded

EXTERNAL USE

fHREAD

== Connected to Wi-Fi
ThreadNetwork

=
0

Scan Connect QR Code
= You can also enter the Connect Code manually

Thread Commissioning
Mobile App

O Joiner

G Commissioner

Collapsed
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Secure Commissioning

» Joiner device will regularly be commissioned by a smart
phone

 The smart phone does not have to connect directly to the
Thread network. It can connect via Wi-Fi then through a
Thread Border Router Gateway

« Commissioning is based on end-to-end security and
encryption between Thread Nodes and the
Commissioner. Other nodes relay DTLS but cannot
decrypt

«  Shared secret usually established by scanning device QR
code

« Elliptic Curve J-PAKE used to generate high-strength
key used for message protection and secure configuration

data delivery (e
“hccess
y - ) Point @ — )
o 5 ( - cf -+

B @a0f—m ([ ) &
Joiner —

("x

:i' .';'::E-j.:.!: - abled cnmmmﬂon"ar m
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Example: Thread Device Out-of-Band commissioning
with NFC : demo of multi_nfc script

Al -

Node Thread BR

R

Node + NFC label - tap to the Border Router (Thread gateway)

» BRis Thread leader > store the info into the joiner list )
« BRis not leader - send info to the leader over Thread /
+ Authenticate / Join the end node when device powers up

Node + NFC label - tap to the phone (Commissioner)

» Phone connected to BR over Wi-Fi/Ethernet and authenticated as commissioner

» Phone sends info over a DTLS channel to the BR - Commissioner //
+ Authenticate / Join the end node when device powers up

(Node + NTAG) + secure key exchange

- Tap to the BR or NFC phone - Phone already connected to BR via DTLS ftag .
+ Perform the complete joining process using only NFC and configure the device

+ Device at power up is directly joined in the network NTAG G NFC Reader Secure Element

N
N

(Node + NTAG) + secure key exchange

» Tap to the BR or NFC phone > Use whitelist based on MAC address mtag .
+ Send info over a DTLS channel to the BR - Commissioner

+ Authenticate / Join the end node when device powers up NTAG I°C NFC Reader

(Node + NTAG) + secure key exchange + node authentication

« Tap to the BR or NFC phone

+ Send MAC address to trusted DB to retrieve PSKd iitag
« Send info over a DTLS channel to BR - Commissioner A

« Authenticate / Join the end node when device powers up

)
)
)

N Trusted
Nodes
DB
NFC Reader

—em mm mm mm Emm mm Em Em Em Em Em Em Em Em Em Em Em Em mm mm Em Em Em Em Em Em Em Em Em Em Em Em Em Em mm Em Em Em Em Em Em mm mm =
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OTHER DEMO




Kinetis Thread - Over The Air Firmware Update

OTAP Client OTAP Client
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SECURE CONNECTIONS
FOR A SMARTER WORLD



