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SECURE CONNECTIONS FOR A SMARTER WORLD

Everything 

Connected

1B+ additional 

consumers online, 

30B+ connected devices

Everything 

Smart

40B+ devices with 

intelligence shipped 

in 2020

,

Everything 

Secure

Potential savings to 

economy up to

half trillion dollars

Source: Euromonitor; Gartner; ARM Holdings; UBS; Center for Strategic and International Studies; 

McAfee, NXP analysis, International Telecommunications Union 

ProcessingConnectivity Security
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Who is Digital Networking…

Virtualization

Security (Trust & Protocol Acceleration)

Software Solutions and Services

Enabling Secure Infrastructure 

with Cost- & Power-Efficient Solutions

and unique expertise
Switch & Control

Storage

Cellular

& Wi-Fi

Gateway

Industrial

DN Targeted Solution Segments
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Enablement

Software

Software

Platforms
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Silicon and Software Provide the Solutions our Customer Require
LS2088

LS2080

LS1088

LS1046

LS1043

LS1012

LS1021

Secure Embedded & Enterprise Linux Distributions

GW NFVvCPE Switch ITSWLAN
IOT & 

Home

1W

35W

SD-WAN

Access Node
Wi-Fi

Extender

Enterprise WAP

Carrier WAP

Services Routers

Retail

Router

High-End

GW

25Gbps

Services Switch

100Gbps

Services Switch

IOT

Gateway

Roadside

Infrastructure

Smart Home

vE-CPE NFV infrastructure

vCPE

Solutions deployed 

by ODM and OEM partners
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AGENDA
• IoT Time to Market Challenges (Secured, Elastic IoT

services, Automation)

• NXP Virtualized IoT Platform – LS102x/104x (Advanced, 
Smart, Secured)

− Advanced (Virtualized Platform using Docker Container VMs)

− Multi-Cloud, Multi Gateways for Multi tenant services

− Smart (Sensor Fusion, Distributed Analytics in Gateway and 
Cloud)

− Secured (Firewall, VPN/IPSEc tunnel etc.)

• ODM IoT Gateway example: Accton LS1043 integrated 
WLAN, IoT, vCPE Product

• Summary
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IoT Time to Market Challenges
Secured, Elastic IoT services, Automation

01.
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IOT System integration Solutions

Security &  

Surveillance Healthcare
Remote monitoring

Smart Buildings
Cool, Heat …

Consumers

Transportation

Finance

Meters & sensors Industries
Electric, Gas, Cars…

Wearable
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Security &  

Surveillance Healthcare
Remote monitoring

Smart Buildings
Cool, Heat …

Consumers

Transportation

Finance

Automation of on-demand services

(& Dynamic Service Chaining)

Fast Time To market for new  service

introduction (inc. Secured IoT)

Elasticity Of Services  

(Scalable)

Meters & sensors Industries
Electric, Gas, Cars…

Wearable

IoT Time to Market Challenges (Convergence of IoT with vCPE)

NFV Virtualized network Convergence with Virtualized IOT Gateway
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Advanced, Virtualized Platform 

(using Docker Container VM)
Multi-Cloud, Multi Gateways for Multi tenant services

02.
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LS1043A Hardware

CPU SECMemory
Packet 

Engine

Host Linux Kernel(Ubuntu)
Docker Linux

Container

Firewall

VPN 

(IPSEC)

Guest OS

vVPN vNF -VM4

vSecurity (Trend Micro)

MQTT

Home IoT

Sensor Fusion

Guest OS

IOT Cloud gateway

- VM1

GE Predix

Industrial IoT

Guest OS

Sensor fusion-VM2

DLNA

Video 

Streaming

vRouter vNF-VM3

Guest OS

Multi-Cloud(s): e,g

AWS (Amazon)

OVS - DPDK

KW41

Sensor

wifi

Video 

camera

Smart 

plug

client server

Openwrt IOT Gateway vCPE (opencontrail, openstack)

GE Predix

Virtualized Network Functions 

services across network: 

Intelligent Edge Cloud

Advanced, Virtualized IoT Solution Platform (LS1043RDB, 

Accton LS1043A)
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Advanced, Multi-Cloud Virtualized IoT Platform (LS1043RDB) 

• Elastic service deployment: multiple Containers, multi-tenants
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Advanced, Multi-Cloud Virtualized IoT Platform (LS1043RDB) 

• Elastic service deployment: multiple Containers, multi-tenants
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Advanced, Virtualized IoT Platform: with Docker container (VM) 

services 

(DLNA Media Streaming..) using Google Kubernetes Cloud Orchestration

Service request

Service deployment

Layerscape

Internet 

(Google Kubernetes 

Orchestration)

Linux Kernel

Container

Appli-

cations

Docker Container (VMs) supports: 

Secured, Elastic IoT services, Automation with dynamic service chaining
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Advanced, Virtualized IoT Platform video demo (LS1043RDB)

Docker Container VM #1

• Sensor Fusion Aggregation (Rule-based, local vs cloud analytic, actions)

• Elastic: - easy to dynamic loading of another IoT Gateway (GE-Predix Industrial Gateway); 
https://www.predix.io/

• Docker Container VM #2

• DLNA media Streaming

• Docker Container VM #3

• Security packages – Firewall, VPN/IPSEC tunnel, Trend Micro Deep packet inspection etc

Demonstrate VM isolation: (Destroy DLNA VM #2, IoT VM #1 continues running)

Then relaunch DLNA VM #2

https://www.predix.io/
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Smart
Sensor Fusion, Distributed Analytics (Gateway 

and Cloud)

03.
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Virtualized Network Functions 

Intelligent Edge Cloud

Smart, Intelligent Edge: SDN/Openstack & Google/Kubernates

Converged IoT Platform supports Virtualized, Docker Containerized (VM) 

IoT Services
• Open source software platform

Leverage open source SDN platform: 
OpenStack, Kubernetes, Docker, 
OpenContrail, OpenFlow etc.

• HW and vendor independence
No vendor lock-in on both software and 
hardware side. IoT Gateway CPU must 
have either x86/64 or ARM architecture. 

• Interoperable SD-IOT Platform 
supports Virtualized IoT Services 
(Software Defined IoT Platform)
Open, standard-based IoT platform 
collaborating multiple IoT use cases. For 
instance IoT gateways can be used in 
the street lamps for counting objects the 
same way as in the smart factory or 
industry 4.0 application.
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NXP Advanced, Smart, Secured IoT Software Platform

Board Design

OneBox

Linux-SDK  BSP 

CoAP

Application Protocol (Requests/Response)

Subscribe -> Push notification 

Wireless IOT Gateway Platform

Networking:

IPv4/v6 128bit address, 

Virtual LAN - VLAN,

Domain Name Server- DNS

Security:

Authentication,

Access Control

Intrusion Prevention: DOS –

IDS/IPS

Encryption,: IPSEC, SSL, 

DTLS

Management: 

Remote Provisioning 

TR69

Traffic Policy QoS

Zigbee 1.0 / 2.0 Bluetooth LE

Database

Sensor

Data

Zigbee Data

Wi-FI / 3G / 

4G

BlueTooth

LE  Data

Gb Enet3G / 4G / LTE Wi-Fi

SDIOGMIIUSB FLASH

USB2

Mohave
Gb Phy

USB2

Think-Eco

SDIO

Silex - Module

On-board 

8 GB Flash 

(eMMC)

Phy Interface

Inside Box

Modules

S
o

ft
w

a
re

H
a

rd
 

w
a

re
HTTP/REST

XMPP

MQTT

Secure Boot

Wireless Security  

WEP, WPA2
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NXP Smart, Secured IoT Service-Delivery Platform (With Cloud 

API)

SDN platform  (Smart  Network)– Openflow-Agent, OVS, Quantum-agent (OpenStack)

CoAP Application Protocol (Requests/Response) 

(or HTTP/REST), Publish/Subscribe

Future consideration: : - XMPP, MQTT

FSL     Linux-SDK BSP Drivers

(i.MX 6Solo, Wi-Fi, BT, ZigBee, etc.)

(JAVA 

SE)

JRE

FSL Wireless IoT Gateway Platform

Sensor data (JAVA DB)

in Flash, SD, USB, etc.

Security:

Authentication,

Access Control

Intrusion 

Prevention: 

DOS – IDS/IPS

Encryption,: 

IPSEC, SSL, 

DTLS

Secure Boot

Management: 

Remote 

Provisioning 

TR69

Traffic Policy QoS

(JAVA 

ME)

Networking: uPnP

IPv4/v6 128bit IP address, 

Virtual LAN - VLAN,

Domain Name Server- DNS

Wireless Security  

WEP, WPA2

(OSGI Framework)

Web-

server

Storage

GPS

NFC

weightless

Device Management

Diagnostic
Remote

Access

Remote

Provision TR69

Communication Mgt

XMPP SMS

Alert

Applications / Services

Health Industrial

Home 

Automation

Smart 

Energy

Business Logic

Storage (NAS) Sensor

Node(s)

Other sensor nodes: WEP, 

WPA2, (Java SE)

Health monitoring

sensors, safety/security

sensors, image sensors --

surveillance

Mobile Apps
Java FX

Smart energy

sensor nodes: WEP, 

WPA2, (Java SE)

Smart meters, plug, 

appliances

Sensor nodes: WEP, WPA2, 

(Java ME)

Temp/Pressure,

Accelerometers, Gyro, etc 

Cloud Server Apps

(Big Data, etc.)

• Discovery

• Interoperability

• Autonomy

Local Data Analytic –

event processing, filtering
.
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Smart, Distributed Sensor Fusion 

(Distributed Analytics and Actions @ Gateway and Cloud)

Distributed Sensor Fusion 

Framework

- Rule-based, table-driven, 

- Easy to update knowledge-base
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Secured 

(Trusted IoT Platform)
(Firewall, VPN/IPSEc tunnel etc.)

04.
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NXP’s Advanced, Smart, Secured Wireless Gateway 
LS104x Multi-mode wireless: Secured, Virtualized IoT service Gateway

Gen 1 – non-VM, not HA

(Vulnerable to attack)

Gen 2 – TRUSTED,

support VMs 

(Virtual Machines) within 

the Gateway

Gen 3 – TRUSTED, HA

support VNF (Virtualized Gateway)

(Virtual Network Function) 

Secured VnFs – Firewall, tunnels

on-demand Service chaining 

across the network,

VNF can be run outside 

the Gateway onto 

other network equipment

HA – High Availability –

Load balance, 

Auto-Fail-over etc
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Internet of Things & Secured Service Delivery Platform

Edge Nodes Gateway Core 

Network

MCUs Energy

Sensors Connectivity

Application

Domain

Devices

M2M / IoT 

Applications

Client 

Application

S
E

R
V

IC
E

 E
N

A
B

L
E

M
E

N
T

S
e

rv
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e
 C

a
p

a
b

ilitie
s

Local Area 

Network

Direct Connection

VALUE ADDED SERVICES



PUBLIC 22

Secured IoT Platform Standard(s)

Edge Nodes Gateway Core 

Network

MCUs Energy

Sensors Connectivity

Cloud Application

Domain

T
ru

s
t 
B

o
u

n
d

a
ry

T
ru

s
t 
B

o
u

n
d

a
ry • Business logic 

abuse

• Information 

disclosure

• Anonymity

• Electrical

Tampering 

(physical, digital)

• Software

• Theft

• Destruction

• Mutual 

Authentication

• Confidentiality

• Integrity

• Repudiation

• Mutual 

authentication

• Confidentiality

• Integrity

• Weak trust 

relationships

T
ru

s
t 
B

o
u

n
d

a
ry

• Electrical

• Tampering 

(physical, digital)

• Software

• Theft

• Destruction

• Mutual 

Authentication

• Confidentiality

• Integrity

S
E

R
V

IC
E

 E
N

A
B

L
E

M
E

N
T

VALUE ADDED SERVICES

For Example:. Confidentially – openSSL Encryption via ODP Standard – Open Data Plane
Trusted Boot, Trusted Architecture
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NXP Secured IoT - Pillars of Cybersecurity (NIST.gov) – TRUSTED

Integration with Commercial security packages – e.g. Trend Micro

Availability Non-repudiation Integrity Confidentiality Authentication

The property of 

being accessible 

and usable upon 

demand. Applies to 

assets such as 

information or 

information 

systems

Provides the capability 

to determine whether a 

given individual took a 

particular action such as 

creating information, 

sending a message, 

approving information, 

and receiving a 

message

A state in which 

information has 

remained unaltered 

from the point it 

was produced by a 

source, during 

transmission, 

storage, and 

eventual receipt by 

the destination. 

Preserving 

authorized 

restrictions on 

information access 

and disclosure, 

including means for 

protecting personal 

privacy proprietary 

information. and 

The process of 

verifying the identity 

or other attributes of 

an entity (user, 

process, or device). 

Also the process of 

verifying the source 

and integrity of data
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NXP’s Secured, Trusted, Virtualized IoT Platform

Local / Wide 

Area 

Connectivity 

Gateway Cloud

MCUs Energy

Sensors Flash

Edge Nodes

Non-Repudiation

(Trust Architecture, Zone)
Confidentiality

(Authentication, Encryption, DPI)

Anonymity

(Key Authentication,

VPN/Firewall) 

Integrity

(Encryption, VPN/Firewall)
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Accton 8407FA WLAN / vCPE / IoT

Gateway
Using NXP LS1043A Platform

05.
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Accton 8407FA WLAN/vCPE/IoT Gateway – NXP LS1043A White 

Box Platform
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Accton 8407FA WLAN/vCPE/IoT Gateway – NXP LS1043A 

Platform
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Summary

06.
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Summary

• NXP’s Virtualized IoT Platform – Enterprise, Class, Industrial Ready

• NXP Virtualized IoT Platform – LS102x/104x (Advanced, Smart, Secured)

− Advanced IoT (using Docker Container VMs)

 Multi-Cloud, Multi Gateways for Multi tenant services

− Smart (Sensor Fusion, Distributed Analytics in Gateway and Cloud)

− Secured (Firewall, VPN/IPSEc tunnel etc)

• ODM IoT Gateway example:  Accton LS1043 integrated WLAN, IoT, vCPE Product

• Summary
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Backup

07.
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What is Virtualization?

• Virtualization – Hardware and Software technologies that 
provides an abstraction layer that enables running 
multiple operating systems on a single system

• A hypervisor is a software component that creates and 
manages virtual machines which can run operating 
systems.

• Virtualization Use Cases

− Cost Reduction (Improved HW utilization)

− Reliability & Protection

− Flexibility & Scalability

Configuration / Management
gent

Control/Service Plane
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Virtualization Use Cases
Configuration / Management

gent

Control/Service Plane



PUBLIC 34

NFV – Network Function Virtualization

• NFV offers a new way to design, deploy and manage networking services/functions

• What you can do with NFV?

− Run network functions on general-purpose common hardware

− Take network functions in and out of service, and scale them up and down easily

− Multiple network functions can share a NFV node (Compute Node) 

− Automate service delivery with orchestration

• Proven Cloud technologies for IT applications in data centers (same can be used for NFV)

− Orchestration tools such as OpenStack, Opencontrail etc.

− Hypervisors such as KVM,LXC,Dockers etc..

− Virtual switch using OVS,DPDK-OVS etc.

− Opencontrail using vrouter agent for Dynamic service chaining

pNF1

vNF1 vNF2 vNF3
pNF2

Virtual Switch, KVM/LXC/Docker (NFVI)

pNF3
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NFVI (NFV Infrastructure) Concept and Challenges 

• NFVI enables virtualization of hardware and 
exposes each virtual hardware to VMs

• NFVI consists of multiple SW modules

− Orchestration agent

− Libvirt

− Hypervisor such as KVM, LXC, Docker etc..

− QEMU for emulating hardware

• Networking

− VxLAN – Overlay based virtualization

− OVS – Virtual Switching

− Firewall – Filtering traffic going to/from VMs.

− Traffic Control

− DDoS prevention

− IPSec for security-on-wire

vNF1

vNF vNF3

• Challenges

− More intelligence is being added to VMM, 

Intelligence is pushed to the edge

− Amount of traffic processed by vNFs is 

much higher than typical IT applications, 

therefore networking performance is 

important



PUBLIC 36

Network market shifting to virtualization (SDN/NFV)
NFV Promises Three Benefits to Operators

Service

Velocity

Capex and 

Opex Reduction

Scalability & 

Elasticity

1 2 3

Designing custom 

hardware & 

software

Writing code 
you can run 

and test in a VM

Many diverse,

custom systems

Fewer, 

homogenous

COTS systems

VM VM VM VM

VM VM VM VM

VM VM VM VM

VM VM VM VM

VM VM VM VM

VM VM VM VM

VM

VM
Instantiate

More VMs

Add 
Services Nodes

Scale Back
with Demand
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Internet Service Provider

Cloud

QorIQ LS 20xx/x86

LS1043/LS1046
LS 1012

Edge of the ISP Cloud

Customer Premise

vCPE

On Demand Adaptive End-to-End Distribution of

Virtualized Network Services (vNFs)

Clients

Service 

Chaining

Cloud

Orchestration

vCPE

LS1088/LS20xx

vCPE

Single Cortex-A53

DataCenter 

Cloud

Smart 

Edge

Smart 

Access

Optimized 

vNFs

Optimized 

vNFs

vNFs – Virtual Network Functions

NXP Virtualization Platform 

• Smart Access, Intelligent Edge
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vCPE Last Mile – Intelligent Edge, Smart Access

Compute

RAEI

CPE ControllerW
A

N

eth eth eth

OVS

Wifi

D
H

C
P

D
N S

SSLregistration

Frontend

SSL

CPE Ansible inventory

Ansible task scheduler

Ansible CPE roles and 

playbooks

IPSec

VNF VNF

KVM

Ansible

framework

Easy Go Network stacks
Prototyped stacks
Open source managed stacks 

IPSec

UTM
vRouter

Compute FW
vRouter

DPI C
o

n
tro

ll

e
r

Legacy CPE

SDN PoP

Whitebox

CPE Controller Frontend

API

CPE Mediator

Under development
3rd Parties

Customer Front End

SDN OSS Workflow

VNF Configurator

Openstack

Controller

Contrail

Controller

dnsmasq

openvpn

strongswan
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