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Did You Know?

T =
Vehicle hacks o (o . @

published since 2015

Why hacking? Why is it possible? Why now?
Valuable Data High System Complexity Wireless Interfaces
attracts hackers implies high vulnerability enable scalable attacks
Vghicle recalled Car-generated data Up to 150 ECUs per carr, 250M connected
in the largest may become a USD up to 200M lines of vehicles on the

incident to date 750B market by 2030 software code road in 2020

—~——
Security Is a must-have for connected & autonomous vehicles
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Cyber-security Threats in Cars: Local Attacks

Local Attacks
targeting one vehicle

o EE——

Vehicle theft by Ransom for a Tampering the
relay attack drive odometer

! victim Odometer Fraud Facts
' WannaDrive? e=x—x

il 452,000

R ed

APPROXIMATE NUMBER OF ODOMETER
FRAUD CASES PER YEAR IN THE UNITED
BTATES

https://www.youtube.com/ VDI Conference on IT Security for https://www.nhtsa.gov/equipment/
watch?v=bXfp8F4J2el Vehicles, Berlin, 5.7.2017 odometer-fraud

Mainly a concern for car owners / users

PUBLIC | 3



Cyber-security Threats in Cars: Local Attacks (ECU)

Local Attacks Local Attacks
targeting one vehicle targeting one ECU (chip)

e

Engine tuning Reverse engineering Chip attacks (many kinds)
=

“" 11 = checkRe ')

5 M a.
s | gecodsMalioREs V&
. i tidde « o

Workshop around the corner, or in your garage Analyze competitive information (HW & SW) Retrieve sensitive information (keys, passwords, etc.)

Retrieving secret keys can potentially allow for a hacker to scale remote attacks

Potentially a massive concern for car makers
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Cyber-security Threats in Cars: Remote Attacks

Local Attacks Local Attacks Remote Attacks
targeting one vehicle targeting one ECU (chip) scalable to entire fleets

Remote hack of an unaltered car Yet another remote hack of an unaltered car
(published July 2015) (published Feb 2016)

https://www.youtube.com/watch?v=MKOSrxBC1xs https://www.youtube.com/watch?v=egws2_WSUUE

A massive concern for car makers (and users)
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No Safety Without Security

#1 Objective: no functional
hazards on mission-critical ECUs

4

Collaterals:

pd
System availability ensured 5
Information received / processed =
trustworthy 5
In-Vehicle S
™ wulliln @)

‘ Experience CD i

Cyber-security is a prerequisite for
availability and trust in the system
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Functional Safety & Security — System-level Concerns

IC-LEVEL SAFETY & + SAFE & SECURE SAFE AND SECURE
SECURITY SOLUTIONS DOMAIN ARCHITECTURES o MOBILITY

ol - @ i

ol -

=l -

=l -

=il [

=l [
* Resource Isolation « Domain Isolation  Fail Operational
* On-Die Monitoring » Firewalls » Resilient against Cyber
« Integrity & Authenticity « Network Intrusion Attacks

Checks Detection
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Ecosystem
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Automotive State of Standardization

Overall

- No global standard available as of now

- Many ‘guidance’ documents from SAE, ISAC, NHTSA, JASPAR, IPA, ENISA, UK DOT, ACEA, SAC, etc.
- Many customer specifications (some corporate-wide, some application specific)

Processes
- Joint SAE-ISO WG on Automotive Security Engineering

- Topics: risk management (TVRA), assurance levels (CAL), product development, operations, maintenance, cybersecurity monitoring,
incident response, information sharing, updates, quality management, governance, awareness, audits, ...

- Auto ISAC — Developing Best Practices for cyber security. Driven by automakers and suppliers globally

Product security

- SHE by HIS and HSM by EVITA still in some use (with modifications)

- SAE J3101 (WIP): Hardware Protected Security for Ground Vehicles

- AUTOSAR Crypto Stacks gaining a lot of momentum on MCU side

- TCG spec of TPM Auto Thin Profile has some interest (especially in Japan)
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Approach
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Remote hack of an unaltered car
(published July 2015)

https://www.youtube.com/watch?v=MKOSrxBC1xs




Blueprint For Typical (Remote) Attacks

)M

Powertrain

® @

Connect to modem ) Find & exploit
(cellular / internet)

connected ECU

(e.g. Telematics module)

vulnerabilities in the

N
® ®

) Thereby gain ) And steal data or
access to the take over control
CAN network

(e.g. slam the brakes)

Security is often ignored, or applied as an after-thought!

No (or weak) security countermeasures, no (domain) isolation, etc.
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Core Security Principles — For Defense in Depths

) ::QLC‘:Q&H‘Q 1

Secure Secure Secure Secure
External Domain Internal Software
Interfaces Isolation Communication Execution

They need to be in place in any E&E network

* Regardless of the actual architecture and implementation
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Applying the Core Security Principles in Vehicle
Architectures

Secure
Interfaces

Secure
Gateway

Secure
Networks

Secure
Processing
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Risk Analysis

Security Is not an all-or-nothing thing
- There is no such thing as ‘perfect security’

It"s about balancing costs and benefits
- For hacker, as well as for manufacturer

And security Is not just about prevention
- Prevent to the extent possible & feasible
- Detect, & Respond (Mitigate, Fix) elsewhere
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Solutions
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NXP’s Automotive Security Solution Groups

S Automotive ICs with On-chip Security Subsystem

Integrated solution for best fit with
application real-time constraints & for @ SENSE. & THINK . [ ACT
strict security policy enforcement

Security Companions

L Certified security extension for specific use

.17 Y Function-specific Secure ICs

B: 0

T I Fit-for-purpose security support
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NXP’s Automotive Security Solutions

Automotive ICs with...

d
In-Vehicle Experience
w1

=

2) 0

Connectivity

-
Driver Replacement ﬂ;:'

Gateway =

Powertrain &
Vehicle Dynamics

Body & Comfort

0

...0On-chip Security Subsystems

Q

Security Controller (SECO)
(Tj?ﬁ High performance

@ Media content protection

Security Engine (SEC)

HSE (HSM)
CT)’% High performance
@ Versatile feature set

CSE
@ Ease-of-use
B Cost-optimized

Security Companions

ﬂ Secure Element (SE)

0’._ Tamper-resistant secure system

ideal for M2M authentication (e.g. V2X)

Function-Specific Secure ICs

Secure CAN Transceiver (TJA115x)
@ For enhanced IDS & IPS

Secure Ethernet Switch (SJA1110)
@ Network frame analysis (L2/L3/L4)

Secure Car Access ICs

@ For advanced RKE / PKE solutions

V2X DSRC Baseband (SAF5x00)
@ Ultra-fast ECDSA verifications
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Secure Execution: In-depth Approach With NXP Solutions

Software Context Hardware Implementation

Normal system (OS) & user (apps) context

_ _ Application
Process / resource isolation by OS

TrustZone
Trusted Execution Environment

Isolation from Normal World (via TrustZone)

Pa2I0JUT-MH
NdIN / NOIN

uoIe|0S| 92IN0SaY
HUN |0IU0D WBISAS

Dedicated on-chip security subsystem Security Security

Isolated from entire apps context (HW-enforced) Services Subsystem

Stand-alone security IC
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Security

. n : Secure Element (SE)
Tamper-resistant (certified) HW / SW Services
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NXP’s On-chip Security Subsystem: General System
Overview

Automotive MCU / MPU

= Security Subsystem

BUILT-IN PROTECTIONS
Secure Memory

. ECU Functions & Features
becure Files (keys, etc Root of Trust
Security Manager
Security Services Security Services
Security Service Handler

THE APP W Application Brain

[when required] System Resources System Resources
External NVM
encrypted Communication Interfaces
TRNG Cryptographic Engines

and more

(hard-wired) (software / firmware)

I E—

% Security Brain

BUILT-IN PROTECTIONS
BUILT-IN PROTECTIONS

Security Resources

Application Resources
BUILT-IN PROTECTIONS

CONTROL
THE PLATFORM
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NXP’s Secure Element: System Overview

ﬂ Secure Element (SE) - Host
BUILT-IN PROTECTIONS

T Application Memory
Secure Memory

_ ECU Functions & Features
Root of Trust Secure Files (keys, etc.)
Security Services (Java Card Applets) Security Manager
Java Card Open Platform (JCOP) Security Service Handler

SERVE .
Security Brain THE APP W Application Brain

Communication Interfaces
TRNG Cryptographic Engines

Security Resources —
BUILT-IN PROTECTIONS Application Resources

BUILT-IN PROTECTIONS
BUILT-IN PROTECTIONS
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NXP’s Secure CAN
Transcelver

TJA115x CAN Transceiver - Intrusion detection & prevention (IDS /
IPS)
Message ID filtering - On-the-fly CAN ID filtering (TX) and bus-guarding
T (RX) based on user configurable white & black lists
Biack Lis - Configuration based on ID & masking

X
White List

- Flooding prevention (DoS)

Leaky Bucket T
— - Threshold on message transmission: leaky bucket

v strategy weighted on frame size

[ ]

K - “1:1” replacement to any CAN transceiver
- Configurable via specific CAN frames

- In-field reconfiguration possible

- Automotive qualified (AEC-Q100)

- Operating T° -40°C to 125°C
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SJA1110 Ethernet Switch

Status & Address & 802.1AS/1588 802.1X
Control VLAN Tables Sync Access Citrl

Frame Processing
hhhbhi

L2/L3/L4 Header inspection / L2 Frame modification

100/1000 MAC
Credit Based Shaper 1588 Time-stamp

TELLL
Host

MIl/ RMII / RGMII

$

Ethernet PHY

NXP’s Secure Ethernet
Switch

« Authentication

- Port-based authentication (IEEE 802.1X)

- Port-reachability HW enforcement &
limitation

- Address-learning with disable option
- One-time MAC-address learning

« DOS

- Data-rate limitation: port-based / priority-
based / stream-based / broadcast

. Traffic Isolation

- Up to 4096 VLAN / priority dynamic update
at run-time; double tagging
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NXP’s V2X Reference Security Architecture

T
SAF5400

SXF1800 V2X DSRC Baseband & RF .
Secure Element with ultra-fast verification on nghly secured

for highly secure in-coming messages out-going messages

authentication of St _
out-going messages hbhhbh (signing key in secure element)

I ECDSA I

. engine 0o -
I.MX / S32x | l » J Ultra-fast verification

Application Processor : : :
running the V2X stack on INn-coming messages

(> 1000 msg/s)
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Processes
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Our Automotive Value Proposition

Solution Innovation Safe and
Portfolio Power Secure

Zero Defect Quality.
Leading with Security

The most complete In-house High
System Solutions Performance

for fastest TTM and Processing, Security and Functional
Scalabillity. and Mobile Eco-System Safety.
Capabillities.
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Security Culture and Organization — Matured Over Time

Security-
by-Design

Larger
Context
Program,
Organization

MIFARE Auto-ISAC ISO/SAE
Classic hack established 21434 JIWG
‘ 2010 2015‘ ‘—‘ 2020
-TI | LI ) | @ | | @ Ig.’l |
PSIRT PSIRT IR process
established extended formalized
Security Maturity _ | SMP / Trusted
Process (SMP) Solutions for Auto
Cooperating with Co-shaping global V2X Joining Involved in
HIS on SHE spec security standards Auto-ISAC ISO/SAE 21434
V2X Security Auto Security Dedicated team
Program Strategy for Auto Security
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NXP’s Automotive Cybersecurity Program

Holistic Approach to Security:

« Broad Portfolio of Security Solutions

« Secure Product Engineering Process

* Internal / External Security Evaluation (VA)

« Product Security Incident Response Team

« Security-Aware Organization (incl. Trainings)
« Threat Intelligence Feed

Leveraging our Cyber Security Framework:

« CSO/SOC/CSIRT, Information Security
Policies, Incident Management and
Response Processes, Site Security (ISO
27001 cert.), ...

NXP was amongst the first suppliers to join
the Auto-ISAC (Aug. 2016)

(o

=~ v oy

——— "

- TA U $ NS E
- ~ |
T Telematics News ——— ﬁ
w—— i;‘;‘j’f‘\s{:ﬁ:xupphers Join as naw members of _Co;ln—ect;
Car H
User Experienco
a > “ H Z’
AUTO-ISAC
— ik hore
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Product Security Incident Response Team (PSIRT)

Product Security IR Process and Team

B Ao Predod Secwty o 0

- Global across products / markets / regions e e ce®sne =

. Established in 2008 after the MIFARE Classic hack I | &8 o= el

& Guppont « Repont Peoduct Secerky Yelnecakiitine

Committed to Responsible Disclosure - Report Product Securlty Vulnerabllitles  8<

| WP Conmuntey

- In alignment with the security community | smcorscan Vilermm, 1inidwy

[ en—— Tha NXF Product Sacunty Incigent Response Team (PSIRT) sponas 10 reported sacunty
| vuinersbabins o NXP products Wockng wih menbers of the secunty commungy and

0T Pytessienal
. Wlth Our Customers artners Auto_ISAC CERTS et oo customons, the PSIRT works 10 best ansure Mt secunty walnesubiltios atecting NXP producss

) p ) ) Visese e documanied and scltubons are released in o resporadiie fastyon NXP 1 commtied 0

TRy NOdressg SeCurty vunsrabihas SBaCTng our CusImees and ITovKing Clear Quadancs
on tho oiubon, Fmpact seventy and mitigaton
Seergte & Dy

. 1 on Reporting a Potential Security Vulnerability
C O ntl n u O u S I m p rove m e nt ‘ - If you beliowe you have giscovarad a potential socunty vameratisity in gn NP product, plaase

contact PSIRT @ ot com NXP strives 10 send you & contematan of receipt within 24
hours which mary curng waekands and hobasys be sxianded to 77 hows o tha protiem is on

. E . g . eval uate and bench mark ag al nst Auto_ I SAC’S first st nol =oar cntieal 11 you 00 not gt & fSpoNsH withn that e, phsss Fsend youl

message L is unporiant (o incude B Latowng infonmston

best practice guide for incidence response

@ Receive
report

Define : Evaluate
. Communicate Closure
solution process
puBLIC | 29 N




Product Development — Security Maturity Process

[ A

| ~all
,_./‘-\ e
| C—

O

Threat Intelligence, BPWG, ... Lessons Learned (e.g. from IR)

‘ ‘ § * Monitoring security
4 Implementations at each gate
PROJECT LIFECYCLE

@ conceer @ oervmon @ pianine € executon € closure @) . Independent and un-biased
secuiy By O O O reviews — “4 eyes” principle
f f Process implementation can

be adjusted per project
Training and Awareness  Standards (ISO 21434, SAE J3061, ...)

———] + Trusted Solutions:
e Framework and support to
= guide engineering teams
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Training and Awareness — What Do We Do?

{\ 74 e e v DAares
AUTOMOUVE Security rorid

Trainings and Knowledge
Transfer Adoenciis sesuty 1
. Regular basic security trainings e
- Expert trainings on dedicated topics —

iInternally and through external partners —
Awareness — S S ~
- Regular bulletins and campaigns to @ R

increase awareness oo

- Internal and external information
sharing, through:

- Regular internal meetings and online portal
- Workshops with partners
- Bi-directional sharing with Auto-ISAC, CERTs, ...

Wit
0
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Process Framework (ISO/SAE 21434)

4. Introduction

5. Management of Cybersecurity

Auto CTO Security PMO /CSO/ ... T&O / CSO / PSIRT
'

Industry
(Auto-ISAC,
Nat Council of

GOs

(DOT/NHTSA,

ISACs,
Customer
Req, ...)

DHS, ENISA,
FBI, NCCIC ...)

Product
Security

NPI / Security Maturity Process
and

Trusted Solutions Incident

Response
Process and
Team

SDOs NGOs

(CERTS,
FIRST, ...)

(ISO, NIST,
SAE ...)
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