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1

1.1 %R

L S32G3 RDB3 4l

W B SCRS AN AR S B L, S32DS ¥ T.H., Lauterbach 1) T.B.%%,

Fro| Bk A LUEE BRI

=)

1 | HSE_DEMOAPP_S32G3XX_0_2 16_1_ReadMe.pdf | HSE DEMO | HSE_ DEMOAPP_S32G3XX_0 2 16 1.exe &

F PR 3R

2 | HSE_FW _S32G3 0 2 16 1 HSE [ 1422 | NXP.COM B M Rk
® HSE FW S32G3 0 2 16_lexe Rt

3 | HSE_DEMOAPP_S32G3XX_0 2 16 1 HSE DEMO | NXP.COM & W F#k
® HSE_DEMOAPP_S32G3XX_0_2 16_1l.exe

4 | SW32G_RTD_4.4 3.0.0_HF02 RTD NXP.COM E M T %k
® SW32G_RTD 4.4 3.0.0_ HF02_D2205.exe

5 | Volkano Key &#l T. | S32DS [
®  S32DS3.4 A [T 5

6 | Trace32 Powerview 1. E A Lauterbach.com %k

®  Lauterbach debug T. A
Software Version: N.2022.05.000147980
Build: 147980.

1.2 JRAILEC 3B

IR R A RS, BARLL &N ASFIRRAS ) HSE_DEMOAPP 1t readme i . 7525 — 12,
S$32G2 Rev2.0 1 Rev2.1 & FIAS AR A FW, [EFE, S32G3 Revl1.0 fl Revl.l t2 FAAFEIRAM FW, FiisS
M HSE Aig1Ew TAE.
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2 Host Secure Debug f<=¥E&

2.1 ADKP
ADKP# Application Debug Key / Password 1455, #&SOCHI—X {9t =4, 128bit. —HE
AAREE, AR, RERETHSERMEH . & W2

® JHRKIIHIVT/CFGIGMAC

® ki AppBLIIGMAC

® it v & % OEM_PROD/IN_FIELD, HiK{#¥'Debugii

ADKPH] PAs2& B SC AT BA%5 S, HlhseAttrApplDebugKey_t BihseAttrSecureApplDebugKey_t 25 & |7
FE T B R YRS (HSE_APP_DEBUG_KEY_ATTR_ID) k1% B ADKPH] Cak# 30, LK H
HSEfJRAM/NVM key, AES-128 key.

128Bit/*JADKPFH{EGMAC, #%4n K7 AokY B $256Bit. GMAC Taglit & 7k R :

GMAC TAG = GMAC(random_IV, message:IMAGE, key:SHA256(ADKP))

ADKP
(saved in secure NVM)

l 128-bit input

SHA256

l 256-bit output

ADKP-extended
(for IVT/CFG authentication)
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2.2 ADKPmM

ADKPm, Bl ADKP master, 41 F E#H [ 128Bit #%%, 5 UID —i2id it AES-ECB K4 f—> ADKP.
IXFEUFAL 22 ADKPm ME—ES %, 7] LU UID SRARIE—HL—%5.

Input to the “set attribute” service

Input
(ADKPm 128 bit)

SHA256

Key (256 bit)

64 bit v
UD —» SHA256 > AES-ECB
ADKP

1E1& S ADKPmAT, FESE T B ARS (HSE_EXTEND _CUST SECURITY POLICY ATTR_ID
) KAdife ADKP_MASTER, #RJGilid Fik ADKP Zmfe 7 AR 52 s .

ADKP_MASTER | 1 bit Selects the method to provision ADKP in secure NVM:

- When 0 (default): the input value is ADKP and is written “as is” in
secure NVM

- When 1: the input value is considered as a master debug key and is
diversified with the device’s UID before being written in secure NVM
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2.3 WfA i HSE FW X%} ADKP BH TR R

|

SET ATTIBUTE ] H = 4 bytes read from input

Service start Memory pointer

Another attribute update

No
(not documented here)

Additional test on
attribute size not shown

Attribute ID == ADKP?

Input size == 16?

v

H corresponds to an AES-128
Handler to a key Kags provisioned in
The NVM or the RAM key catalog?

v

K =18 bytes read from

K = Kags (18-bytes key value
read from key catalog)

input

The key Kags can be used

Le
as the master ADKP
ADKP_MASTER ==1?

K = AESenc (UID, SHA256(K))

>
-]
A
o
T
A
A

Only if key is set with Kags

2.4 Host Debug

Delete Kags from
key catalog

A\ 4

End

No|

A\ 4

[ Terminate with error ]

Host Debug ThRE B4 5e &, B AP, BT LC (Life Cycle, Aan/EI) PR, HAk
R Rk PR . X R R0 B AR JTAG i 56, B3] HSE IEMf#Z S5 H A . A
AT DEBUG DISABLE 5

LC state Host Debugging

CUST DEL Host debug open (unrestricted)

OEM_PROD Host debug protected (with ADKP) or permanently disabled

IN FIELD (see DEBUG_DISABLE)

PRE_FA mode Host debug protected (with ADKP) or permanently disabled
(see DEBUG_DISABLE)

FA Host debug open
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XA T 2 B 211K 128Bit ADKP/ADKPmM, #4057 A IEHS LA MA T, @it
HSE %% )& P AUTH_METHOD K & .

AUTH_MODE 1 bit Selects the method to open the host debug protection:
- When 0 (default): static authentication (password)

- When 1: dynamic authentication (challenge / response)

o AT (password®Ezl) : iHidpassword K%L, XFEADKPL I B i 77 2
B EARH ljﬁljﬁiﬁ;!:fjﬁllmi B2 A

® 477 (challenge/responsefiz{): il il challenge/responseiX i /5 X K5 AL, ADKP
ﬁ%**ﬁ‘bﬂ%?key,'D?Ei%%ﬁfﬁﬁiiﬁ\keyﬂ%%fiﬁﬁ.ﬂlﬂﬁchaHengeifﬁiﬂﬂi?HﬁresponseoEH
T IXM T AXS O E AR AT 7 NS, o5, HEE X R T 2

3 Host Secure Debug F B 4423

— MR BN LA IR
® [l EHSEMI, flffikey catalog, % %ikeyZsysimghlIChc & .

‘5 NADKP/ADKPm.
WERNEI, ERilEpasswordBizl.
HHELC (life cycle) .
#JH (destructive reset)

® 5 FHAH N ()47 L AR BN AS SR AR T
RT3 T-HSE_DEMOAPP_S32G3XX_0_2.16_1, % I ik b5 Pt 17 3 .,

3.1 HE¥EE AN ADKP

R4 ARISAE HSE demoapp H A, il F ¥ & JE ) HSE_APP_DEBUG_KEY_ATTR_ID fR45-EIH],
X EVER ADKP, X 128Bit #4E i KNIk &, HSE & Kb HE R . 5 AF) HSE Fan A
fi swap, 7E debugger A 75 Z A5 swap.

uint8_t applicationDebugKeyPassword[16] =

{
0x00, Ox11, Ox22, Ox33, Ox44, Ox55, Ox66, Ox77, Ox88, Ox99, OxAA, OxBB, OxCC, OxDD, OXEE,
OXFF

}s

srvResponse = HSE_SetAttribute(HSE_APP_DEBUG_KEY_ATTR_ID,
sizeof(hseAttrApplDebugKey t), &applicationDebugKeyPassword[0]);

ASSERT(HSE_SRV_RSP_OK == srvResponse);
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3.2 it ADKPm t+8 ADKP #}5 A

RYE ADKPm [ 375, 5 Z i luZe i UID, AT LA# A st OCOTP X M [ % /748, 1R
Shadows4& Shadows5, 4R )5 swap 57533 UID= D8B363550B101002. 44Kt AJ LA FH 1) T 28 Bl A< S
SRR, SRR UID AN 2 swap.

SHADOWS4 5563B3D8 EFUSES 5563B3D8
SHADOWSS 02101008 EFUSES 02101008
CHANALIC R ANNNTT NN rencrc NANNYT NN

5, W ADKPm /2 00112233445566778899AABBCCDDEEFF, i+ ADKP it & 7, Hl
F S32DS # ) volkano_utils (c:/NXP/S32DS.3.4/532DS/tools/S32Debugger/Debugger/Server/CCS/bin) HJ
LTS ADKP, W'F, O E il mi 2R &N ADKP. 1XFE, 75 ADKPm AHIFFIEH T, 5
BT — ML EE . X B ADKPm, 78 HACHS S N # . ADKP U2 secure debug B 45 F (4 .

$ ./volkano_utils.exe -cmd derive_adkp -uid D8B3635508101002 -adkpm
00112233445566778899AABBCCDDEEFF
9734D6AF0319E4867DC5257B7AA84503

FEACRGSEHLRY, 75255 N ADKP_MASTER fliEf7, 155 A\ ADKPm.
uint8_t applicationDebugKeyPassword[16] =

{
0x00, 0x11, ox22, Ox33, 0x44, Ox55, Ox66, Ox77, Ox88, 0x99, OxAA, OxBB, OxCC, oxDD, OxEE,
OXFF

s

hseAttrExtendCustSecurityPolicy t test;
test.enableADKm = 1;
test.startAsUser = 0;
srvResponse = HSE_SetAttribute(HSE_EXTEND CUST_SECURITY_POLICY_ATTR_ID,
sizeof(hseAttrExtendCustSecurityPolicy t), &test);
ASSERT(HSE_SRV_RSP_OK == srvResponse);

srvResponse = HSE_SetAttribute(HSE_APP_DEBUG_KEY_ATTR_ID,
sizeof(hseAttrApplDebugKey t), &applicationDebugKeyPassword[0]);

ASSERT(HSE_SRV_RSP_OK == srvResponse);

3.3 WERPUER

BRI A ERAE S LT A& Password #55X, 5 E 0k CR 1S, WEEMN
HSE_DEBUG_AUTH_MODE_ATTR_ID #y 1 B/ A .
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debugAuthMode = HSE_DEBUG_AUTH_MODE_CR; //1
srvResponse = HSE_SetAttribute(HSE_DEBUG_AUTH_MODE_ATTR_ID,
sizeof(hseAttrDebugAuthMode t), &debugAuthMode);

ASSERT(HSE_SRV_RSP_OK == srvResponse);

3.4 #Ht LC
LC 2 i i It A R = Ao,

HSE_LC_CUST DEL -> HSE_LC_OEM_PROD
HSE_LC_CUST DEL -> HSE_LC_IN_FIELD
HSE_LC_OEM_PROD -> HSE_LC_IN_FIELD

I3 0SB S B b, = I S R R,

t#tdefine HSE_LC_CUST_DEL ((hseAttrSecureLifecycle_t)ox4U)
t#tdefine HSE_LC_OEM_PROD ((hseAttrSecureLifecycle_t)ox8U)
t#tdefine HSE_LC_IN_FIELD ((hseAttrSecureLifecycle_t)ox10U)

FEJEBE LC I, ¥ E HSE_SECURE_LIFECYCLE_ATTR_ID JEPERIAT, %)@ Ikt vl LAE kAR A
e ICE A, BARACRS T
/* Advance the Life Cycle to target value */
lifeCycleToSet = targetLifeCycle;
srvResponse = HSE_SetAttribute(HSE_SECURE_LIFECYCLE_ATTR_ID,
sizeof(hseAttrSecurelLifecycle t), &lifeCycleToSet);
ASSERT(HSE_SRV_RSP_OK == srvResponse);
/* Read the LC issuing a get attribute request to HSE */
srvResponse = HSE_GetAttribute(HSE_SECURE_LIFECYCLE_ATTR_ID,
sizeof(hseAttrSecurelLifecycle t), &gHseCurrentLC);

ASSERT( (HSE_SRV_RSP_OK == srvResponse) && (gHseCurrentLC == targetLifeCycle));

3.5 FHRBHRKE

HesRIE— T, secure debug A
W2 )5, secure debug ThREA

E1E bootmod /& 3F serial mode HI1E M N A BEH %L, BI HSE 20 1E
ELAE

and o>

® Password B T

1E HSE_DEMOAPP_S32G3XX_0_2_16_1 Tf&f# config.h i, Bt T 4. % guide ARy IVT ki) image
&, K5 | flash . AARYBI5E S5, ADKP 5 LC #iiIELF T .

B APP_CONFIG_LC_DEBUG_ACCESS
B DEBUG_CONFIG_OPTION
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B PROGRAM_AD_PASSWORD_ADVANCE_LC_TO_OEM_PROD
B PROGRAM_ADKP_M (ADKPm | AJi%E)

&4 T32\demo\arm\hardware\s32g2\s32g-vnp-evb\s32g-vnp-evb-m7\s32g-vnp-evb_sieve sram_password.cmm
T[] keycode, 37T 2 swap, W1 ADKP j& 00112233445566778899AABBCCDDEEFF i »

SYStem.Option KEYCODE 0x7766554433221100 OxFFEEDDCCBBAA9988
RDB #z I~ bootmod B2k %] 0010, 75 M|<#"Failed connecting to the target using the password!"£% % .

CREAT:

F S32DS H 1] Secure Keys Registey 7 UID+ADKP, 41, #0 /& ADKP /5N, #1 & ADKPm 70T
). X HE AT LLEF] ADKP ZANAT UL, 1 UID AR WL, [RSA UID ZEAT A e i #m] LA 3

B #0: UID=D8B363550B100F03; ADKP=00112233445566778899AABBCCDDEEFF

B #1: UID=D8B363550B101002; ADKP=9734D6AF0319E4867DC5257B7AA84503 (=K H T ADKPm [#]it
%, ADKPmM=00112233445566778899AABBCCDDEEFF)

. Problems ¥ Tasks & Console [ Properties < Search -Z¢ Call Hierarchy [ Secure Keys Registry 2
Secure Keys Registry mode:

APPLICATION

Mum  UID Type Description

#0 D8B363550B100F03 ADKP #0 UID D8B363550B100F03 + ADKP
#1 D8B363550B101002 ADKP #1 UID D8B363550B101002 + ADKP
Wrap Key

E7421AB052D46FCOCICCD539CH3644B5E3603AA0533BECB2218F04F8100D85767AADO9ES148084CDF2E
6CBABCT73589F8186BA05499A650965D9D8B91B05FETD25FB49844D4906078BA6D2C0D64AFT1BAESAD

0D0292BOE2EAAASTTESF354AC4T6ATFICCIDD1FIBTDTC138D6AC3CE5729CCFB1F29FOEEIDOBES30DD.
D2876DFBT73A892F4A5ECBATF44B4F57

Export Wrap Key Renew Database Refresh Delete

1E HSE_DEMOAPP_S32G3XX_0 2 16_1 T config.h 1, fHEU1F % . 4% guide ZE S IVT LAY image
&, KeE 3 flash 1. fARSEE5E S, ADKP 5 LC i ELf T .

B APP_CONFIG_LC_DEBUG_ACCESS

B DEBUG_CONFIG_OPTION

B PROGRAM_AD_KEY SET_CHALLANGE_RESPONSE_ADVANCE_LC_TO_OEM_PROD
B PROGRAM_ADKP_M (ADKPm T HJi%)
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L4218 1] s32g-vnp-evb_sieve_sram_challenge_response.cmm BRI 7], 7242 volkano ££ cmm = ()45
(c:/NXP/S32DS.3.4/532DS/tools/S32Debugger/Debugger/Server/CCS/bin) , HAMAFEHAT L), B

fEAFRATELT o

RDB #z I~ bootmod B2k %] 0b10, 75 M|<#"Failed connecting to the target using the password
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