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® Bootloader ] H] HSE X4 fip.bin(ATF+Uboot): Bootloader /212177 M7 1, N T $gi 24

R, @A HSE k.

® Uboot 3 1IE kernel, (Uboot i} HSE, Z7% Linux User Manual).
® Kernel X M R G0 E, disk [IGUE, (ff FHAHCNAZ AFFHIR, W DM-Verity...).
AR E A Ui 5 i k Bootloader U ] HSE £ 01IE fip.bin(ATF+Uboot), K &3]

ATF+Uboots

ER:

® OnDemand SMR verification 7] P [ Bootloader &/, 7 LA Autosar secure app .

® H AR AAEF OnDemand SMR verification 3R fip.bin JIFKME— 738, BT
Bootloader T2 LAY H crypto MCAL 3311, Bt A A 3R Bh R 4 A2 50 UF tH 2 7T DA

o —fRIEH K Boot EESLEE— Bootloader KECE X IH, FrLL5 preSMR B HATRERM
postSMR L 1% 7 OnDemand SMR RiERF .

® 7% HSE/M7 34 QSPINOR HJijjid, Af#EH HSE M QSPI NOR E % SMR [
F, TRE M7 IBRBINFE, HSE NAEHRKAE, Bootloader J33))5 ) QSPI NOR i) Hi

Bootloader £ 135 .

® BRI RSEHEFEAFZRIREN, TNERNE, BENZRN, EfEkdZrEs
B, EARIIFERMKX OnDemand SMR Xt 5 213E B (1152 .«

® A3fEH fip.bin HIUEEL, XT MABEEHK OnDemand SMR KAEEE 52 A .
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Secure Boot 43 (Johnli)

/t5/NXP-Designs-Knowledge
-Base/
S32G-Bootloader-

Customzition/ta-p/

1519838
4 | S32G_Secure_boot_*.pdf Secure boot & HF M & T2, 7 | https:/community.nxp.com/
([Jo?f:nzlzf) TUTRZ BHFR t5/NXP-Designs-Knowledge-Base/
S32G-Secure-boot-chinese-version/ta-p/
1718083
5 | HSE_H/M Firmware Reference Manual HSE FW i /' F- it WWW.nxp.com/s32¢
(75 secure Uy [ ALFR)
6 | Secure Boot with HSE VO - Draft B Secure Boot it B 3T 1Y www.nxp.com/s32g
(75 % secure Vi A ALR)
7 | HSE_ DEMOAPP S32G2 0 1 0 S.exe HSE Demo App(S32DS hiiAv) WWW.nxp.com/s32g
8 | HSE FW S32G2 0 1 0 5.exe HSE FW 244y, 245 rTLA#A | www.nxp.com/s32g
B
{HSE_FW_H_S32G2XX 0.1.0.5
_HSE Service API
Reference Manual.pdf)
9 [S32G2 LinuxBSP 36.0 User Manual.pdf | Linux BSP user manual WWWw.nxp.com/s32g
10 | S32G_ATF_BSP32 V*.pdf ATF 7€ ¢ B (Johnli) https://community.nxp.com/

tS/NXP-Designs-Knowledge-Base/
S32G-ATF-customization-application-doc
/ta-p/1450561

2 S32G On-demand SMR Verification 5.3

2.1 SMR Verify K%

ZZFY (HSE_H/M Firmware Reference Manual) 1 fi# SMR 3G iE4H 5 .

2.2 On-demand SMR Verify
KT On-demand SMR verify [3 73101 °F
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24 SMR 2% BABLE WHEHES] CR R LE, A TiiuE, 752 5n RS
hseSmrVerifySrv_t £ FE3I4IE, (8 checkPeriod A5 T 0 BIIEML T H sl k).

ZIRS AN SHL
® cntrylndex: f&5EZERIER SMR KR 5] .
® Options: SMR ZGilEiZE T

o HSE_SMR_VERIFICATION OPTION NONE : BRIAFISGIE /7 ¥: @1 SMR L& WA INAE N
BT, AE SRAM HUERIE; a1 SMR IGA MAMTIALEINEGE, EmEE] SRAM 174 & H it
I

o HSE_SMR_VERIFICATION_OPTION NO LOAD : SMR MAMHBINAZLGAE (i ] pSmrSrc b
), BM#E4EE T pSmrDest 3 H.E& % 3] SRAM 1725 .

o HSE_SMR_VERIFICATION OPTION RELOAD - SMR M\ AMEBINAE N 3 HL3GIE, Riffie 04
e 1.

AR SS T H T RIS AT B B UE ARl SMR, TAVE SMR 5 CR REIR R, (Hi2, HEK
UER) SMR 7E 4N Flash S, A Z0UERUE 2 B 3% A X A58 Flash 1 A& U7 7], Bt PAEESZ Bootloader
8515 U1 2] SRAM J&, fil RIGIEARSS . 557 OnDemand SMR %25 i A 75 E AL E CR.

3 IR

JEARHE TR €S32G_Secure boot *.pdf) 3K, ##E secure boot MR, 4 LU TR I OC:

C:\NXP\Integration_Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\g
eneric\src\Bootloader.c

// while (1); //johnli stop bootloader /{5 1 4% %E boot, 77 {H K.
N R wan SRR WA

volatile int debug;

int main(void)

(..
debug =1;
while(debug); /B INEIRIT R 10, J5 18 18 H lauterbach e PR 5 o

SR )5 EB it B0 -

3.1 EBIRCEHH
T R EXT A #% Linux fip.bin [J381E, FrLl Bootloader T.F2H RECE A # ) Boot Source:
1. ¥TJF Bootloader(...)->Bootloader->Core Configuration: fll i & H R B A53 0 BSP_ATF:
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& Bootloader_S32G2XX_ASR_4.4_M7 ~ Bootloader
~ & EcuC (CORTEXM, 532G2XXM7)

& Base (V3.0.2, AS4.4.0) Mame =  Bootloader

v @ Bootloader (V22.6.0, AS4.4.0)
€ Bootloader General | Core Configuration - Boot Sources Boot Triggers

® Can (vV3.0.2, AS4.40)

@ Canlf (V3.0.2, AS4.4.0)

& ComDal (V22.6.0, AS4.4.0) @ Core Configuration

& ComManager (V22.6.0, AS4.4 Ind.. & Name Care ID @ Boot source configuration

® Crypto (V3.0.2, AS4.4.0) 0 @& A53 0 BSP ATF A53 0 @ /Bootloader/Bootloader/BootSources A53_BSP_ATF

2. $THF Bootloader(...)->Bootloader->Boot Sources: fHlErIHE H IR -
BootSources A53 BSP ATF, L. N4 reset il

+ & Bootloader_S32G2XX_ASR_4.4_M7
~ @ EcuC (CORTEXM, S32G2XXM7)

~
Bootloader

® Base (V3.0.2, AS4.4.0) Name g Bootloader
~ @ Bootloader (V22.6.0, AS4.4.0)
€ Bootloader General Core Configuration|Boot Sources - Boot Triggers
® Can (V3.0.2, AS4.4.0)
@ Canlf (V3.0.2, AS4.4.0)
@ ComDal (V22.6.0, AS4.4.0) @ Boot Sources
® ComManager (V22.6.0, AS4.4.0 Ind... & Name Boot source Boot image authentica.. & Reset handler ad...
® Crypto (V3.0.2, AS4.4.0) 0 = BootSources_A53_BSP_ATF QsPI NONE &

#t \->BootSources A53 BSP_ATF->Boot image fragment->ImageFragments_0:1H 7175 515 &
A fip.bin [PIINEBERI N, 7T LLAE ATF %1% Log WIF:

Added BL2 and DTB to
/opt/samba/nxa08200/S32G/BSP36/standalone/arm-trusted-firmware/build/s32g274ardb2/release/fip.bin successfully

Trusted Boot Firmware BL2: offset=0x100, size=0x4BDCO0, cmdline="--tb-fw"

EL3 Runtime Firmware BL31: offset=0x4BECO0, size=0x18239, cmdline="--soc-fw"
Non-Trusted Firmware BL33: offset=0x64100, size=0xAF530, cmdline="--nt-fw"
SOC _FW_CONFIG: offset=0x113640, size=0x6D84, cmdline="--soc-fw-config"

CREATE
/opt/samba/nxa08200/S32G/BSP36/standalone/arm-trusted-firmware/build/s32g274ardb2/release/bl2_w_dtb_size

CREATE
/opt/samba/nxa08200/S32G/BSP36/standalone/arm-trusted-firmware/build/s32g274ardb2/release/fip.cfgout

MKIMAGE
/opt/samba/nxa08200/S32G/BSP36/standalone/arm-trusted-firmware/build/s32g274ardb2/release/fip.s32

Image Layout

DCD: Offset: 0x200 Size: Oxlc

IVT: Offset: 0x1000 Size: 0x100
AppBootCode Header:  Offset: 0x1200 Size: 0x40
Application: Offset: 0x1240 Size: 0x4c000

Boot Core:  A53 0
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IVT Location: SD/eMMC
Load address: 0x342fb140
Entry point:  0x34302000

11 build/s32g274ardb2/release/fip.*

-tw-r--1-- 1 nxa08200 nxp 1156096 Sep 14 15:46 build/s32g274ardb2/release/fip.bin

-rw-r--r-- 1 nxa08200 nxp 1160768 Sep 14 15:46 build/s32g274ardb2/release/fip.s32

Jit A#E BootSources A53 BSPATF->General->Reset handler address H', {£4F1H 0x34302000
A,

7f BootSources_ A53 BSP_ATF->Boot image fragments->ImageFragments 0 ':

Load image at address (RAM)= 0x342tb140 //load address.

VEREVERUI:  “The address to load the image into RAM.
NOTE !: The start address must be multiple of 8 if you choose CRC32 authentication method,
otherwise must be multiple of 64.”

Fr LA load image ik 7E 4 1% ATF I 223K 64 Byte XJ 5% .
Image size (bytes)= 1156096 >(0x113640+0x6D84)= 1156036, T H. 1156096 T LI 64 %[ .

34 Source address (in QSPI)* A 1 i % Fl secure boot ] SYS-IMG published &, BXA
0x200000:

' R R

L *Project Explorer =
v B Bootloader S32G2XX_ASR 44 M ~

€ *Bootloader (Bootloader) ©

ImageFragments
~ @ EcuC (CORTEXM, S32G2XXMT) iadiile
® Base (V3.0.2, AS4.4.0) Name g |ImageFragments 0
~ B Bootloader (V22.6.0, AS4.4.0 :
€ Bootloader General
® Can (V3.0.2, AS4.4.0)
B Canlf (V3.0.2, AS4.4.0) i in QSPI T 1
Source address (in Q5PI) | -
& ComDal (V22.6.0, AS4.4.0) PR, | e ¢
8 ComManaaer V22 6.0 AS4 .« MemDal block reference @ /MemDal/MemDal/MemDal5dhcBlocks_0
® Crypto (V3.0.2, AS4.4.0)
% CryptoDal (V22.6.0, AS4.4.0) &
B EcuC (V3.0.2, AS4.4.0) ; o [
® EcuM (V3.0.2, AS4.4.0) Load image at address (RAM) B 5ﬂx342fh14ﬂ | L
® Eep (V3.0.2 AS4.4( Image size (bytes)* B (1156096 KR
v @ Fls (v3.0.2, AS4.4.0) g :
® Fls Image CRC value )

B Gpt (V3.0.2, AS4.4.0)
B Mc VIND ASA4AM
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3.2 ATF 4% UiBA

T4 2 fip bin(f 4% ATF+Uboot)/E A — AN AR ISR, Bt DA% JE44 BEA fip.bin JIAE gspi nor
L T AS 240 Bootloader T A% 4 P& () SDeard/eMMC it As, FRHESCAY
(S32G2_LinuxBSP_36.0 User Manual.pdf) Z3K, ZmiFNAEAMEALA, SR ULEAWIT:

= Configure TF-A to read the FIP image from a defined memory address instead of reading it from the boot source
storage (Q5PI or MMC).

The memory location of the FIP image is set using the FIP_ MEMORY_OFFSET compilation parameter and can be
used in two cases:

1. Loading the FIP image from a predefined memory location instead of a storage device
2. BL2 in-place execution from FIP image

In the first case, TF-A uses the parameter to locate the image header and load the following stages from the given
location, and in the second, the parameter contributes to in-place execution of the BL2 stage. In both cases, it is
assumed the FIP image is copied to the specified memory address from outside TF-A. For example, the FIP image
can be copied to specified SRAM address from the M7 bootloader configured as boot target, before starting BL2.
This is how FIP_MEMORY_OFFSET=<memory address> is used for the first use case:

make CROS5_COMFILE=/path/to/your/toolchain/dir/bin/aarchéd-none-linux—-gnu- 3\
ARCH=aarch64 PLAT=<plat> BL33=<path-to-u-boot-nodtb.bin> \
FIP_MEMORY OFFSET=0x34520000

In this case, BL2 is not executed in-place as part of the FIP image and must be stored at a location that does not
overlap with the FIP image, which is expected to be loaded at FIP_MEMORY_OFFSET.

This feature can be paired with BL2_BASE to prepare the resulting image and BL2 stage for in-place execution.
The in-place execution of the BL2 requires a three-step compilation:

1. Compile the TF-A using a custom base address for the BL2 stage if the default value is not suitable. For this
purpose, the BLZ_BASE must be appended to the compilation command.

make CROSS_COMPILE=/path/to/your/toolchain/dir/bin/aarchéd4-none-linux-qgnu- %
ARCH=aarch&4 PLAT=<plat> BL33=<path-to-u-boot-nodtb.bin> %
BL2_BASE=0x34100000

Boot Core: A53_0

IVI Location: S0/ eMMC
Load address: 0x340£f8bcO
Entry point: 0x34100000

2. Obtain the load address of the FIP image. In the above example, it is 0x340f8bc0 (see Load address)

3. Recompile the TF-A using FIP_MEMORY_ COFFSET set to identified load address.
make CROSS COMPILE=/path/tofyour/toolchain/dir/bin/aarchéd4-none-linux—gnu— %
RRCH=aarché&éd PLAT=<plat> BL33=<path-to-u-boot-nodtb.bin> %

BLZ BASE=0x34100000 \
FIF_MEMORY OFFSET=0x340f8bc0

KRR SN, HiklogZH LY.
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make PLAT=s32g274ardb2 BL33=../u-boot/u-boot-nodtb.bin BL2 BASE=0x34302000
FIP_MEMORY_OFFSET=0x342fb140 LDFLAGS=""

3.3 GRS

FRIESCRY €S32G_Secure boot *.pdf) Z3K, it IVT H4, AERIEHLCRRERE, EE

PR LA

® /i fidiErase memory range..., EFE0x0-0x500000. (7 ECEERR, X FEfip.binlH %364

BYTEE# % 4 (4> 4= /£ OXFF, XAEAT LLBT 1E45R).
INE W S5
® fifi i flash tools %% 5bootloader %1% 3 QSPI H:

#iti Upload file to device..., $“secureboot odsmr.bin¥¢ 5 F|HuhE 0x0 4k,
® f{ii fHflash tools %% 5 A53 fip.bin FQSPI H':

&.i7Upload file to device..., Ff“fip.bin”e’5 | #i:0x200000 4k, 5 HuhEZ2% 2 Hi
Bootloader MCAL Pt & JQSPI source address, %5 I yE = & FE S fip.bin A, XA AT
IVT 3k FJAS3 Bootloader fip.s32.

AS53 Linuxi#f 43# F Linux PC%E 5 Linux4$i1% £|SDcard.

4 Bootloader X%

4.1 OnDemand SMR install
1. k15 fip.bin FI5S(E R
P

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload

er\platforms\S32G2XX\src\BootloaderSpecific.c:
StatusType Bl _ConfigureSecureBoot(void)
{...
//johnli add for on-demand smr
uint32_t u32FipSize;
uint32 t u32FipRamAddr;
uint32 t u32FipFlashAddr;
uint8_t Bl FipTag[32];
uint32_t u32FipTagSize = 32;
/lend
if (E_ NOT_OK == Bl IsSecureBootActive())
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{...
Bl_GetHSEFwParams(&u32HseFwlmageFlashAddr, &u32HseBackupFwlmageFlashAddr);
Se
static void Bl GetFipParams(uint32_t *pFlashAddr, uint32 t *pRamAddr,
uint32_t *pSize)

{ // bootApplications /& H EB At B[] boot source, H T-HA TR E T —4~ A53 [ fip.bin bootapp F1—-> image
fragments, FfTELF5°4 0

*pFlashAddr =bootApplications[0].pImageFragments[0].u32FlashAddress;
*pRamAddr = bootApplications[0].pImageFragments[0].u32DestinationAddress;
*pSize = bootApplications[0].pImageFragments[0].u32Size;

2. %% OnDemand SMR( T OnDemand SMR A& BEHHLLGUE, FTAAHBCE CR).
iﬁ’ﬂ )EH :
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\platforms\S32G2XX\src\BootloaderSpecific.c:
StatusType Bl _ConfigureSecureBoot(void)
{...
if (E_OK == status)
{/FIRERB B A L CMAC, JE R IR T 1 bootloader [FIFEIIZ4H, T LMERARFIMZSH, FEH
IThCE
status = CryptoDal_GenerateCmac(
(uint8_t *) u32FipFlashAddr, &BIl FipTag[0],
BL SEC BOOT KEY_INDEX, u32FipSize, &u32FipTagSize);
//Bic & OnDemand SMR
Bl ConfigureFipSMR(&SMR_CR_Config, u32FipFlashAddr,
u32FipRamAddr, u32FipSize,
&BI1 FipTag[0], &u32FipTagSize);
/1% %% OnDemand SMR , A4 CR
status = CryptoDal SMR _Install(&SMR_CR_Config);
}
SEHL:
static void Bl ConfigureFipSMR(
CryptoDal SMR CR_EntryType *pSMR_CR_Config, uint32 t u32AppFlashAddress,

S$32G On-Demand SMR
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int32_tu32AppRamAddr, uint32 t u32AppSize, uint8 t *pTag,
uint32_t *pTagSize)

pSMR_CR_Config->u32FlashStorageAddr = u32AppFlashAddress;
pSMR_CR_Config->u32RamDestAddr = u32AppRamAddr;
pSMR_CR_Config->u32AppSize = u32AppSize;
pSMR_CR_Config->pTag = pTag;
pSMR_CR_Config->pTagSize = pTagSize;
pSMR_CR_Config->u8KeyIndex = BL_SEC_BOOT _KEY_INDEX;
pSMR_CR_Config->u8EntryIndex = 2; /i 7 Ef5 % SMR /] Index
pSMR_CR_Config->u8CoreID = HSE APP CORE3;//| 3 |A53 0 {HSzfs FiXNSEHMEE CR A%,
AAE
}
SEIL CryptoDal SMR_Install PR %A LLZ% CryptoDal SMR_CR _Install A%}, X4 CR %23
i) o
34k, 7Bk HSE A M7 [RIS 15 ] QSPINOR, T AFRATIAE 8 UE I K FH 4 B Bootloader #%
DU fip.bin 3] SRAM A, # il 4610E Ak 55 1075 30, AN HSE E:58h#5 DUATT 3o fr AR 2 2 SMR
iIEZE QAR SO E
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\generic\src\CryptoDal.c

FUNC(Std ReturnType, CRYPTODAL APP CODE)
CryptoDal SMR_Install(P2VAR(CryptoDal SMR CR_EntryType, AUTOMATIC, CRYPTODAL CONST)
pSMR_CR_Config)

{

VAR(Std_ReturnType, AUTOMATIC) eRetVal =E NOT_OK;

if (NULL_PTR != CryptoDal_pGlobalConfigPtr)

{
#if CRYPTODAL USE CRYPTO

eRetVal = CryptoDal Crypto SMR Install(pSMR CR_Config);

#endif /* CRYPTODAL USE CRYPTO */

H

return eRetVal;

}

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\generic\include\CryptoDal.h

TRk

S$32G OnDemand SMR
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FUNC(Std_ReturnType, CRYPTODAL APP CODE)
CryptoDal SMR _Install(P2VAR(CryptoDal SMR_CR_EntryType, AUTOMATIC, CRYPTODAL CONST)
pSMR_CR_Config);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\src\CryptoDal Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP CODE)
CryptoDal Crypto SMR _Install(P2VAR(CryptoDal SMR_CR_EntryType, AUTOMATIC, CRYPTODAL CONST)
pSMR_CR_Config)

{
VAR(hseSmrEntry t, AUTOMATIC) SmrEntry;
VAR(hseCrEntry t, AUTOMATIC) CoreResetEntry = {0};
VAR (hseSrvDescriptor_t, AUTOMATIC) HseSrvDescriptor;
VAR (hseSmrEntrylnstallSrv_t, AUTOMATIC) SmrlnstallRequest;
VAR(Std ReturnType, AUTOMATIC) eRetVal=E OK;
VAR(uint8, AUTOMATIC) u8CryptoKeyIndex;
/* Fetch internal decryption engine key reference */

u8CryptoKeyIndex =
CryptoDal_Crypto_pGlobalConfigPtr[pSMR_CR_Config->u8KeyIndex].u8EncryptionKeyAlternateRef;

#if 0/l T Z AT CEEN T KEY, SeAb iR se
/* Register key in using the alternate slot. This descriptor shall reside in NVM for verification usage */

eRetVal = Crypto_KeyElementSet(u8CryptoKeylndex, CRYPTO KEY MATERIAL U32,
CryptoDal_Crypto_pGlobalConfigPtr[pSMR_CR_Config->u8KeyIndex].u8CryptoKey,

CryptoDal Crypto pGlobalConfigPtr[pSMR _CR_Config->u8KeyIndex].u8EncryptionKeyLen);
#endif
MemLib_MemSet(&SmrEntry, 0, sizeof(SmrEntry));
/* Configure SMR entry */

SmrEntry.pSmrSrc = (HOST_ADDR)pSMR_CR_Config->u32RamDestAddr;// SMR %%%
RIJE L E Ny SRAM Hihik

SmrEntry.pSmrDest = (HOST_ADDR)NULL; //dest sram address=null, means no flash to
memory copy HJHEHEE A, TG copy BI1E -

SmrEntry.smrSize =pSMR_CR_Config->u32AppSize;

SmrEntry.checkPeriod =0;

SmrEntry.configFlags =HSE SMR CFG FLAG QSPI FLASH;

SmrEntry.authKeyHandle =CRYPTODAL SMR CMAC KEY HANDLE(u8CryptoKeylndex);

SmrEntry.authScheme.macScheme.macAlgo =HSE MAC ALGO_CMAC;

SmrEntry.authScheme.macScheme.sch.cmac.cipherAlgo = HSE CIPHER ALGO_AES;

SmrEntry.pInstAuthTag[0] =0;

S$32G On-Demand SMR
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SmrEntry.pInstAuthTag[1] =0;

/* Create a SMR install request */

SmrlnstallRequest.accessMode =HSE _ACCESS_MODE ONE PASS;

SmrInstallRequest.entrylndex =pSMR_CR_Config->u8EntryIndex;

SmrlnstallRequest.pSmrEntry = (HOST_ADDR)&SmrEntry;

SmrlnstallRequest.pSmrData = (HOST ADDR)pSMR _CR_Config->u32FlashStorageAddr; /%
eI AR M flash ik o B TERS AL SRAM H13R1S

SmrlnstallRequest.smrDatal.ength =pSMR_CR_Config->u32AppSize;

SmrlnstallRequest.pAuthTag[0] = (HOST_ADDR)pSMR_CR_Config->pTag;

SmrlnstallRequest.authTaglength[0] = *((uint32_t*)pSMR_CR_Config->pTagSize);

MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));
HseSrvDescriptor.srvld =HSE SRV _ID SMR_ENTRY INSTALL;
HseSrvDescriptor.hseSrv.smrEntryInstallReq = SmrinstallRequest;

if (E_OK == eRetVal)

{
if(HSE SRV _RSP OK != CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))

{
eRetVal =E NOT OK;

}

return eRetVal;

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\include\CryptoDal Crypto.h

FUNC(Std_ReturnType, CRYPTODAL APP CODE)
CryptoDal Crypto SMR_Install(P2VAR(CryptoDal SMR_CR_EntryType, AUTOMATIC, CRYPTODAL CONST)
pSMR_CR_Config);

4.2 OnDemand SMR verify
FRTSCHT I : Sk fip.bin #% 1 %] SRAM ', Ffii’% OnDemand SMR %ilF .

S$32G OnDemand SMR
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i}% }Eﬁ H

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\generic\src\Bootloader.c:
StatusType Bl BootApplications(void)
{...

Bl_LoadApplication(u8Index); /5 IN#% fip.bin ] SRAM
|-> Bl _FetchApplication
| |- Bl LoadAndAuthFromQspi
| | |-> BL TransferImageFromQspi(u8Applicationld, u8Fragmentldx);
/NTF, SEEBOE 2 A QSPINOR DMA 4K1# fip.bin A flash b1k #% D1 %] sram Hiik:
static StatusType Bl TransferlmageFromQspi(uint8 u8Applicationld,
uint8 u8Fragmentldx)

StatusType Status = E NOT_ OK;
uint32 u32StorageAddress = bootApplications[u8 Applicationld]
.pImageFragments[u8Fragmentldx]
.u32FlashAddress;
uint32 u32DestinationAddress = bootApplications[u8 Applicationld]
.pImageFragments[u8Fragmentldx]
.u32DestinationAddress;
uint32 u32ChunkSize = BL_ALIGN_64B(bootApplications[u8 Applicationld]
.pImageFragments[u8Fragmentldx]
.u32Size);
/* Start the DMA transfer with the 64-byte transfer size configuration. */
Bl _StartDmaTransfer(u32StorageAddress, u32DestinationAddress,
BL DMA SIZE 64B, u32ChunkSize);
/* Wait for DMA engine to transfer the application image */
if (E_OK == Bl_WaitApplicationFetch())
{
Status = E_OK;
}

return Status;

S$32G On-Demand SMR
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if (E_OK == Status)

{
#if (BL_SYNCHRONIZED BOOT == STD_ON)
#if 1
/40 OnDemandSMR 36 iF 2R M, W5 1k, 5 IEH 5 3)
if(E_NOT_OK == CryptoDal_OnDemandSMR_Verify(2))
{

while(1);

}

else

{
BI_StartAllApplications();

#else
B1_StartAllApplications();
#endif
S
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\generic\src\CryptoDal.c

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal OnDemandSMR Verify(VAR(uint8,
AUTOMATIC) entryIndex)

{
VAR(Std ReturnType, AUTOMATIC) eRetVal=E NOT OK;
if NULL_PTR != CryptoDal pGlobalConfigPtr)
{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto OnDemandSMR_Verify(entrylndex);
#endif /* CRYPTODAL USE CRYPTO */

¥
return eRetVal;

S$32G OnDemand SMR
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C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\generic\include\CryptoDal.h

FUNC(Std ReturnType, CRYPTODAL APP_CODE) CryptoDal OnDemandSMR_Verify(VAR (uint8,
AUTOMATIC) entryIndex);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\src\CryptoDal Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto OnDemandSMR_Verify(VAR (uint32,
AUTOMATIC)entrylndex)

{
VAR(hseSrvDescriptor_t, CRYPTODAL VAR) HseSrvDescriptor;
VAR(Std ReturnType, AUTOMATIC) eRetVal = E_OK;
/* Clear previous request */
MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));
/* Fill the service descriptor */
HseSrvDescriptor.srvld =HSE SRV _ID SMR_VERIFY;
HseSrvDescriptor.hseSrv.smrVerifyReq.entrylndex = entryIndex;
if (E_OK ==eRetVal)

{
if (HSE_SRV_RSP_OK != CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))
{
eRetVal=E NOT OK;
}
}
return eRetVal;

}

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\include\CryptoDal Crypto.h

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto OnDemandSMR_Verify(VAR(uint32,
AUTOMATIC)entryIndex);

5 3

# RDB2 Bt % B N QSPI NOR 1E%# JE 5, SDcard i\ Linux 5%
fsl-image-auto-s32g274ardb2.sdcard, ffi A SDcard #irf, ZEFE & O Jtag#: 0, LHJEB,

S$32G On-Demand SMR
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5.1 Lauterbach FREs

J& 315 {# A Lauterbach i& 47 I As .
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\build\cmm\connect s32gxx_m7.cmm &4 BT, S5

while(debug);
A, SRIGDIHARR S A IEARRS A, wh AT LU FH Lauterbach MRER T -

£ Biilist
M Step M Over | A Diverge| « Return ¢ up » Go Il Break | !%|Mode &f t. & Fir
addr/Tine |source | |

1543 b

reak;

i

T end
1546 |debug =1;

1549 SysDal_Init();

#if (BL_USE_SAFETY == STD_ON)
B1_safetySelectMode();
#endif /* BL_USE_SAFETY == STD_ON *

#1f (BL_ENABLE_SECURE_BOOT == STD_ON)

1556 B1_ConfigureSecureBoot();

#endif /* BL_ENABLE_SECURE_BOOT == STD_ON */

1558 while (1); //johnli stop bootloader

CONSOLE_LOG(CONSOLE_INFO, "Bootloader initialization complete.");

if (E_OK != B1_Run())
i debug, ¥ debug=112HCH debug=0, Htr] LA4kEAE FIig T 1
58, BiIN—F Bl GetFipParams 3£15f] bootApplications fH K2 %2 75 1E -

8 BVarWatch = E=]

[ v [ 2| [Ewatch] | soview || [%
+ u32FipSize = 1156096

= u32FipRamAddr = 0x342FB140

= u32FipFlashAddr = 0x00200000

swa

johnli add for on-demand smr
721 B1_GetFipParams(&u32FipFlashAddr, &u32FipRamAddr,
r &u32FipSize);
/ /an

H K, #iih—F OnDemand SMR )23 J& 5 il 3 -

//john1i on-demand smr
o FUNC (Std_ReturnType, CRYPTODAL_APP_CODE) CryptoDal_Crypto_SMR_Install(P2\
1213 |{

VAR (hseSmrEntry_t, AUTOMATIC) SmrEntry;
1216 VAR(hseCrEntry_t, AUTOMATIC) CoreResetEntry = {0};

VAR (hseSrvDescriptor_t, AUTOMATIC) HseSrvDescriptor;

VAR (hseSmrEntryInstallSrv_t, AUTOMATIC) SmrInstallRequest;
<

&9 B:Var.View %0Open eRetVal
[+ eRetval = 0

Bl ConfigureSecureBoot FL B 45 K 5, miili goiafT, & HJH, KHHFEFF I lauterbach IE
RDB2 i, EHSOREIT R4k 2847, #iih—F OnDemand SMR 56 IE 52 75 5 D)

S$32G OnDemand SMR
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1264 |}
FUNC (Std_ReturnType, CRYPTODAL_APP_CODE) CryptoDal_Crypto_OnDemandSMR_Verify(v

VAR (hseSrvDescriptor_t., CRYPTODAL_VAR) HseSrvDescriptor:

=)

‘ o B:Ver View %Oper
|- eRetval = 0

BJh, BiL—F Linux Boot /& 75 &K

Lauterbach [ Trace32 F1flH B 4% i go 1817, fu it VH B & & ATF/Uboot/Linux 1E ¥ /5 3]
IE

NOTICE: Reset status: Power-On Reset

NOTICE: BL2: v2.5(release):bsp36.0-2.5-dirty

NOTICE: BL2: Built: 07:47:27, Sep 14 2023

NOTICE: BL2: Booting BL31

U-Boot 2020.04 (Jul 27 2023 - 10:10:14 +0800)
CPU: NXP S32G274A rev. 2.0

Model: NXP S32G274A-RDB2

DRAM: 3.5 GiB

MMC: FSL _SDHC: 0

Loading Environment from MMC... OK
Configuring PCIe0 as RootComplex

PCIe0: Failed to get link up

PCI: Failed autoconfig bar 20

PCI: Failed autoconfig bar 24

In: serial@401c8000

Out: serial@401c8000

Err: serial@401c¢8000

Board revision: RDB2/GLDBOX Revision C

fixup: pfe2 set to 00:01:be:be:ef:33

Starting kernel ...
[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x410fd034]

[ 0.000000] Linux version 5.15.96-rt61-dirty (nxa08200@lsv11049.swis.cn-sha01l.nxp.com)
(aarch64-fsl-linux-gce (GCC) 10.2.0, GNU Id (GNU Binutils) 2.35.1) #2 SMP PREEMPT Tue Aug 1 10:08:31 CST
2023

S$32G On-Demand SMR

18



5.2 Fip.bin B3 5256
¥ fip.bin 1 [AIFEA BYTE 152

BB |C:\Wnrk\§326\}\pp|\cal\on notes\HSE\on-demand-SMR\fip.bin v |0 @ CAWork\S32G\Application notes\HSE\on-demand-SMR\fip_error. bin

2023/9/14 15:52:38 1,156,096 FH5 <Mik> - 2023/9/14 16:12:49 1,156,096 F45 <Blik> -

86080152 00 90 20 63 00 0D 90 94 B0 00 PO 11 90 80 8@ B2  ............0.00 A BB822150 00 90 20 O3 00 00 OO B4 OO 90 B8 11 92 @0 8@ B2  ........... 00000
POBEE1ES O0 00 0 03 00 PO 90 ©4 20 0O PO 20 PO VO VO B2  ........... .... 88888150 00 00 99 83 00 60 00 B4 B0 00 6@ 20 00 B0 B0 B2 @ ........... ....
19600170 00 00 €0 93 0O 00 90 12 00 00 00 2C 4E 58 50 20  ........... JNXP ©agee17e 09 ee 2@ 03 ©0 60 09 12 0@ 09 88 2C 35 58 50 20 S5XP

NGRS R QSPINOR H, JH3l)E, [FFEHHIN—T OnDemand SMR )56 1F & 753 5.1 -

M Step B Over A Diverge ¢ Return ¢ up » Go Il Break i Mode & t. Find:[

addr/line source

|

461 if (HSE_IP_INVALID_MU_CHANNEL_U8 != u8MuChannel)

463|

~

RetVal = Hse_Ip_ServiceRequest(u8Mulnstance, u8MuChannel, &Hse_I

4+ e
&df| B:Var.Watch

(==

V‘ _‘

&+ Watch

& View

X

= Retval = Ox55A5A164

#define HSE SRV RSP VERIFY FAILED
that a verification request fails (e.g. MAC and Signature verification). */

5.3 T@HHEIA

((hseSrvResponse t)0x55A5A164UL) /**< @brief HSE signals

AT G HSEFIM7 35 4+QSPINOR U M AL,  Fr AFRATTHOC B ZLLRIUELE 1E H secure bootfy, 36

YERTHSEAN VT 1] QSPI NOR, i 7E %35}, KN

Fpdk, Bl HSER] BAT 1] QSPI NOR .

M T

HIEisiT—w, H Hie FNiZECPUN &7 4

EZ - 4
Y43l 2<% <=l
PG_04/@SPIZA_CSO gl B C50 g 8| 3 U3 (Gl
i il H22 = S| o i
PG_05/QSPI_A_CS1 |11 gsPrADATA— @ T4 = = = D3 aa8
PF_05/QSPI_A_DATAO g USPT A DATAT D2 | SISO 80 > B2 QSPI SCK
PF_06/QSPI_A_DATA1 [[2g USPTA DATA C4 | SO/sion = g SCLK =
PF_07/QSPI_A_DATA2 ko3 QSPIA_DATA3 D4 | Sl0o2 A4 FLASH_RESET
PF_08/QSPI_A_DATA3 19 TSFT A DATAS D5 | SIO3 RESET (Y53 TSPFTA TS0
PF_09/QSPI_A_DATA4 =3 USFLA_UATAS E3 | SIo4 Cs g3 USPLA_DUJS
PF_10/QSPI_A_DATAS o3 QSFIA_DATAB E2 | SIOS DAS A5 ECS B 5 0@
PF_11/QSPI_A_DATA6E [g1m TSPT A DATA 7| SIO6 ECS
PF_12/QSPI A DATA7 |—go3 USPTA DGS SI07 R798
PF_13/QSPI_A_DQS [—1g QSPLANT B cs TP30
PF_14/QSPI_A_INT B5 we NCC5 gz X
PG_00/QSPI A CK |20 QGSPI'A_SCK, Re08 h BERNSCK = B:H; 2 a3 Hg_ig B2 s
Bl aSlu gy end) b z ix
PG _01/QSPLA CK @ TP55 o 22
J21
PG_02/QSPI'A_CK2 | 155 TP47 — al 8 MX25UW51245GXDR00
PG_03/QSPI_A_CK2 :z TP107
r0. 6 R278 DNP

Il HBHR608(FERDB2AR i T, 4E1TS32G2, 7ES32G2FIQSPINOR [i]), H] LUK ILAEAT B

e

CryptoDal SMR_Install(&SMR_CR_Config);

S$32G OnDemand SMR
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CryptoDal OnDemandSMR_Verify(2)
w, TfES, WeBitER.
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