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1 | Platform_Software Integration A% bootloader T.FE, Z3E)5H] | www.nxp.com/s32¢g
| $32G2 2022 06.exe I
{Bootloader UserManual.pdf)
Secure Boot — &
2 | AN13750: Enabling Multicore Application on Bootloader _F£ ¥ 8H, f1.45 Secure | www.nxp.com/s32g
S32G2 using S32G2 Platform Software Boot it & Ui I (XueweiWang).
Integration — Application note
3 | S32G_Bootloader V*.pdf Bootloader M Fft, gk https://community.nxp.com
Secure Boot i 7-(Johnli) /t5/NXP-Designs-Knowledge
-Base/
S32G-Bootloader-
Customzition/ta-p/
1519838
4 | HSE _H/M Firmware Reference Manual HSE FW i f* F-fiit WWW.nxp.com/s32g
(75 & secure V7 ALFR)
5 | Secure Boot with HSE VO - Draft B Secure Boot 1 B ST A% www.nxp.com/s32¢
(75 % secure Vi M BLIR)
6 | HSE_DEMOAPP S32G2 0 1 0 5.exe HSE Demo App(S32DS fiiA) WWW.nxp.com/s32g
7 | HSE FW S32G2 0 1 0 5.exe HSE FW %3540, 2350 LA | www.nxp.com/s32g
EEpE

(HSE_FW_H_S32G2XX_0.1.0.5
_HSE Service API
Reference Manual.pdf)

2 S32G Secure Boot B

Secure Boot 734 Secure Boot fit. B 1 Secure Boot /4 #1473, Bt B 5¢ /% )5, HSE M7 #1217 /) ROM

{45 2 HSE FW 17135 58 il Secure Boot FIAHFSINIE, fif%5 TAE.
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2.1 IVT L#% 5 Secure Boot %

SECURE BOOT CONFIGURATION IN THE IVT

- IVT: Boot configuration word

i
-BOOT_SEQ
= Ob - Non-secure boot. BootROM executes application image without
authentication
= 1b - Secure boot. HSE_H firmware executes application image after
authentication

F 256 bytes

- IVT: Life cycle configuration word
- IN_FIELD
- OEM_PROD
[ ]

_

7E#I/F Bootloader H IVT 841, EL-E BOOT SEQ bit & A Bz, FrbAZE—IRJashA
Non-secure J& 5. 1 K4 BL_ ENABLE SECURE_BOOT %% % #f Bootloader T.FElC & N4T I, Fr
CLRE 7 HIWT N2 — IR A 8, 23t N3 Secure Boot configure pR%Y, I RREURK I BOOT SEQ W H B
K7, 452 R Secure Boot Bt & TAF, #RJ54% IVT BOOT SEQ bit & 1i7[5] QSPINOR 1, X5 H 3,
Z Jaite—HE ¥ A Secure Boot.

2.2 Secure Boot JifE
HSE Secure Boot FJ7fE R T -
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Figure 3. Secure boot flow

2.3 Secure Boot it &

Secure Boot 2N A2 £ 2 B HSE ROM code/HSE FW/Bootloader 5¢ /%, it UAEE f A0 Mk 5 sk
7E£F Secure Boot ACE, —MORHE A LLF JUFHECE 51

S32G Secure Boot



® Non Secure Boot )i, 14T Autosar Crypto APP Ji5, #H MCAL #% 152 & Secure Boot 7L & ,
RIEHEE.

® Non Secure Boot J53lJ5, 1E Bootloader B 5€ /% Secure Boot At & , 7R )5 Bootloader H 3 E )3 ,

2 Ja 4 #& Secure Boot, Bootloader [ FEat /& Witk 111 .

® RAM: i/ HCE H Bootloader HANALE, HANE)H . #HHCE N HIE T K APP
> L=
— LU & & A8 Bootloader H )AL & , EL i) Bootloader $31% 2544, HSE FW W5 #T, IVT
Sk 55, B A — il B & APP RECE , X — b R BIRI 2ol iR &5 28 1232 H.,
tban KEY #17EN, OTP Attribute FUPC & 25 . (HA2RCE I AR A — € M, BN TEATE .

S b — R SCRYESR, Bootloader Secure Boot . #2411 HSE Demo Secure Boot L. F£ I fC & id £

-

27 Bootloader Secure Boot L% HSE Demo Secure Boot T2

%

1 #3204k HSE key catalogs #2041k HSE key catalogs FH ]

2 | IEAEH ENH T E L bootloader 5% CMAC | 8 N T AE /504IE bootloader
(¥ RAM %4 LARIF I NVM B (M T | iR CMAC [ NVM 4]
Bik)

3 R SYS IMG

4 %47 SYS_IMG % QSPI NOR

5 ik SMR L& Secure Boot N bootloader 58 4: il CMAC TAG FEABL,  ThRESE 9

6 i & bootloader #1411 SMR, ULACZEE | FHL, ThREEE 5%
i NVM %41

7 %% SMR FHABL, T 5 5

8 274 CR FHABL, T B 5

9 | Publish SYS IMG F|py {7 Publish SYS_IMG |y 77 HHIA

10 | % SYS IMG 5 A\ QSPI Nor % SYS IMG 5 A\ QSPI Nor Ll

11 5¢ & HSE pink to blue update

12 e DCD/sefltest % %4

13 | SERRIVT %4 SERIVT 2644

14 | BB IVT SkAfifg Secure Boot | B IVT Sk{# §¢ Secure Boot HHIA]

15 | FiEHE OTP Attribute SR

16 | ficE IVT AuTH OTP Attribute SCHE
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{§iRE IVT 147

17

J#3t LC ¥ OEM PROD Y

18

EC] EC] HATH]

Bt BLn R R 2% 248 Bootloader TREMIIF A E ], EMEBIZEAT #h [ Secure Boot fRI ]

W, BB ERIThAE, AR, WATLLEATIT R APP RSEHL).

® HSE FW [¥] pink to blue B, nJ LASm a8, R 1 By ¥ R Rk .
® #fI2< OTP Attribute 58S API, AR, 1K ADKP HIEES .

® IVT L% 4DRe, AMED), R4,

IR HE LT

® Bootloader BE %, <202 JH NIESE .

® SMR VAL E — N 3048514 Bootloader, K718 A 75 2 H — > Bootloader 3K )i 3 M/A 1%
FF BRI AR S BRI 9, Wi .

® DCD/selftest 2544, 520t A] L H 472 7% HSE Demo APP flIA.
AL E #1358 4 F #52% HSE Demo APP HitFE, ATLA HSE Demo APP 4y HSE ) Djig b 4

MZ%Y 5.

2.4 Secure Boot i & 2] HSE N %

3

BAELLT

® %P H gL
® ZHIEAN

® CMAC 4R

® SYS IMG K Afi

® HSE FW_IMG %

® SMR fit &

® CRICHE

® IVT AUTH

® OTP Attribute W & M BH, F4 life cycle St .
{
%

Z kY (HSE_H/M Firmware Reference manual) 1 (Secure Boot with HSE V*) T fit#H ¢ 4
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3 IR

3.1 BERFNE

ZHRY (AN13750) Al (S32G_Bootloader V*.pdf) , ZE& et il LIS 2 4w e3R8, Ak
Z:ﬁﬁjji’ iﬂé%ﬁ:
®  (AN13750) ERi\f#iH Secure Boot, ] LAZH LAY, W+ HSE FW i) H 48 7€ -

®  (S32G Bootloader V*.pdf) BRi\fd HH Non Secure Boot, {H & Ui J:fs SDHC 2, LK
LAY i R G P iR W] DA 225 ISR

® 4/ {5G7E bootloader [ Secure Boot #i 73, FRATTE fkE secure configure LA K& boot #73,
LA bootloader 5 3l M/A #873 A A A . AEARHD:

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\g
eneric\src\Bootloader.c
volatile int debug;

int main(void)

{...
debug =1;

while(debug); /M NIRRT 8 10, J5 8 £ H lauterbach ok FREZ 1 o
B1_ConfigureSecureBoot();

while (1); //johnli stop bootloader /15 1 4% 4E boot, J IR

if (E_OK != Bl Run())

PA_E RO G AE IE A AT PA 2 4
Hhh, ALREWEA ZKEH bootloader W HIH A ACE -

3.2 IVT S5 4i&

SRS (AN13750) F1 (S32G Bootloader V*.pdf) , 5T wfal#ii& Bootloader ) IVT 4514,

® [N N2 J5EAIFHE FETF & FW update FIZhRE, FrLAfERiE IVT 8150, FRATMHES FW main 55
1% F1 FW backup 8215, IXFE7E M FW 510 .

® FHMNEEIEA Fls RENH sector K/NE X H: #define QSPI_SECTOR_SIZE 0x1000=4096,
Bt LAFRATTAE T E L% automatic align Start Address B {3 F 0x1000.
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® N THEHEHIGAL, TATVE AL 0x1000 4 align, LLlni:
1. HSE FW Start address=0x1000

2. HSE FW Backup Start address=0x69000

3. App bootloader=0xcd000

4. IXFEM)IE, published ff) SYS-IMG Hidik FATT8 % B Y 0x165000
-

2 EIVTView &
o HSE
B Boot Configuration
CANXP\HSE_FW $32G2_0_1_0_T\hse\bin\s32g2xx_hse_fw 0. B B
BootTarget| M0 +
Start address  0x1000 ‘| Size in bytes| 332128 0x1000 IEE 2L vl 0x5215f
BOOTSEQ: Secured boot mode
e e » HSE FW Configuration
GMAC Generation
”
® On (x} ortes
Key Type | Piain ADKP - o
HSE (backup) 0x521a8 SYS-IMG Pointer - 45056 bytes Ox5d1a7
KeyFile | N/A Bi
ks CANXP\HSE_FW_S32G2_0_1_0_T\hse\bin\s32g2xx_hse fw 0. | M | B
Life Cycle 0x5d1a8 SY5-IMG Pointer (backup) - 45056 bytes 0x681a7
Start address  0x69000 ‘| Size in bytes| 332128
Life Cycle 3672 bytes
Interface selection ® On o
Boot device type | QuadSPl Serial Fash  ~ P Application bootloader
/| Configure QuadsPl parameters C:\Work\S32G\Application notes\HSE\secure boot\securebo | B& | B | 0x69000 SR T OxbatSf
QuadSPl paramet... CANXPuIntegration Reference_Examples $3262.2022.| | M | | B Start address  0xcd000 | Size in bytes 620176
IVT Image Address
¥ Application Boot Code Image
IVT Image Start Address V) ‘ T1472 bytes
v Application Boot Image
Automatic Align
Automatic Align Start Address: (0,1 000 Align RAM start pointer
Address | 0x34700000 0xcd000 Application bootloader - 620176 bytes 0x16468f
Import IVT Image
Export IVT Image ‘ RAM entry pointer 4
Vi< >

Al DA% B K Hh R A 0165000, 22 J5 fiitkE .

3.3 BiERE

B kY (AN13750) F1 (S32G Bootloader V*.pdf) , 3T Wfl%e’5 Bootloader i) IVT 4514,
HEE:

® I NATIEAEA M/AKIEHEL, H 1 bootloader, FTAFRATR kS
bootloader blob.bin.

3.4 Bootloader Secure Boot Jl[i

S32G RDB2 #t#% &y QSPINOR IE# 3 3), J33))5 18 Lauterbach 3817 1A
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\build\cmm\connect s32gxx_m7.cmm & LR T, TS EL1E:

while(debug);
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b, SRR OIBACRI R A OGRS, #tn] LA H Lauterbach BRI 1

M Step M Over Mg Diverge | ¢ Return ¢ up » Go Il Break = 1% Mode &f t. & Fir
addr /1line |source
1543 ] break;
//end
1546 |debug =1;
while(debug);
1549 SysDal_Init();
#if (BL_USE_SAFETY == STD_ON)
B1_safetySelectMode();
#endif /* BL_USE_SAFETY == STD_ON *
#if .'BL,EN—'@LE,SEC‘\RE,EC”;“V == STD_ON)
1556 B1_cConfigureSecureBoot ();
#endif /* BL_ENABLE_SECURE_BOOT == STD_ON *
1558 while (1); / johnli stop bootloader . .
CONSOLE_LOG(CONSOLE_INFO, "Bootloader initialization complete.");
if (E_OK != B1_Run())

M7 debug, ¥ debug=11EMCA debug=0, HLATLAGREAT FIigqT 1 -

4 Bootloader Secure Boot 5.5 Thfg i iH

4.1 EB LB Ui H:
FT7F Bootloader T.F2: KT KEY “3(5 SMECE 41T -
Bootloader S32G2XX ASR 4.4. M7->Bootloader(...)->Bootloader->General:

® Enable Secure Boot=checked //This flag indicates whether the Secure Boot sequence shall be
activated or not

® Seccure Boot Key Descriptor =/CryptoDal/CryptoDal/CryptoDalBswConfig/CryptoDescriptors 0
/I N4 JE B B RER AT Tk — N INE AT . IR PIRA T O S ] SRR R A A
MIEFrFRE. AXFHEE, BESH N —BR Wik

® HSE System Image Address (1024 -> 4194304) =786432 //0xc0000 System Image Storage
Address. At this flash address Bootloader will save the HSE system image 5 HSE £ 45 1%
kB Sy QSPI INAFH s s btk . #fR HSE RG4S HSE [ 4F. 51 5 in#fE
FrE R BN BB O E N A XIES . REGBRIRE A X BN 0x4000 7
o MARRXMMX 5 ERMEMBEEES, a5 FWEBCKE QSPL 1N L FFInEok
K. BFIAIZ BIEAT IVT TR 3 H S ESAHEE=0x165000, FTEAERATXILBH A
1462272=0x165000,

ER:

HSE System Image Address A1 J5 ] 0x4000 775 0445 5€ X AE QSPI Flash 1, 5 B3 X bk %6} 5% .
XRWFER, FNEISINEFEFE{4 ] QSPI Flash BXENFE R K # HSE R4t K15 .
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FTULEJER, AT ZE N FLS 30 sector WL, 4.

1. HSE FW Start address=0x1000 K/)»: #define HSE FW IMAGE_SIZE 0x64000 //johnli for
400KB =64X0x1000

2. HSE FW Backup Start address=0x69000

3. XFERIIE, published (1) SYS-IMG Huhik FATEE 5 E A 0x153000 // #define
HSE SYS IMAGE_SIZE 0x4000 = 4X0x1000

Bootloader S32G2XX ASR 4.4. M7->Fls(...)->Fls->FlsSector:

Ak SYS-IMG EE A il & 7E 0xc000=786432, EFIU/™ 4096 sector= #define
HSE SYS IMAGE SIZE 0x4000:

0 & FlsSector_ 0 | 0 le FLS_EXT_SECTOR ] 1 @ 16 = 4096 = [VEY £ P

1 & FlsSector_1 7] 1 o FLS_EXT SECTOR @ 1 16 B 782336 4096 [» Y €

2 & FlsSector_2 2 o FLS_EXT_SECTOR o 10 16 & 4096 s 786432 » Iy d

3 @& FlsSector 3 - 3 U FLS_EXT_SECTOR ) 1k 16 & 4096 = 790528 % Y

4 & FlsSector_ 4 ] 4 [» FLS_EXT_SECTOR @ 1@ 16 Ei A096 & 794624 [» £

5 & FlsSector 5 5 ls FLS_EXT_SECTOR o 1 | 16 & 4096 798720 » £

6 & FlsSector_6 i 6 Lo FLS_EXT_SECTOR ] 1 = 16 = 4096 = 802816 & £

7 & FlsSector_7 e 7 s FLS_EXT_SECTOR @ 1@ 16 & 4096 G 806912 Y

= hY (=4 N

IAE T BN A B RIS N sector Fit & sector BRLET, FRATTEBREHE U T -
® Crypto (V3.0 O Hishector
& CryptoDal (V. Ind.. & Name B F. Fls Physical Sector & Fls.. E Fl. & FsSe. B FsSect. ® @& [& Fls Sector Hard...
® EcuC (v3.0.2, 0 @ FlsSector 0 & O 7 FLS_EXT.SECTOR @& 1R 16& 409 & 0BORO B E 0x0
& Eculﬂ .E‘&’E-O-E. 1 & FlsSector 1 & 1 ®» FLSEXTSECTOR @ 100 16 & 409 [ 4096 B0 B0 & & 0x1000
® Eep (V3.0.2, / 2 @ FlsSector 2 & 2 b FISEXTSECTOR [ 4E 16& 4096 E 413696 B0 & 0x65000

"@’:'5 (v3.02. A7 3 e FlsSector3 B 3 WFISEXTSECTOR B 100@ 16 4096 B 430080 RO B0 & 0x69000
- Fis .l 4 @ FlsSectord @ 4 B FISEXTSECTOR @ 1520 160G 4096 (& 839680 B[ % & & 0xcd000

ol W_ ] 5 @ FlsSector 5 & 5 (8 FLS EXTSECTOR & AR 165 40966 MR AOIRD & B 0x165000

M. FlsSector 1 9 HSE FW Hihik, FisSector 3y HSE FW backup #ilit, FlsSector 54 SYS-IMG
publish fJHitiE . (FlsSector 0/2/4 A5 E45AFE, HAE 2 4R sector 75 EIESL ML, A 7 S EHHEAC
B8 WA,

EE:
H T S32DS IVT tools A1 Fls JXZh L B 1138 %5 sector K/NERZE 4096B, FiF LAY ACKD H BLAH B &
M0, BABAIE align 4% 3% S 801 flash BEAE R ) 75, 4R

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\generic\include\Bootloader.h

#define BL_ALIGN_4096B(x) BL_ ALIGN IMAGE_B(x, 12) //johnli add

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\platforms\S32G2XX\src\BootloaderSpecific.c

static void Bl SaveConfiguration(...)

(...

S32G Secure Boot
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= uint32_t u32SysImageSizeAligned = BL_ ALIGN_4096B(u32SysImageSize); /) BL_ALIGN_10246B &4l
IXFE Fls WXEIH0 T DARAE AT 25 A K H ARtk 1.
Bootloader S32G2XX ASR 4.4. M7->CryptoDal(...)->CryptoDal->Crypto Driver Abstraction
Layer->CryptoDescriptors_0:
® Encryption Engine = CRYPTO // Encryption Engine used for encryption
® Encryption Algorithm= AES 256 CMAC // Encryption Algorithm for which the key is set

® Crypto Key = 0x85, 0xe3, 0xe6, 0x39, 0x1b, 0x13, 0xc2, 0xa3, 0x23, 0x69, 0xb2, 0x36,
0x80, 0x50, 0x4c, Oxbf, Ox1c, 0x12, 0x7b, 0x10, 0xd2, 0x36, 0x7f, 0xf6, 0x8c, 0x0c, 0x35,
0x6b, 0xa8, 0x86, 0x99, 0x0c //32X8=256bit. Encryption key value. Needs to be 16/32 coma
separated values, for each bite.

® Crypto Key engine reference =/Crypto/Crypto/CryptoKeys/AES256CMAC RAM KEY //
Encryption key engine internal reference, containing info about key storage. F T4 libr 2%

EUCR AR A R S A HE RAM =4 H %, By BB AR KA F EH L
TR, AN 2 AR B AR R AT

® Crypto Key alternate reference = /Crypto/Crypto/CryptoKeys/AES256CMAC NVM_KEY
// Encryption key engine alternate reference, used for key mirroring. Fl THrZEI00E, £ H
G| L AUFEE NVM H A H 5, B9 Ib s SRR A v R e AR AE
e R AR _E B AR RS R E L

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto>CryptoKey->AES256CMAC RAM
KEY:

® CryptoKeyld (0 ->4294967295) =0 // Identifier of the Crypto Driver key.

® CryptoKeyTypeRef =
/Crypto/Crypto/CryptoKeyTypes/Crypto KT AES256 CMAC // Refers to a pointer
in the CRYPTO to a CryptoKeyType. The CryptoKeyType provides the information
about which key elements are contained in a CryptoKey.

->AES256CMAC NVM KEY:
® CryptoKeyld (0 ->4294967295) =1
® CryptoKeyTypeRef =/Crypto/Crypto/CryptoKeyTypes/CryptoKeyType 0

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto>CryptoKeyType->

Crypto KT AES256 CMAC:

S32G Secure Boot
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® CryptoKeyElementRef=
/Crypto/Crypto/CryptoKeyElements/Crypto KE AES256 CMAC _RAM GENERATE
//Refers to a Crypto Key Element, which holds the data of the Crypto Key Element.
-> CryptoKeyType 0:

® CryptoKeyElementRef= /Crypto/Crypto/CryptoKeyElements/
/Crypto/Crypto/CryptoKeyElements/Crypto KE AES256 CMAC NVM_VERIFY

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto>CryptoKeyElement->
Crypto KE AES256 CMAC RAM GENERATE->General:

® CryptoKeyElementFormat = CRYPTO KE FORMAT BIN OCTET // Defines the
format for the key element. This is the format used to provide or extract the key data from
the driver.

® CryptoKeyElementReadAccess= CRYPTO RA ALLOWED // Define the reading access
rights of the key element.

® CryptoKeyElementSize (1 ->4294967295)= 32 //Maximum size of the Crypto Key Element value,
in bytes. Will be used by Crypto driver to reserve internal memory for those Crypto Key
Elements that do not use a HSE key

® CryptoKeyElementWriteAccess = CRYPTO WA ALLOWED //Defines the writing access
rights of the key element

® Use HSE Key = checked // Vendor specific: Enables or disables the usage of a HSE key.

® HSE Key Catalog Group Ref = /Crypto/Crypto/RamKeyGroup AES // Vendor specific:
The 'HSE Key Catalog Group Ref identifies the key group where the key is located in the
NVM or RAM key catalog.

® HSE Key Slot (0 ->255) =0// Vendor specific: Slot of the key inside the key group
selected above in the 'HSE Key Catalog Group Ref'.

® HSE Key Counter (0 -> 268435455) =0 Vendor specific: 28 bits counter used to prevent the
rollback attacks on key. When updating a key value and attributes the new counter value must be
greater than the current counter value. At counter saturation(0xFFFFFFF)the key cannot be
updated anymore.

® HSE SMR Flags (0x0 -> 0xffftffff) = 0x0 // Vendor specific: A map of bits that define
which Secure Memory Region (SMR), indexed from 0 to 31, should be verified before the
key can be used. Set to zero means not used.

->HseKeyFlags:

® HseKeyFlag 2=USAGE_SIGN //Vendor specific: The key flag specifies the
operations or restrictions that can be applied to a key.

S32G Secure Boot
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[ #43#T Crypto KE_AES256 CMAC_NVM_VERIFY, 5 FAR[FEZEA:
® HSE Key Catalog Group Ref=/Crypto/Crypto/NvmKeyGroup AES
® HseKeyFlag 0/2/3= USAGE _ENCRYPT/VERIFY/ENCRYPT

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto>KeyCatalogs->NvmKeyGroup AES

® Key Type = AES //Vendor specific: Specifies the key type. It provides information about the
interpretation of key data

® Number of key slots (1 ->256) =10 // Vendor specific: The number of key slots in the
current key group.

® Max key length in bits (1 -> 65535) =256 //Vendor specific: The maximum length of the key (in
bits). All stored keys can have keyBitLen lower or equal to MaxKeyBitLen
® Key Owner= OWNER CUST // Vendor specific: Specifies the key group owner.

[ e

V=

CryptoDescriptor 0

b 4

CryptoKeys/AES256CMAC _RAM _KEY

CryptoKeys/AES256CMAC NVM_KEY

Il

Il

CryptoKeyTypes/Crypto KT AES256

CryptoKeyTypes/CryptoKeyType 0

CMAC
|

CryptoKeyElements/Crypto KE AES25

CryptoKeyElements/Crypto KE AES25
6 CMAC_NVM_VERIFY

6 CMAC RAM GENERATE

Il

KeyCatalogs/RamKeyGroup AES

KeyCatalogs /NvmKeyGroup AES

AES/256

S32G Secure Boot
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AR E

C:\EB\tresos\workspace\Bootloader S32G2XX ASR 4.4 M7\output\src\CryptoDal PbCfg
.c

VAR(uint8, AUTOMATIC) CryptoDal CryptoKey 0[32] = {0x85, 0xe3, 0xe6, 0x39, 0x1b, 0x13, 0xc2,
0xa3, 0x23, 0x69, 0xb2, 0x36, 0x80, 0x50, Ox4c, 0xbf, Ox1lc, 0x12, 0x7b, 0x10, 0xd2, 0x36, 0x7f, 0xf6,
0x8c, 0x0c, 0x35, 0x6b, 0xa8, 0x86, 0x99, 0x0c};

const CryptoDal ConfigType CryptoDal Configl CRYPTODAL MAX CIPHERS] = {
{
32, /*Key Length (bytes) */
CRYPTODAL_ AES 256 CMAC, /* Encryption Algorithm */
CRYPTODAL CRYPTO, /* Encryption Engine */
CryptoDal CryptoKey 0, /* Secret Key */
0, /* Encryption engine internal reference */

1 /* Encryption engine internal alternate reference */

I8

IS
>N :

Bootloader S32G2XX ASR 4.4. M7->CryptoDal(...)->CryptoDal->General:
® UseCrypto=checked // This flag indicates whether CryptoDal is enabled or not.
® EnableHashingService=checked // This flag indicates whether hash support is enabled or not.

® EnableSMRSupport =checked // This flag indicates whether Secure Memory region support is
enabled or not

® EnableCMACGeneration=checked // This flag indicates Message Authentication generation is
enabled or not

® EnableKeyCatalogsFormat=checked // This flag enables the key catalog formatting service.

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto> CryptoDriverObject->

CryptoDriverObject 0

14

->QGeneral:

CryptoQueueSize (0 -> 4294967295) =6 // Size of the queue in the Crypto Driver. Defines the
maximum number of jobs in the Crypto Driver Object queue. If it is set to 0, queueing is
disabled in the Crypto Driver Object. Note: The node value will be used as the element
number when declaring an array variable for the QUEUE feature. So the maximum value
depends on the memory space of each platform.
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® MU Instance = MU _0 // Vendor specific: Selects one of the MU (Messaging Units) instances
available on the platform to use for communication with HSE.

® Algorithms Type = CRYPTO _SYMMETRIC ALGORITHMS // Vendor specific:
Determines if the crypto algorithms (primitives) associated with the Crypto Driver Object are
symmetric or asymmetric.
->CryptoPrimitiveRef->:

0:/Crypto/Crypto/CryptoPrimitives/CryptoPrimitive 0

1:/Crypto/Crypto/CryptoPrimitives/CryptoPrimitive 1

Bootloader S32G2XX ASR 4.4. M7->Crypto(...)->Crypto-> CryptoPrimitives->
CryptoPrimitives-> CryptoPrimitive 0
® CryptoPrimitiveAlgorithmFamily = CRYPTO ALGOFAM_AES
® CryptoPrimitiveAlgorithmMode = CRYPTO ALGOMODE NOT SET
® CryptoPrimitiveAlgorithmSecondaryFamily = CRYPTO ALGOFAM NOT SET
® CryptoPrimitiveService = MAC_VERIFY
-> CryptoPrimitive 1
® CryptoPrimitiveAlgorithmFamily = CRYPTO ALGOFAM_AES
® CryptoPrimitiveAlgorithmMode = CRYPTO ALGOMODE NOT SET
® CryptoPrimitiveAlgorithmSecondaryFamily = CRYPTO_ALGOFAM NOT SET
® CryptoPrimitiveService = MAC GENERATE

4.2 EB 4 A .

Bootloader 1313 J5 2l £ # 5 Secure Boot 4 HE7 4 T -

Startup.s:
\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\platforms\S32G2XX\src
\m7

|-> SystemlInit // Initialize the system (MPU, interrupts)

|->main:
\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\generic\src\bootloader.c

| |->SysDal Init
| | |>SysDal StartUplnit
| | | |>>SysDal McuPlatformInitSeq

| || | [=Mecu_Init, Mcu SetMode, Mcu_InitClock(McuClockSettingConfig 0);, Mcu_DistributePlIClock();// clock
initial

S32G Secure Boot
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| | | |->SysDal_WakeUplnit
| | | | |->InitBlockOneCallout
L1 ]| AN EERspIaEE

|-> CryptoDal Init(&CryptoDal Config[0]);

| |-> CryptoDal Crypto Init

| | |- Crypto_Init(tNULL PTR); // /* Initialize hardware module */
|

(Crypto_Hse Init(partitionld))

| | |->Hse Ip Init
|

|  |->Crypto_Ipw_Init //#define Crypto Ipw_Init(partitionId) \

|

| |->Crypto_HandleNvramInfo

| | |->Crypto_Util InitJobQueues
||
>Bl_ConfigureSecureBoot

|
|
|
| |->Crypto_Exts FormatKeyCatalogs /* Format key catalogs */

-

| |=>if (E_NOT OK == Bl IsSecureBootActive())//Check whether Secure Boot was configured previously.

/* Secure Boot is not active */ //fT AU F 2 HI ] IVT H1 Secure Boot mode 3% A W B, 1H & LFEH] enable T Secure
Boot, MWARFE—RIES), FTUHATZ R4, %3 SMR, S SYS Image FME IVT Secure Boot mode
configuration (ZNE, Z 558Nt Secure Boot 1 -

Status=E NOT OK;
| | |>>Bl_GetBootloaderParams(&u32BootAppFlashAddr, &u32BootAppRamAddr,
&u32BootAppSize); /M IVT Sk H L R 43 5B FIAH S B

| | |>CryptoDal GenerateCmac(

(uint8_t *) u32BootAppFlashAddr, &Bl BootAppTag[0],

BL SEC BOOT KEY INDEX, u32BootAppSize, &u32TagSize);// NIt 4 K CMAC %4
Hr BL_SEC_BOOT_KEY_INDEX=0, fit A& ffH ) Crypto KE_AES256_CMAC_RAM_GENERATE.
| | | [->CryptoDal pGlobalConfigPtr[u8KeyIndex].eEncryptionEngine;

| | | |->CryptoDal Crypto GenerateCmac(pInputData, pTag, u8Keylndex, u32InputDataSize, pTagSize);
LT A E SBIEAN Key

| | | | [>Crypto_KeyElementSet(u8CryptoKeylndex, CRYPTO KEY MATERIAL U32,
CryptoDal_Crypto_pGlobalConfigPtr[u8§KeyIndex].u8CryptoKey,

CryptoDal Crypto pGlobalConfigPtr[u8KeyIndex].u8EncryptionKeyLen))
| | | | | |->Crypto_Ipw ImportKey=Crypto Hse ImportKey
| | | | | | [>Crypto Hse EccLoadPlainPairKey
pHseSrvDescriptor->srvild = HSE_ SRV _ID IMPORT KEY;

S32G Secure Boot
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plmportKeyReq->pKeylnfo =
HSE PTR TO HOST ADDR(&Crypto Hse apMuState[u8Mulnstance]->HseKeyInfo);

plmportKeyReq->targetKeyHandle =
Crypto_aKeyElementList[u32KeyMaterialKeyElemlIdx].u32HseKeyHandle;

/* Only for encrypted ECC is needed*/
pImportKeyReq->cipher.cipherKeyHandle =HSE INVALID KEY HANDLE;
pImportKeyReq->keyContainer.authKeyHandle = HSE INVALID KEY HANDLE;

RetVal = Crypto_Hse SendMsg(u8Mulnstance, u8MuChannel, pHseSrvDescriptor, NULL_PTR);
| | | | [>Crypto KeySetValid(u8CryptoKeylndex))
if (CRYPTODAL AES 256 CMAC == eAlgorithm)
{
CryptoDal_Crypto_CmacJobPrimitivelnfo.crylfKeyld =u8CryptoKeyIndex;
CryptoDal_Crypto_CmacJob.jobPrimitivelnputOutput.inputPtr = pInputData;
CryptoDal Crypto CmacJob.jobPrimitivelnputOutput.inputLength = u32InputDataSize;

CryptoDal_Crypto_CmacJob.jobPrimitivelnputOutput.outputPtr =~ = pTag;

CryptoDal_Crypto_CmacJob.jobPrimitivelnputOutput.outputLengthPtr = pTagSize;

eRetVal = Crypto_ProcessJob(CRYPTODAL CRYPTO DRIVER ID, &CryptoDal Crypto CmacJob);
HII* Crypto driver object used */

#define CRYPTODAL CRYPTO DRIVER ID (0U)
/* --- Structure of the job to be passed to Crypto driver, requesting CMAC with specific keys
gl
static VAR(Crypto_JobType, AUTOMATIC) CryptoDal Crypto_CmacJob =
{
10, /* jobld - Identifier for the job structure */
CRYPTO_JOBSTATE IDLE, /* jobState - Determines the current job state */
{
NULL PTR, /* inputPtr - Pointer to the input data. */
0, /* inputLength - Contains the input length in bytes. */
NULL PTR, /* secondaryInputPtr - Pointer to the secondary input data (for MacVerify,
SignatureVerify). */
ou, /* secondarylnputLength - Contains the secondary input length in bytes. */
NULL PTR, /* tertiaryInputPtr - Pointer to the tertiary input data (for MacVerify,

SignatureVerify). */
S32G Secure Boot
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0u, /* tertiarylnputLength - Contains the tertiary input length in bytes. */

NULL PTR, /* outputPtr - Pointer to the output data. */
0u, /* outputLengthPtr - Holds a pointer to a memory location containing the
output length in bytes. */
NULL_PTR, /* secondaryOutputPtr - Pointer to the secondary output data. */
NULL_PTR, /* secondaryOutputLengthPtr - Holds a pointer to a memory location
containing the secondary output length in bytes. */
ou, /* input64 - Versatile input parameter */
NULL_PTR, /* verifyPtr - Output pointer to a memory location holding a
Crypto_VerifyResultType */
NULL PTR, /* output64Ptr - Output pointer to a memory location holding an
uint64. */
CRYPTO_OPERATIONMODE SINGLECALL /* mode - Indicator of the
mode(s)/operation(s) to be performed */
5
&CryptoDal Crypto_CmacJobPrimitivelnfo, /* jobPrimitivelnfo - Pointer to a structure containing

further information,
depends on the job and the crypto primitive */

&CryptoDal Crypto CmacInfoType, /* jobInfo - Pointer to a structure containing further
information,

depends on the job and the crypto primitive */

NULL PTR /* jobRedirectionInfoRef - Pointer to a structure containing further
information

on the usage of keys as input and output for jobs. */

}5

/IEL R %% SMR/CR

| | | [->Bl ConfigureBootloaderSMR(&SMR_CR_Config, u32BootAppFlashAddr,
u32BootAppRamAddr, u32BootAppSize,
&Bl _BootAppTag[0], &u32TagSize);

{

pSMR_CR_Config->u32FlashStorageAddr = u32 AppFlashAddress;

pSMR_CR_Config->u32RamDestAddr = u32AppRamAddr;

pSMR_CR_Config->u32AppSize = u32AppSize;

pSMR_CR_Config->pTag = pTag;

pSMR_CR_Config->pTagSize = pTagSize;

pSMR_CR_Config->u8KeyIndex = BL SEC BOOT KEY INDEX; //
/* Key index in the cryptodal descriptors list */

S32G Secure Boot
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#define BL_SEC BOOT KEY INDEX 0
pSMR_CR_Config->u8Entrylndex = 1;

pSMR CR Config->u8CorelD = HSE_APP_COREDQO; //#define HSE_ APP_COREQ ((hseAppCore_t)0U) /**<
@pbrief Core0 */
}
| | | |>CryptoDal SMR CR Install(&SMR_CR_Config);
| | | | [>CryptoDal Crypto SMR CR Install
/* Fetch internal decryption engine key reference */
| | | | | [|>u8CryptoKeylndex =
CryptoDal_Crypto_pGlobalConfigPtr[pSMR_CR_Config->u8KeyIndex].u8EncryptionKeyAlternateRef;
/* Register key in using the alternate slot. This descriptor shall reside in NVM for verification usage */
| | || | [>Crypto KeyElementSet(u8CryptoKeylndex, CRYPTO KEY MATERIAL U32,
CryptoDal_Crypto_pGlobalConfigPtr[pSMR_CR_Config->u8KeyIndex].u8CryptoKey,
CryptoDal_Crypto_pGlobalConfigPtr[pSMR CR_Config->u8KeyIndex].u8EncryptionKeyLen);
| | | | | [|[>MemLib_MemSet(&SmrEntry, 0, sizeof(SmrEntry));
/* Configure SMR entry */
SmrEntry.pSmrSrc = (HOST_ADDR)pSMR _CR_Config->u32FlashStorageAddr;
SmrEntry.pSmrDest = (HOST_ADDR)pSMR_CR_Config->u32RamDestAddr;
SmrEntry.smrSize =pSMR_CR_Config->u32AppSize;
SmrEntry.checkPeriod =0;
SmrEntry.configFlags =HSE SMR CFG FLAG QSPI FLASH; //#define
HSE SMR CFG FLAG QSPI FLASH ((hseSmrConfig_t)0x0U)
SmrEntry.authKeyHandle = CRYPTODAL SMR CMAC KEY HANDLE(u8CryptoKeylndex);//
#define HSE KEY CATALOG ID NVM ((hseKeyCatalogld t)1U) /**< @brief NVM key catalog */
SmrEntry.authScheme.macScheme.macAlgo =HSE MAC ALGO CMAC; #define
HSE MAC ALGO _CMAC ((hseMacAlgo t)0x11U)

SmrEntry.authScheme.macScheme.sch.cmac.cipherAlgo = HSE CIPHER ALGO_AES;// #define
HSE CIPHER ALGO_AES ((hseCipherAlgo t)0x10U)

SmrEntry.pInstAuthTag[0] =0;
SmrEntry.pInstAuthTag[1] =0;

/* Create a SMR install request */ //server request

SmrlnstallRequest.accessMode =HSE_ACCESS_MODE_ONE_PASS;//HSE Vjj [ #5 5
SmrlnstallRequest.entrylndex =pSMR_CR_Config->u8Entrylndex;
SmrlnstallRequest.pSmrEntry = (HOST_ ADDR)&SmrEntry;

SmrInstallRequest.pSmrData = (HOST_ADDR)pSMR CR_Config->u32FlashStorageAddr;
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SmrlnstallRequest.smrDatal.ength =pSMR_CR_Config->u32AppSize;
SmrlnstallRequest.pAuthTag[0] = (HOST_ADDR)pSMR_CR_Config->pTag;
SmrlnstallRequest.authTaglength[0] = *((uint32_t*)pSMR_CR_Config->pTagSize);

MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

HseSrvDescriptor.srvld =HSE SRV ID SMR ENTRY INSTALL; //#define
HSE SRV ID SMR ENTRY INSTALL ((hseSrvid t)(HSE SRV VER 0 |0x00000501UL))//SMR % %%z %% 1D

HseSrvDescriptor.hseSrv.smrEntryInstallReq = SmrinstallRequest;

| | | | | |>CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))

/* Configure a Core Reset Entry for Advanced Secure Boot */
CoreResetEntry.coreld = pSMR_CR_Config->u8CorelD;
CoreResetEntry.preBootSmrMap = (1UL << pSMR_CR_Config->u8EntryIndex);
CoreResetEntry.pPassReset = pSMR_CR_Config->u32RamDestAddr;

CoreResetEntry.crSanction = HSE CR_SANCTION KEEP CORE IN RESET; //#define
HSE CR_SANCTION KEEP CORE IN RESET ((hseCrSanction t)0x7455U) //CR il 77 XA core in reset

CoreResetEntry.startOption = HSE_ CR_AUTO_START; #define HSE CR_AUTO_START
((hseCrStartOption_t)0x35A5U)

/* Create the request to HSE using service descriptor */

HseSrvDescriptor.srvld =HSE SRV ID CORE RESET ENTRY INSTALL; #define
HSE SRV _ID CORE RESET ENTRY INSTALL ((hseSrvlid t)(HSE SRV _VER 0| 0x00000503UL))//CR %%% 1k
% 1D

HseSrvDescriptor.hseSrv.crEntrylnstallReq.crEntrylndex = 0;
HseSrvDescriptor.hseSrv.crEntrylnstallReq.pCrEntry =HSE PTR_TO_HOST_ ADDR(&CoreResetEntry);

/UL R ¥E8TH sys-img publish
| | | | [>CryptoDal GetSysImage(
&Bl _HseSysImage[0], &u32SysImageOffSet, &u32SysImageSize)

@details Shall be used to retrieve the System Image from the HSE subsystem. Whenever a new operation has been
registered in the

HSE (Non volatile key, OTFAD configuration, SMR/CR configuration), a system configuration is being kept in
HSE internal RAM.

Upon this request, the HSE will publish the system image using the device encryption key.
| ] ] ] |->CryptoDal_Crypto_GetSysImage(plmage, pSysImageOffset, pHselmageSize);
/* Clear previous request */

MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

S32G Secure Boot

20



HseSrvDescriptor.srvld =HSE SRV ID GET SYS IMAGE SIZE;
HseSrvDescriptor.hseSrv.getSysIlmageSizeReq.pSyslmageSize = (HOST ADDR)&u32HSEImageSize;
if (E_OK == eRetVal)
{
| I | | | | |->CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor);
/* Clear previous request */

MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

HseSrvDescriptor.srvld =HSE SRV _ID PUBLISH SYS IMAGE;
HseSrvDescriptor.hseSrv.publishSysImageReq.publishOptions = HSE PUBLISH ALL DATA SETS;
HseSrvDescriptor.hseSrv.publishSysImageReq.pPublishOffset = (HOST ADDR)(pSysIlmageOffset);
HseSrvDescriptor.hseSrv.publishSysImageReq.pBuffLength = (HOST ADDR)(pHselmageSize);
HseSrvDescriptor.hseSrv.publishSysImageReq.pBuff = (HOST_ADDR)(pImage);

if (E_OK == eRetVal)
{
[ 1] | | | [>>ifMHSE SRV RSP OK !=CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))
| | | | [-BIl _SaveConfiguration(&Bl HseSysImage[0], BL SYS IMAGE STORAGE ADDR,
u32SysImageOffSet, u32SysImageSize); ///* HSE system image storage address */
#define BL SYS IMAGE STORAGE ADDR 786432 EB configure it.
| | | | | [|->Fls_Write(u32SysImageStorageAddr + u32SysImageOffset,
(const uint8 *) pSysImage, u32SysImageSizeAligned);

/* Update IVT configuration */

MemLib MemCpy(&BIl FlashMirror[0], IVT _ADDR, QSPI SECTOR SIZE);

plvtUpdated = (Bl ImageVectorTableType *) &Bl FlashMirror[0];

plvtUpdated->u32BootCfgWord =IVT BCW_SEC _BOOT CONFIG MASK; /it Ak E 1 1% & IVT [¥] Secure Boot
enable

plvtUpdated->u32SysImageAddr = u32SysImageStorageAddr;

plvtUpdated->u32ExtFlashType = IVT _ADDR;

plvtUpdated->u32FlashPageSize = QSPI_SECTOR_SIZE;
| | | | |->Fls Erase(IVT ADDR, QSPI SECTOR SIZE);
| ] | | |->FlIs_Write(IVT_ADDR, (const uint8 *) &Bl FlashMirror[0], QSPI_SECTOR_SIZE);
| ] | |->Mcu_PerformReset();

|
|
|
i#3d PL_E Secure Boot XIS 43 M, 224 A shAT IR AR EIE UL TP
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1. H—RABEE (5135 HSE [E{4:. DCD. QSPI Sk B HIEA IVT k—i#25 A\ QSPI flash
), 5 SRR AE L SIS AT AT DL PR

® fZNT IVT LAISKEX Bootloader LA B (il ACan bbb fl BA5 KN o

® HIT ARSI IRAEFRZS, fH I AE CryptoDal HHC & 12580 X} 5] S MR HEAT B 0y 30 15
AES-256-CMAC #.14:.

® DiREPAAE(E HSE FE 5 R P H b, DUMELEWT 5 1] BAL (POR).

® ‘4 NAIFEIXIE SMR 7E HSE KRG HiEM, B854 S5 G5, 168 bk, 815 K/
AL . HARE SN ASERT T B B R IRAEFR ) .
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IVT #53k &2 (BOOTSEQ 7 f7 T 0x28 AL ELAE T 5, HSE RS g bl 5
B .
2. WISRETTH ERERTN, R —IREER, HSE ¥ E Bootloader B3 1% 11 B 52 3 5 2 AH B fic
BN . WREK TN ARG, WK REEE LA B IPIRE, 2 RN,

5 | 1: HSE FW update

225 i B AT 16 1 HSE FW update T fg

51 REHF K
1. SEFLAM IVT SkizH HSE FW #5545 B ek %
P

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c

uint32_t u32FwBluelmageSize = HSE FW_IMAGE_SIZE;

uint32 t u32FwPinklmageSize = HSE FW_IMAGE SIZE;
Bl_GetHSEFwParams(&u32HseFwIimageFlashAddr, &u32HseBackupFwlmageFlashAddr);
static void Bl GetHSEFwParams(uint32_t *pHseFwAddr, uint32_t *pHseBackupFwAddr)

*pHseFwAddr=pIVTConfig->u32HSEAddr;
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*pHseBackupFwAddr=pIVTConfig->u32HSEBckAddr;

Hrr, static Bl_ImageVectorTableType *pIVTConfig = IVT_ADDR; // /* Image Vector Table
configuration address */#define IVT_ADDR 0x0 IVT 3kt ’y QSPI NOR AHB Hifik 3k, 0x0.

AN

1N HSE_FW_IMAGE_SIZE K/N%E, W s .

15.2.3 Image sizes

The below table specifies the maximum image sizes for the HSE firmware.

Table 135: Maximum image sizes

HSE image HSE_H image size HSE Mi
FW-IMG (as 357KB 261KB
provided by Note: It is recommended to allocate 400KB | Note: It i
NXP) (or more) in flash for each primary and (or more
back-up image | back-up
SYS-IMG 44KB / 48KB on S32ZE 44KB
Note: It is recommended to allocate 48KB | Note: Iti
in flash. in flash

#define HSE_ FW_IMAGE_SIZE 0x64000 //johnli for 400KB
2. 52 HSE FW update D fg

/* HSE FW Image */

static uint8_t Bl HseFwImage[HSE FW_IMAGE_SIZE]; //johnli add # % — >} 7% buffer Ak 1E FW.

W

status = CryptoDal_GetFwIlmage(&Bl HseFwImage[0], &u32HseFwImageFlashAddr , &u32FwPinkImageSize,
&u32FwBluelmageSize);
Dal b £ -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\src\CryptoDal.c
FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal GetFwImage(P2VAR(uint8, AUTOMATIC,
CRYPTODAL CONST) pImage,
VAR(uint32, AUTOMATIC) u32FwPinkImageFlashAddress,
P2VAR(uint32, AUTOMATIC, CRYPTODAL_ CONST) pFwPinkIlmageSize,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwBIluelmageSize)

VAR(Std ReturnType, AUTOMATIC) eRetVal=E NOT OK;

if (NULL_PTR != CryptoDal pGlobalConfigPtr)

{
#if CRYPTODAL USE CRYPTO

eRetVal = CryptoDal_ Crypto GetFwIlmage(pImage, u32FwPinkImageFlashAddress, pFwPinkImageSize,

pFwBluelmageSize);
#endif /* CRYPTODAL USE CRYPTO */

H

return eRetVal;

}
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HARSH -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

FUNC(Std ReturnType, CRYPTODAL APP_CODE) CryptoDal Crypto GetFwlmage(P2VAR(uint8, AUTOMATIC,
CRYPTODAL CONST) pImage,
VAR(uint32, AUTOMATIC) u32FwPinkIlmageFlashAddress,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwPinkImageSize,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwBluelmageSize)

VAR(hseSrvDescriptor t, CRYPTODAL VAR) HseSrvDescriptor;

VAR(Std ReturnType, AUTOMATIC) eRetVal =E OK;

VAR(uint32, AUTOMATIC) u32FwBluelmageSize = (*pFwBluelmageSize);

VAR(uint32, AUTOMATIC) u32FwPinkImageSize = (*pFwPinkImageSize);

VAR(uint32, AUTOMATIC) u32FwPinkImageFlashAddress = (*pFwPinkImageFlashAddress);

IBEBFWRRS , RN ERBRAERBHIER, BRENERRELEGTHIW, REEEBRTSH
AOFKET AT, AT R ER R R IBETRSHFWER A A,
// u32FwPinkImageSize=GetHseFwSize((uintptr_t)u32FwPinkImageFlashAddress);
//update FW from pink to blue & iXFW updatedfz 55, *&pink FWH#{ A%\, %idiblue FWE|REH,
Hrhpink FWagHhdiEE: QSPINOR AHB memory it ,
//lupdate FW from pink to blue
//get the pink FW size
/* Clear previous request */
MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

/* Fill the service descriptor */
HseSrvDescriptor.srvld =HSE SRV _ID FIRMWARE UPDATE;
HseSrvDescriptor.hseSrv.firmwareUpdateReq.pInFwFile =
HSE PTR TO HOST ADDR(&u32FwPinkImageFlashAddress);
#if 1
HseSrvDescriptor.hseSrv.firmwareUpdateReq.inFwFileLength = 0x0;
telse
HseSrvDescriptor.hseSrv.firmwareUpdateReq.inFwFileLength = u32FwPinkImageSize;
#endif
HseSrvDescriptor.hseSrv.firmwareUpdateReq.pOutFwBuffer =HSE PTR TO HOST ADDR(pImage);
HseSrvDescriptor.hseSrv.firmwareUpdateReq.pFwBufferLength =
HSE PTR TO HOST ADDR(pFwBluelmageSize);
if (E_OK == eRetVal)
{
if (HSE_SRV_RSP OK != CryptoDal Crypto_HseSrv_Request(&HseSrvDescriptor))

{
}

eRetVal =E NOT OK;

}

return eRetVal;

}
3. SZILEEHTHSE FWEEZ M ThAE.
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WA
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c

//write blue image to hse main fw

Bl _SaveFwConfiguration(&Bl HseFwImage[0],u32HseFwImageFlashAddr,u32FwBluelmageSize);

HARSZI -

static void Bl _SaveFwConfiguration(uint8 t *pFwImage,

uint32_t u32FwlmageStorageAddr,
uint32_t u32FwlmageSize)

uint32_t u32FwlmageSizeAligned = BL_ ALIGN_4096B(u32FwImageSize);
Fls Erase(u32FwImageStorageAddr,
u32FwImageSizeAligned);
while (MEMIF IDLE !=Fls_GetStatus())

{

Fls MainFunction();

}
Fls_Write(u32FwlmageStorageAddr,

(const uint8 *) pFwlmage, u32FwlmageSizeAligned);
while (MEMIF _IDLE !=Fls GetStatus())

{
Fls_MainFunction();
b

}

KA E X
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\include\CryptoDal.h

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal GetFwlmage(P2VAR (uint8, AUTOMATIC,
CRYPTODAL CONST) pImage,
VAR (uint32, AUTOMATIC) u32FwPinkImageFlashAddress,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwPinkImageSize,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwBluelmageSize);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\include\CryptoDal Crypto.h
FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto GetFwlmage(P2V AR (uint8,
AUTOMATIC, CRYPTODAL CONST) plmage,
VAR(uint32, AUTOMATIC) u32FwPinkImageFlashAddress,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwPinkImageSize,
P2VAR(uint32, AUTOMATIC, CRYPTODAL CONST) pFwBIluelmageSize);

HEE:
I AE ¥ pink image 5 H7 Ayblue image )& , 4 )5 [pink image % 1 #|HSE FW backup image flash
address, %A LA H AT .

5.2 ik
Secure Booti{{ I 5, FFRDB2HE B & N T4z, {# Fflash toolsisk HHEif% :
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miifi: Upload target and algorithm to hardware...,
M.ir: Download from device to file... 7 fiBinary:
&

Start address: Ox | 0 Size: Ox | 180000 [] Binary output

File: | C\Work\S32G\Application notes\HSE\secure boot\reference\bt3.bin | Browse...

o] G

IG5 IR AEE T, A HEE0x10004k, 7] BUE 25K [ pink image & LAD4FF LI, 11T 1
blue images& LAD6JT ki, 1 H.AJ LA IE % Secure Boot.

6 EH#|2: HSE OTP Attribute X &

AEHEELES LT OTP fuse:

® ADKP

® Authorization mode, from default pass-word to challenge-response(%% 7 1R 2> F )
® Lifecycle

® [vtAuth

LA OTP M — bk, FTLL SRR, FMEEBRIR, H A% Lifecyle fit— F L
IR, ADKP 7EHIIE VT 254 B A B SThikes . #A0abA

6.1 REEHF K

1. SZ3L OTP Attribute i B /3ZEL API

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

FUNC(Std ReturnType, CRYPTODAL APP_CODE) CryptoDal Crypto_SetAttribute(VAR (hseAttrld t,
AUTOMATIC) attrld,

VAR(uint32 _t, AUTOMATIC) attrLen,
P2VAR(uint§, AUTOMATIC, CRYPTODAL CONST) pAttr

)

VAR (hseSrvDescriptor_t, CRYPTODAL VAR) HseSrvDescriptor;
VAR(Std ReturnType, AUTOMATIC) eRetVal =E OK;
/* Clear previous request */

S32G Secure Boot

26



MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

/* Fill the service descriptor */
HseSrvDescriptor.srvld =HSE SRV ID SET ATTR;
HseSrvDescriptor.hseSrv.setAttrReq.attrld = attrld;
HseSrvDescriptor.hseSrv.setAttrReq.attrLen = attrLen;
HseSrvDescriptor.hseSrv.setAttrReq.pAttr =HSE PTR TO HOST ADDR (pAttr);
if (E_OK == eRetVal)

{

if (HSE_SRV_RSP OK != CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))

{
eRetVal =E NOT OK;

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto GetAttribute(VAR(hseAttrld t,
AUTOMATIC) attrld,

VAR(uint32_t, AUTOMATIC) attrLen,
P2VAR(uint8, AUTOMATIC, CRYPTODAL CONST) pAttr

)

VAR(hseSrvDescriptor_t, CRYPTODAL VAR) HseSrvDescriptor;

VAR(Std ReturnType, AUTOMATIC) eRetVal =E OK;
/* Clear previous request */

MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));
/* Fill the service descriptor */
HseSrvDescriptor.srvld =HSE SRV _ID GET ATTR;
HseSrvDescriptor.hseSrv.setAttrReq.attrld = attrld;
HseSrvDescriptor.hseSrv.setAttrReq.attrLen = attrLen;
HseSrvDescriptor.hseSrv.setAttrReq.pAttr =HSE PTR TO HOST ADDR (pAttr);
if (E_OK == eRetVal)

{

if (HSE_SRV_RSP OK != CryptoDal Crypto_HseSrv_Request(&HseSrvDescriptor))

{
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eRetVal=E NOT OK;

}
2. SIS ADKP )R %L
W
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
/*
The application debug key/password (ADK/P) to be programmed - 128-bits
Used by "HSE ProgramAdkp" function to program ADK/P in fuses
&
static uint8_t applicationDebugKeyPassword[16] =
{
0x00, Ox11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77, 0x88, 0x99, 0xAA, 0xBB, 0xCC, 0xDD, 0XxEE, 0xFF
¥
CryptoDal ProgAdkp(&applicationDebugKeyPassword[0]);
Dal e £ {4

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\src\CryptoDal.c

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal ProgAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL_CONST) pAdkp)

{
VAR(Std ReturnType, AUTOMATIC) eRetVal=E NOT OK;
if NULL PTR != CryptoDal pGlobalConfigPtr)
{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto ProgAdkp(pAdkp);
#endif /* CRYPTODAL USE CRYPTO */
H

return eRetVal;

}

H ARSI -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c
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FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto ProgAdkp(P2VAR(uint8,
AUTOMATIC, CRYPTODAL CONST) pAdkp)

{

return
CryptoDal Crypto_SetAttribute(HSE APP DEBUG KEY ATTR ID,sizeof(hseAttrApplDebugKey t),pAdkp);

}
3. SEILERE Auth Bid A CR:

W

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
CryptoDal_SetAuthModeToCR();

Dal & £ 14 -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal

\generic\src\CryptoDal.c
FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal SetAuthModeToCR()

VAR(Std ReturnType, AUTOMATIC) eRetVal =E NOT_OK;
if (NULL_PTR != CryptoDal_pGlobalConfigPtr)

{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto_SetAuthModeToCR();
#endif /* CRYPTODAL USE CRYPTO */

}

return eRetVal;
}
H ARSI -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto SetAuthModeToCR(void)

{
hseAttrDebugAuthMode t debugAuthMode;

debugAuthMode=HSE_DEBUG_AUTH_MODE CR;

return
CryptoDal_Crypto_SetAttribute(HSE DEBUG_AUTH MODE _CR sizeof(hseAttrDebugAuthMode t),&debugAuthM
ode);

}
4. SEH lifecycle 83t
W

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
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CryptoDal AdvanceLifecycle(HSE LC OEM PROD);
CryptoDal_AdvanceLifecycle(HSE LC IN FIELD);

Dal b -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\src\CryptoDal.c

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal AdvanceLifecycle(hseAttrSecureLifecycle t
targetLifeCycle)

VAR(Std ReturnType, AUTOMATIC) eRetVal =E NOT OK;
if (NULL_PTR != CryptoDal pGlobalConfigPtr)

{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto AdvanceLifecycle(targetLifeCycle);
#endif /* CRYPTODAL USE CRYPTO */
H

return eRetVal;
}
HARSH -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP CODE)
CryptoDal_Crypto AdvanceLifecycle(VAR(hseAttrSecureLifecycle t, AUTOMATIC) u32targetLifecycle)

{

return
CryptoDal Crypto_SetAttribute(HSE _SECURE LIFECYCLE ATTR _ID,sizeof(hseAttrSecureLifecycle t),&u3
2targetLifecycle);

}
5. SEILIVT Auth:

W

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
CryptoDal_SetlvtAuth();

Dal PR U4 :
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal

\generic\src\CryptoDal.c
FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal_SetlvtAuth()

VAR(Std ReturnType, AUTOMATIC) eRetVal =E NOT_OK;
if (NULL_PTR != CryptoDal pGlobalConfigPtr)

{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto SetlvtAuth();
#endif /* CRYPTODAL USE CRYPTO */

return eRetVal;
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}

B ARSI -
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

/* Enable IVT/DCD/ST-DCD authentication */
FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto_SetlvtAuth(void)
{
hseAttrConfigBootAuth_t ivtAuth;
/* Enable IVT/DCD/ST-DCD signature verification by BootROM. */
ivtAuth = HSE IVT AUTH;

return
CryptoDal_Crypto_SetAttribute(HSE_ ENABLE BOOT AUTH_ATTR ID,sizeof(hseAttrSecureLifecycle t),&i
vtAuth);

}
6. A RBH -
#define HSE PROG_OTP_ATTR 1
#if defined(HSE PROG OTP ATTR)
volatile uint8 t gProgramAdkp = 0U;;
volatile uint8 t gSetDebugAuthModeToChallengeResponse = 0U;
volatile uint8 t gAdvanceLifecycleToOemProd = 0U;
volatile uint8 t gAdvanceLifecycleTolnField = 0U;
volatile uint8 t gSetlvtAuth = 0U;
/*
The application debug key/password (ADK/P) to be programmed - 128-bits
Used by "HSE ProgramAdkp" function to program ADK/P in fuses
il
static uint8_t applicationDebugKeyPassword[16] =
{
0x00, Ox11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77, 0x88, 0x99, 0xAA, 0xBB, 0xCC, 0xDD, 0XxEE, 0xFF
¥
#endif
StatusType Bl _ConfigureSecureBoot(void)
{...
if (E_OK == status)
{
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#if defined HSE PROG_OTP_ATTR)
//program the OTP attribute

/* Program Application debug key/password example. Current Lifecycle must be Customer

Delivery */
if(0OxDA == gProgramAdkp)
{
CryptoDal_ProgAdkp(&applicationDebugKeyPassword[0]);
}

/* Set Debug Authorization mode to Challenge-Response (Default mode is password-based) */
if(0xDA == gSetDebugAuthModeToChallengeResponse)

{
CryptoDal_SetAuthModeToCR();

/* Advances Lifecycle to OEM Production Lifecycle */
if(0OxDA == gAdvanceLifecycleToOemProd)

{
CryptoDal AdvanceLifecycle(HSE LC OEM_PROD);

/* Advances Lifecycle to Infield Lifecycle */
if(0OxDA == gAdvanceLifecycleToInField)

{
CryptoDal AdvanceLifecycle(HSE LC IN FIELD);

/* Enable IVT/DCD/ST-DCD authentication */
if(0XxDA == gSetlvtAuth)

{
CryptoDal_SetlvtAuth();

#endif
/lend
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SR X
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\generic\include\CryptoDal.h

#include "hse srv_attr.h" //johnli for compiling

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal ProgAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL CONST)pAdkp);

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal SetAuthModeToCR(void);

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal AdvanceLifecycle(hseAttrSecureLifecycle t
targetLifeCycle);

FUNC(Std_ReturnType, CRYPTODAL APP_CODE)
CryptoDal CheckLifecycle(P2VAR (hseAttrSecureLifecycle t, AUTOMATIC, CRYPTODAL CONST)
ptargetLifeCycle);

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal SetlvtAuth(void);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\include\CryptoDal Crypto.h

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal Crypto_ProgAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL_CONST) pAdkp):;

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto SetAuthModeToCR(void);

FUNC(Std ReturnType, CRYPTODAL APP CODE)
CryptoDal Crypto AdvanceLifecycle(VAR(hseAttrSecureLifecycle t, AUTOMATIC) u32targetLifecycle);

FUNC(Std_ReturnType, CRYPTODAL APP_ CODE) CryptoDal Crypto_CheckLifecycle(P2VAR (uint32,
AUTOMATIC, CRYPTODAL CONST) ptargetLifecycle);

FUNC(Std_ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto_ SetlvtAuth(void);

6.2 B
K29 OTP & — IR PERT, B AL A 43, IR AR,
PATN A — A lifecycle i BEFIARAMNIR, THA BAN I ACHS
iﬁﬂ )EH :
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
#define HSE PROG_OTP _ATTR TEST 1
#if defined(HSE_PROG_OTP ATTR TEST)
volatile uint8 t gAdvanceLifecycleToSimulOemProd = 0xDA;
volatile uint8 t gAdvanceLifecycleToSimullnField = 0xDA;
hseAttrSecureLifecycle t glifecycle=HSE LC CUST DEL
#endif

StatusType Bl _ConfigureSecureBoot(void)
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C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal

if (E_ NOT_OK == Bl _IsSecureBootActive())
{...}

else

{
#if defined(HSE_PROG_OTP_ATTR_TEST)

/* Advances Lifecycle to simulated OEM Production Lifecycle, do not prog fuse, reset recovery */

if(0xDA == gAdvanceLifecycleToSimulOemProd)
{

CryptoDal AdvanceLifecycle(HSE LC SIMULATED OEM_PROD);

CryptoDal CheckLifecycle(&gLifecycle);

/* Advances Lifecycle to simulated Infield Lifecycle do not prog fuse, reset recovery™/

if(0xDA == gAdvanceLifecycleToSimullnField)
{

CryptoDal AdvanceLifecycle(HSE LC SIMULATED IN FIELD);

H
CryptoDal CheckLifecycle(&gLifecycle);

#endif
H: A CryptoDal CheckLifecycle %4 :

\generic\src\CryptoDal.c

CryptoDal_CheckLifecycle(P2VAR (hseAttrSecureLifecycle t, AUTOMATIC, CRYPTODAL CONST)

FUNC(Std_ReturnType, CRYPTODAL APP_CODE)

ptargetLifeCycle)

34

{
VAR(Std_ReturnType, AUTOMATIC) eRetVal = E NOT OK;

if (NULL_PTR != CryptoDal_pGlobalConfigPtr)
{
#if CRYPTODAL USE CRYPTO
eRetVal = CryptoDal Crypto CheckLifecycle(ptargetLifeCycle);
#endif /* CRYPTODAL USE CRYPTO */
}

return eRetVal;
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HARSZIL
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\platforms\S32G2XX\src\ CryptoDal_Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal Crypto CheckLifecycle(P2V AR (uint32,
AUTOMATIC, CRYPTODAL CONST) ptargetLifecycle)

{

return
CryptoDal_Crypto_GetAttribute(HSE_SECURE LIFECYCLE ATTR _ID,sizeof(hseAttrSecureLifecycle t),ptargetLif
ecycle);

}

H lauterbach #REF, £¥# & 5% lifecycle iy HSE_LC_SIMULATED_OEM_PROD #1
HSE LC SIMULATED_IN FIELD J5, #Eth ] lifecycle y HSE_ LC_OEM_PROD #!
HSE LC_IN FIELD.

R LA EREEAE secure configure 1217, WE G HIELA AL, reset o WRA I E H AN
BB, TRk, POA% BB AN S5S fuse.

B

XFF OTP attribute [ACE TAE, BWEREES fuse 2 ATEIFHJ i IIA R B CAH 'S5 #AE,
PABH 13 BERR S I L, BT AR S A E AT 2 SO s (e 8 VR, N —F A ADKP R, 2
WHE attribute AR RIERAE .

7 T 3: IVT &4
B IVT k24 LABG 1R 5,

ER:
® VT A 7 E e %% ADKP, FrLLHT &) ADKP B E#AERATITIT.

® IVT J5 BAE T Bl & N 45 44 1: IVT_AUTH=I, 2: LC i## %] OEM_PROD/IN_FIELD,
AT FRA AT B S A, B DA R DU B ek 2

® VLA IVT #4), 3% DCD il self-test DCD(WRA), #BFH ZH N TAG 3k, AFiH
BB IVT 5543 114865 M HSE Demo porting £ bootloader (i8], XF-F DCD #1 self-test DCD #57,
AJ LAZ75 I /5i2: porting ..

® LS ADKP I, F5# N R+ GPIO N VDD _EFUSE fitH#, 7] L% HSE Demo !
App_VddEfusePower BREL, A3CHA U HIL R porting, MCAL 1 A] LLfsE A DIO JX )k SE 8.

® JFHL5ZH VDD EFUSE GPIO $i3f), 7] PIR H PR 7v%, 777k 1 248 F IVT H11] efuse marker,
X R 775 HSE FW RHEEVERT, AT DALY delay BOR SCRY 2 ZR KT 1ms, FF H 75 2 52Brill
Wk, MZFA A, W
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Table 128: VDD_EFUSE configuration word

Bit # Description

31 GPIO Polarity:

0: the VDD_EFUSE is powered when driving the GPIO low

- 1:the VDD EFUSE is powered when driving the GPIO high

16:30 GPIO MSCR number as mentioned in the 10 Mux sheet for the GPIO (refer to [REF02]); based
on device type, it can be in the ranges from below table.

0:15 Delay provided in microseconds. Must be greater than 1 millisecond.

Note: The delay period must be measured from the moment the GPIO switch occurs and the
NCSPD_STAT4 bit is set (refer to [REF02]).

Note that the measurement may differ between the boards if different external components are
used. A large enough delay must be programmed to ensure that the VDD_EFUSE supply is
powered.

Table 129: MSCR number

Device Type | SUIL2 0_MSCR SUIL2_1_MSCR SUIL2_4 MSCR | SUIL2 5 MSCR
S32G2/G3 0-101 112 -190 N/A N/A
S32R45 0-101 102-133 N/A N/A

J73% 2: f# ] Self-DCD 8¢#E DDR Init DCD,##i%) GPIO i DCD fCH4 i #E DCD BB R, iX
FEAESATIS DCD J5, %) HSE FW 317 (A& 1 KT 1ms.

71 REEH R

1 RWZE IVT GRAFAES

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c

static void Bl _SaveConfiguration(...)

{
#if 0
/* Update IVT configuration */

#endif

static void Bl _SaveFwConfiguration(...)

{...
#if 0
/* Update IVT configuration */

#endif

}
2. fEYHH IVT GMAC “E R EHT, K5 ADKP i A% A
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C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c

volatile uint8 t gProgramAdkp = 0xDA;
StatusType Bl _ConfigureSecureBoot(void)

{...
hseAttrApplDebugKey t adkpHash;

if(0xDA == gProgramAdkp)
{
if(HSE_ SRV RSP OK != CryptoDal GetAdkp(&adkpHash[0U])) /45 ADKP &K 4RSS, ik
AHEES.
{
CryptoDal ProgAdkp(&applicationDebugKeyPassword[0]);
}
h
3. SEILADKP K ki3

Dal B& 214 :

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\include\CryptoDal.h

FUNC(Std ReturnType, CRYPTODAL APP_CODE) CryptoDal GetAdkp(P2V AR (uint8, AUTOMATIC,
CRYPTODAL CONST) pAdkp)

{
VAR(Std_ReturnType, AUTOMATIC) eRetVal =E NOT OK;

if (NULL_PTR != CryptoDal pGlobalConfigPtr)

{
#if CRYPTODAL_USE_CRYPTO

eRetVal = CryptoDal Crypto GetAdkp(pAdkp);
#endif /* CRYPTODAL USE CRYPTO */

}

return eRetVal;

HARSHL:

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\src\CryptoDal.c
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FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal GetAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL_CONST)pAdkp);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp
todal\platforms\S32G2XX\src\ CryptoDal Crypto.c

FUNC(Std ReturnType, CRYPTODAL APP CODE) CryptoDal Crypto GetAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL CONST) pAdkp)

{

return
CryptoDal_Crypto_GetAttribute(HSE _APP DEBUG_KEY ATTR ID,sizeof(hseAttrApplDebugKey t),pAdkp);

}
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryp

todal\platforms\S32G2XX\include\CryptoDal Crypto.h

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal Crypto_GetAdkp(P2VAR(uint8, AUTOMATIC,
CRYPTODAL_CONST) pAdkp);

4. SEILIVT (RAFREL.
iﬁ’ﬂ )Eﬁ :
C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootloader\pl
atforms\S32G2XX\src\ BootloaderSpecific.c
//johnli add for signed IVT
Bl SaveSignedIvtConfiguration(BL SYS IMAGE STORAGE ADDR,
u32HseBackupFwImageFlashAddr,
u32HseFwlmageFlashAddr);
AL
static void Bl _SaveSignedIvtConfiguration(uint32_t u32SysImageStorageAddr,
uint32_t u32FwBackupIlmageStorageAddr,
uint32_t u32FwlmageStorageAddr)
{
Bl ImageVectorTableType *plvtUpdated;
hseAttrApplDebugKey t adkpHash;
/* Update IVT configuration */
MemLib MemCpy(&Bl1_FlashMirror[0], IVT _ADDR, QSPI_SECTOR_SIZE);
pIvtUpdated = (Bl ImageVectorTableType *) &Bl FlashMirror[0];

plvtUpdated->u32BootCfgWord = IVT BCW_SEC BOOT_CONFIG MASK;
pIvtUpdated->u32SysImageAddr = u32SysImageStorage Addr;/ It bR B LR 17 sys_img publish #H5¢ZS 4L
pIvtUpdated->u32HSEAddr = u32FwImageStorageAddr; /It B A {7 7% fw_img update fH5 S %]

S32G Secure Boot

38



plvtUpdated->u32HSEBckAddr=u32FwBackuplmageStorageAddr;
plvtUpdated->u32ExtFlashType = IVT ADDR;
pIvtUpdated->u32FlashPageSize = QSPI_SECTOR_SIZE;

CryptoDal_Signlvt((uint8_t *)pIvtUpdated,0x10,(uint8_t *)pIvtUpdated->u32GMAC[0]);// // ek E A= % TVT
GMAC tag

Fls_Erase(IVT_ADDR, QSPI SECTOR_SIZE);
while (MEMIF_IDLE !=Fls_GetStatus())
{

Fls_MainFunction();
H
Fls Write(IVT _ADDR, (const uint8 *) &Bl FlashMirror[0], QSPI SECTOR SIZE);
while MEMIF _IDLE !=Fls GetStatus())
{

Fls MainFunction();

¥
5. SZHLIVT GMAC Tag £ ek 5

Dal @i&ﬁ—(

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\include\CryptoDal.h

FUNC(Std_ReturnType, CRYPTODAL_ APP CODE) CryptoDal_SignIvt(P2VAR(uint8, AUTOMATIC,
CRYPTODAL CONST) pImage,

VAR (uint32, AUTOMATIC) inTaglenth,
P2VAR(uint§, AUTOMATIC, CRYPTODAL CONST) pOutTagAddr);

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal
\generic\src\CryptoDal.c

FUNC(Std_ReturnType, CRYPTODAL APP_CODE) CryptoDal_Signlvt(P2VAR(uint8§, AUTOMATIC,
CRYPTODAL CONST) pImage,

VAR (uint32, AUTOMATIC) inTaglenth,
P2VAR(uint8, AUTOMATIC, CRYPTODAL CONST) pOutTagAddr)

VAR(Std ReturnType, AUTOMATIC) eRetVal=E NOT OK;
if NULL_PTR != CryptoDal pGlobalConfigPtr)

S32G Secure Boot
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C:

{
#if CRYPTODAL_USE_CRYPTO

eRetVal = CryptoDal Crypto_Signlvt(pImage, inTaglenth, pOutTagAddr);
#endif /* CRYPTODAL USE CRYPTO */
h

return eRetVal;
}
ARSI :

\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal

\platforms\S32G2XX\include\CryptoDal Crypto.h

C:

FUNC(Std ReturnType, CRYPTODAL_ APP_ CODE)CryptoDal Crypto_Signlvt(P2VAR(uint§, AUTOMATIC,

CRYPTODAL_ CONST)plImage,
VAR(uint32, AUTOMATIC)inTaglenth,
P2VAR(uint8, AUTOMATIC, CRYPTODAL CONST)pOutTagAddr);

\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\bsw\dal\cryptodal

\platforms\S32G2XX\src\ CryptoDal Crypto.c

FUNC(Std_ReturnType, CRYPTODAL APP_CODE)CryptoDal Crypto_SignIvt(P2VAR(uint8, AUTOMATIC,

CRYPTODAL CONST)pInImage,

40

VAR (uint32, AUTOMATIC)inTagLength,
P2VAR(uint8, AUTOMATIC, CRYPTODAL CONST)pOutTagAddr)

VAR(hseSrvDescriptor t, CRYPTODAL VAR) HseSrvDescriptor;
VAR(Std_ReturnType, AUTOMATIC) eRetVal = E _OK;

/* Clear previous request */
MemLib_MemSet(&HseSrvDescriptor, 0, sizeof(HseSrvDescriptor));

/* Fill the service descriptor */

HseSrvDescriptor.srvld =HSE SRV _ID BOOT DATA IMAGE SIGN;
HseSrvDescriptor.hseSrv.bootDatalmageSignReq.pInlmage = (HOST ADDR)(pInlmage);
HseSrvDescriptor.hseSrv.bootDatalmageSignReq.inTaglength = inTagLength;
HseSrvDescriptor.hseSrv.bootDatalmageSignReq.pOutTagAddr = (HOST ADDR)(pOutTagAddr);

if (E_OK == eRetVal)

{
if (HSE_SRV_RSP OK != CryptoDal Crypto HseSrv_Request(&HseSrvDescriptor))

{
}

eRetVal =E NOT OK;
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7.2 AR

ARSCFFALFRMAATIVT AUTHRJE SIAERER (P K Fllife cycledii it 7] #)
GMAC Tag:

18 i flash toolstsz HIV Tk G4 (1 BT 6 B ) -

2

Fr A REGAEIVT

C:\Work\S32G\Application notes\HSE\secure boot\secureboot_blob.bin ~ ‘ =A

C\Work\S32G\Application notes\HSE\secure boot\bt.bin

2023/9/13 9:52:11 1,459,728 795 <BRik> -

00000000 D1 @1 @0 60 FF FF FF FF FF FF FF FF FF FF FF FF
09000010 @@ @4 @0 @0 FF FF FF FF 00 10 0@ @0 @0 90 06 090
08008820 88 DO OC 80 FF FF FF FF 00 00 08 68 00 00 00 80
00000030 FF FF FF FF A8 21 65 00 AS D1 85 00 00 00 00 00
©0 10 00 @0 @0 @0 @0 @@ FF FF FF FF FF FF FF FF
0B0PEB5E B8 B0 B0 80 FF FF FF FF FF FF FF FF FF FF FF FF
00000060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0o0PBE8e FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000090 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
©00000A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0o0REEBE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
ooo00OCe FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
oo0000De FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0o00BBEe FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §§

2023/9/13 9:57:55 1,572,864 715 <EIA> -

A 00000000 D1 @1 @8 6@ FF FF FF FF FF FF FF
©00ee010 @0 04 e ©0 FF FF FF FF 00 10 ee
@oeeER20 @0 DO eC 8@ FF FF FF FF 03 00 80
eoeee030 FF FF FF FF 0@ 58 16 @8 A8 D1 @5
00 10 @0 00 00 00 @0 00 FF FF FF
6oeRERse @0 6@ @0 80 FF FF FF FF FF FF FF
eoeee06e FF FF FF FF FF FF FF FF FF FF FF
eooee07@ FF FF FF FF FF FF FF FF FF FF FF
leeeeeE80 FF FF FF FF FF FF FF FF FF FF FF
eoeee090 FF FF FF FF FF FF FF FF FF FF FF
eoe@e0A@ FF FF FF FF FF FF FF FF FF FF FF
6oeoeOBO FF FF FF FF FF FF FF FF FF FF FF
leoeee0CO FF FF FF FF FF FF FF FF FF FF FF
leoe@eoDe FF FF FF FF FF FF FF FF FF FF FF
gy 60EBBOE® FF FF FF FF FF FF FF FF FF FF FF
00eeEOFe DA 76 32 31 60 A5 2E 70 2E 20 41
YYYIIVIIIIIIVIvY eoeee100 FF FF FF FF FF FF FF FF FF FF FF

i0eeoeRFe FF FF FF FF FF F
A }2S32DS
/* IVT binary */

const uint8_t ivt binary[256] = {

F

/* HEADER */
0xd1, 0x1, 0x0, 0x60,

/* reserved 1 */

0xff, Oxff, Oxff, Oxff,

/* Self-Test DCD */

0xff, Oxff, Oxff, Oxff,

/* Self-Test DCD (backup) */
Oxff, Oxff, Oxff, Oxff,

/* DCD */

0x0, 0x4, 0x0, 0x0,

/* DCD (backup) */

Oxff, Oxff, Oxff, Oxff,

/* HSE */

0x0, 0x10, 0x0, 0x0,

/* HSE (backup) */

0x0, 0x90, 0x6, 0x0,

/* Application bootloader */
0x0, 0xd0, Oxc, 0x0,

/* Application bootloader (backup) */
Oxff, Oxff, Oxff, Oxff,

/* boot_config */

0x0, 0x0, 0x0, 0x0,

/* life_cycle_config */

0x0, 0x0, 0x0, 0x0,

/* reserved 2 */

0xff, Oxff, Oxff, Oxff,

/* hse_fw_config */
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0xa8, 0x21, 0x5, 0x0, 0xa8, 0xd1, 0x5, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x10, 0x0, 0x0,
0x0, 0x0, 0x0, 0x0, 0xff, 0xff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, 0x0, 0x0, 0x0, 0x0,
0xff, Oxff, Oxff, Oxff,

/* reserved 3 */

0xff,. ..0xff,

/* gmac */

0xff, 0xff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff, Oxff,

AT LAE FIBOOT SEQ bitl &% B, SYS-IMGHIHuhE AT H, IVTkMIGMACIE B4 /=4:
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