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1 ZE 5k
1.1 558
LA S32G2 RDB2 Jyfi:
{f PR ] LUEEE/RENY
=k
1 | HSE 0.1.0.1 KA G: ZAEFHA | www.nxp.com/s32g
HSE_DEMOAPP S32G2 0.1.0.1 SCR.txt f‘%@# % ‘%X 5, HSE FW API SCASTE:
® HSE DEMOAPP S$32G2 0 1 0 l.cxe Z;’% Hmﬁg CANXP\HSE _FW_S32G2 0 1 0 I\docs\
® HSE FW S32G2 0.1.0.1 ReleaseNotes.pdf s HSE_FW_H_832G2XX 0.1.0.1
® HSE FW $32G2 0.1.0.1 SCR.ixt R _HSE Service API Reference Manual.pdf
® HSE FW S32G2 0 1 0 l.exe
® HSE FW S32G2 0 1 0 1.txt
2 | ® SW32 RTD 4.4 3.0.2 D2203 ReleaseNotes.pdf | RTD WwWw.nxp.com/s32g
® SW32G RTD 4.4 3.0.2 D2203.exe MCAL ZaJE, C:\NXP\SW32G RTD 4.4 3.0.2
\eclipse\plugins\
Crypto TS T40D11M30I12R0\doc\
RTD_CRYPTO_IM.pdf
RTD CRYPTO UM.pdf
DA SCRS AN AR BRSO
3 | S32G2RM.pdf OHFA | www.nxp.com/s32¢g
1 h Message Unit — &
4 | RM649908-HSE HM Firmware Reference HSE FW | www.nxp.com/s32g
Manual(0.8).pdf EREFM | B secure U7 LR
5 AN13750:pdf: Enabling Multicore Application. on Bootloader | www.nxp.com/s32g
S32@G2 using S32G2 Platform Software Integration
Wi SO
6 | S32G_Bootloader V*.pdf Bootloader | https://community.nxp.com/
YL SCARY | t5/NXP-Designs-Knowledge-Base/
S32G-Bootloader-Customzition/ta-p/1519838
7 | AUTOSAR _SWS CryptoDriver.pdf Autosar 3L | Www.autosar.org
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| | 1+

1.2 A< PLEC U BH

Z2 Y C\NXP\SW32G_RTD 4.4 3.0.2\eclipse\plugins\Crypto_ TS _T40D11M3012R0\doc\
RTD_CRYPTO_IM.pdf:

The HSE files above should be retrieved from the release hse fw s32g2xx 0.1.0.1 or hse fw s32g2xx 1.1.0.1 for
S32@G2 platform, from the release hse fw s32g3xx 0.0.17.0 for S32G3 platform. The Crypto driver in this RTD release
was tested using the firmware image and HSE interface files from the release hse fw_s32g2xx 1.1.0.1 on S32G2
platform, from the release hse fw_s32g3xx 0.0.17.0 on S32G3 platform.

PAL
C:\NXP\SW32G_RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hs
e Ip AesEncAsynclrq S32G274A M7\ project parameters.mk:
#The paths to the additional directories to be included at build phase
ADDITIONAL INCLUDE DIRS = C:/NXP/HSE FW_S32G274 0 1 0 l/interface \
C:/NXP/HSE FW _S32G274 0_1 0_l/interface/config \
C:/NXP/HSE FW _S32G274 0 1 0 l/interface/inc_common \
C:/NXP/HSE FW_S32G274 0 1 0_l/interface/inc_custom \
C:/NXP/HSE FW_S32G274 0 1 0 l/interface/inc_services
BT ABRIA RTD3.0.2 M4 I #) HSE FW hicA 2y 0.1.0.1, SEFr b HSW FW S {R#F—E K] API
e, Fr A P B R B HSW FW, A3 3T 0.1.0.1,

2 HSE FW fR%
HSE FW H4mfes D23 TR, AL E ¥, v LG RE L.

2.1 MRS HIRAT

HSE JIk %5 H1 FALE A S50 (MU) @ k55 B il & . ZORIAFEAE RAM 1 B IRS5 Hlid 7+
CEETEI )T . IRSFIRFFZ —Fh ISO C99 #du4hi#y, 05 k55 A A 244, i HSE
[ AT . RS IR FTH C 284 hseSrvDescriptor t & SN :
typedef struct hseSrvDescriptor _tag

{

/** @brief The service ID of the service descriptor */
hseSrvld_t srvld;

/** @brief The meta data related to the service */
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hseSrvMetaData t srvMetaData;
union
{
hseXXXSrv_t XXX;
hseYYYSrv tYYY;
} hseSrv;
} hseSrvDescriptor t;
iS5 (Bl . 2542 HESE) 2L stvID TP EIARSS ID FRile  ARSSTHETT o i Ja 8: 250
F AR T iZ iR %% 1D ForeH . R HSE JE AR SCRF IR AR S5 Rl R 175 (1 52 B VR Al ik 5

% HSE API 3(#%:
struct hseSrvDescriptor _t

union hseSrvDescriptor_t.hseSrv

2.2 BE5mE

k55 ID HfRAS . AL, RAMTRAR. Bl C KA hseSrvld_t & Lo RATFEMTRLE
AR RSS B BTRRAS o SE SRR, 4R 55 AR5 LU R R 55 3 25

rab're%wice ID format

Bit field 31~24 23 ~16 15~8 7~0
Description Service Version Service Type Service class Service subclass

*®: SERA

Mg | fhiik

E_LJA

0x00 Jk 553 3K H1 HSE A FIFO 77 SAHEBAVRIEAT s IR 55 i SRATIFEA R BB v
YU AT BLHRTE AR 55

0xA5 55 185K B HSE ELHHhAT;  IXM SRR ¥ A 55 AN BEICH

TRIIM T ENUAT LB AR AR 552K

*: WK
M5 | ik AR 4512k
*
0x00 | HSE [&/4% # il 55 - WEEN ARG ENE
- [ T+2%
- BUH AR %%
- e BAS
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- 51 S EHE %A A

- RGRURFERL P R
- FANFHIR BT

- RGWUE K Ai/ OTFAD fR%
0x01 | Jin%s B 3 - ML E

- HHINFH

- REUE IS B/ %S

- B A TR A

- B

0x02 | fin% Yhe - I

- B4 I AIE

- MAC £ /5iE

- P& A

0x03 | BEMLELAE L - KA HEALEL

0x04 | PRI A asig - BB T A

- WA

- SO R

0x05 | %4 NAEXIH (SMR) BHH | - SMR & X

- SMR %%

- SMR #% i §a ik

0x06 | IPSec - Ik IPSEC 4% Bk (SA)
- 4L FE IPSEC fini

- SRBOREI T 5 1B —A

- BB SA TR B

0x07 | RFU

SXSF
0x90 | ¥ EhRk%s SE il i 55

0xA1l | SHE - INEE, IR E %
- 5 RAM %44
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- 3RE UID
- JRENIER, s RN

k45 1D H C %2 HSE_SRV_ID XXX & X, HH XXX FRMRE A k5 1D LL 0x00A5XXXX
FESk B R TCVERUE « RS ID B 5E%E513R 7] LAYE HSE APL SCRSH 3R E).

2.3 JRS51E KA R
F bR 55K
EHL:
® i T (IR S5 HEA R AE N AR Y RAM A sl AR 552
® fEH A —A> MU SEf] e — N2 bR 1 Ak 55 1 1
® i1 TR IE TE 2 M S A0 i 55 A AT AR st
ARSI R AIAR,
EHL:
® AT A 55 3R AT A 75 A5 AR
® ol B P A 55 3 AE b A g O
® JEE HYIEIE PR ARSI NL, R AR MR

AR U B T AL AR ] i A i 551 SR O F AR BRI 55 Wi S A TR 28 07 3o iRt A A PR AR IRE AR
SEH.
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Figure 17: Service request flow (synchronous)
Service requestto HSE
(synchronous)

r

hseSrvDescriptor t service;

i
. service.srvId = HSE SRV ID SYM CIPHER;
= 3 service.symCipherReq.cipherAlgo = HSE CIFHER ALGO AES;
descriptorin RAM service.symCipherReq.cipherBlockMode = HSE CIPHER BLOCK MODE CTR;

service.symCipherReq.cipherDir = HSE CTIPHER DIR ENCRYPT;
o A

Select a service channel MU = 07
within a MU instance ch = HSE MU GetFresChannel (MU);
A
Provide the address of the
service descriplortothe ch = HSE MU SendRequest (MU, ch, &service):
selected service channel
y
Wait for service completion while( HSE_MU GetChannelStatus (MU, ch) == BUSY };

EIT = nsE MU Recelveresponse (mu, ch);
if{err != 0)
Analyze the service response {

}

-

=

N EFAE U] T ENLA A ik AR S5 TR OR A A AR S L ) b e A AT L A A e K
ke
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Figure 18: Service request flow (asynchronous)

Service requestto HSE
(asynchronous)

k.

hseSrvDescriptor t service;
e
: : service.srvId = HSE SRV 1D SYM CIPHER;
Instantl_ate a SEIVILE service.symCipherBeq.cipherflgo = HSE_CIPHER ALGO AFS;
descriptor in RAM service.symCipherReq.cipherBlockMode = HSE CIPHER BLOCK MODE CTR;
service.symCipherReq.cipherDir = HSE CIPHEPR. DIR ENCRYFT;
S

Selecta service channel MU = 07
within a MU instance ch = HSE MU GetFreeChannel (MU) ;

Enable the interrupt of the

i HSE MU EnableInterrupt{MU, ch});
service channel =

Provide the address of the
service descriptor to the ch = HSE MU SendRequest (MU, ch, &service);

selected service channel

:
< End >
NIRRT BT T RA SR T ke 1 R 45 W L R o B B A «

Figure 19: Service response flow (asynchronous)
Interrupt from service
channel
err = HSE_MU_ReceiveResponse (MU, ch):;
if(err != 0)

Analyze the service response {

= D

HSE R 28 13 Ij 551808 2 — AR S B, DAFR /RIS E SR &S . e fa il R IR 552 15 Ak
Ihet R, (B4 HSE SRV RSP _OK 5% PRLEA AN [FME HIH 13 £k

AR 451 B B C 287 hseSrvResponse t & o AR 55 B (1) 56 #4158 1] ALE HSE API SCASH 3R
Bl BB RSN AT T ML DURE BRI I iR 45 iR TE .

el
}

S$32G HSE Crypto



2.4 REAT

2.4.1 RESPATIHF
M A master 1E/8 [ MU S2f_Ffish % 2 AR5 RIS, HSE S2HLLF IR BAT IR :

® HSE )Pt &4 MU S29l,  MIRILEIR) MU SEBITFS 55— IR 5IE R, BUIEIA 5 5
CHENEFJA— MU LB, HSE [F13] MUO0), E 2P iRk 55185 KA 2RSS

® 7£—/> MU L4, HSE 4R T —MEABMARSTIE R, M IAEIA 5 20k 55 Bl m — il
B CYHBNERE MRS EER, HSE B BIIRSH0E #0) .

® N BB IRSSIER, WKL RELBAS; 4R )5 HSE #3013 F —4> MU 4.
® IR KA KIRSIER, HSE #3138 F —4> MU 524,

® AES. MAC ¥, SHA1/SHA2 P #/FE 2t ECC 8 RSA XFEE HEE/E. HSE N ECC
3B 200 WAL AT A (FF 400MHz HSE #Z 040 K ) o 8i%F RSA, AES. MAC Al
SHA1/SHA2 #:E/rBE N 1000 TUFP. IXFE, Pl #EAN S 52 A0 E 1k

VER: ARBEAE I A E gl O SEE A R4, JF AT DA PR A 4T W

PAT T ZHR AT A MU SEBIRIFT A IR 55 18 IE S 2RSS, B —A> MU sEgI s+ HAth
Fir HoAh MU 5245, T EUEBE T HSE ey A AR 55 F LAk

S$32G HSE Crypto



Figure 20: lllustrating service execution by the HSE

- Retrieve the -
service request Blocking
ry 0perah'on"
MU
MU MU Queue job Interrupt
Interrupy Interrupt Fast non-blocking
Ne job in operafion
Wait for Queua
Interrupts L
Dispatch job
from queue
RSATECC TDES/AES/ SHA Other operafions
oparation operation v (admin, atc.)
Y
Conpdocron | | [ Wiiaeoomen | [ Come sprtor
WY eng geryp x (not CPU intensive)
(CPU intensive) engine .
o '
S T
Crypto engine
Complete Complete Interrupt Coriplels
(blocking) {non-blocking)
Complete
(nen-blocking)
L |
Retum response o
service

ET s s I E BRAE (Pl AES) sima Ay B AF d L AN 51 ik, — BT ZEHATH)
BAFHATRIAAE, EATHUMAL T HSE BIFIZAT. SERua, K55t i DR AR 55 i SR (145 AL .

CPU %427 RSA / ECC #4F ORI 1 LU o fbh i IR 1E R . X Bk
M INZ AR (I AES) AT LA Rk 4 I (4 1 38 2T
2.4.2 JAT GBZEPSHP)

2.4.21 58X

HEL8 HSE R4 AT AR T ENLBATECR 26 AT AR T ENLH AN O IR AT BLRR -
® I (SU) AR

® i JALIR

TRINH T AT HSE MRS H AT HUR 0 2 7

R BB AP IHATRUR AN A BR

A (SU) | F P AUR
R

B NVM S5 GBI PIRE D e /AE | Tk

55

5 il
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NVM AR (BE23TD ]t AT RE

NVM #4 Mk AlfE ANHT g

F36 5> RAM B E 2] NVM &4l A RE ANTTE

I X ECC 45 AlRE ANH] g

F: HSE B E AT SRR AR B PR 1
% G (SU) | FPRUR
BUR

% E HSE 24t A fE AuTRE (BT
SETONCE- ATTR
JE A

EENLRZGME (IVT. CFG) Gl ATl fg

OTFAD %% A g ANHT g

SE/ SMR 2 H ¥ (RS2 A ] fiE AT RE

HEHZOEEKH CR A RE AN fE

PR TR E A g AT RE

BEAN, AR ar PGS MR, BN T — D &S0 (HID) $ATHL IRk

x: WE IS

PATHL (i i EXIR8%)

SU Reset J&i BT LC1H

User Reset J5 Bk LCME. ZJawT LJEskH% T 1247 HSE #%

BOER CRARBUR)

SU WIEJE W T AU B W ) B AL A &
®: EHLEHS LC

LC Host identity (HID)

CUST DEL System integrator (CUST)

OEM_PROD OEM

IN_FIELD Not identified (ANY)

S32G
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11



FA Not identified (ANY)

x: B SEHAREE
Key group owner Host identity (HID)

HSE KEY OWNER CUST | System integrator (CUST)

HSE _KEY OWNER OEM | OEM

HSE_KEY _OWNER_ANY | Not identified (ANY)

FEHUAT LS A HSE AR5 SRS 2 F I PATAR AN FEHL & 4«
HSE_STATUS CUST SUPER_USER #l HSE STATUS OEM_SUPER USER.

R REPATHERAIENLE

HSE_STATUS_ HSE_STATUS HATAL Host identity

CUST SUPER USER _OEM_SUPER_USER (HID)

1 0 Su CUST

0 1 SU OEM

0 0 User ANY

1 1 SU ANY (key
catalogs are not
formatted, no key
is installed)

2.4.2.2 G5 AT IR

HSE [ {4 FIBC B 5 ECU #lG A BRORSF — 380 I HIEERI 24 an IRy
CUST_DEL 5{ OEM_PROD i & .

%: LCIREE ECU #lifE 2 1%

LC IR il 38 2 IR [ W=NRCES
CUST_DEL ECU 42 Fy)aaTic & AEERTE (NXP %))
OEM_PROD | ECU 4% i & lic & OEM

S$32G HSE Crypto
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FEIXEE LCIRES T, FAVEEE S THEEH T (SU)BR, XHft 7R E A2 & AT
PR E X RS E R PR B AEHAR LCARE TS, VMR TEEERAGHPAR, Xt 7%z
PR AP AT AL R FEBR 1] 7 328 %% . LC HRA CUST_DEL H1 OEM_PROD H & A0 Ji5 I T AL BR 7
Lo il P AR 7F hseAttrExtendedCustSecurityPolicy t HFJC & “Start As User”3E Al
hseAttrExtendedCustSecurityPolicy J& {4

®: BRI RPATAUR

LCRAS HSE &4 )@ Reset 5 EAL | Host identity
PATAL (HID)
CUST DEL CUST START AS USER== | SU RGBT (NXP
0 IR
CUST DEL CUST START AS USER == | User ARG (NXP
1 DI
OEM_DEL CUST_START AS USER == | SU OEM
0
OEM_DEL CUST_START AS USER == | User OEM
1
IN_FIELD N/A User Not identified
(ANY)
FA N/A User Not identified
(ANY)

2.4.2.3 H1%F SU AR

EHUAT LB IR E 10 PR 55 Il I SR HSE SRAHE SN (SU) BUIR . X 1E KA ZIHZ A T 5
AT SIS :

® T LM &kiER, HSE iR [BIFEHLFkbR

® FHLAR 5 FH ik i AP Ak v B s ma 8. B 47 36 41E 2 B oK HL B E 45 HSE

® SR ER AR B A2 AT, ) HSE %3 FE AL SU FUFR

SU MR FEBI N —REE, SERFVIERHPBIR; XA ESRA T Z AT G475
k.

SU BURIRBELS H T B AF I BT A & . X 5B SU A F B4 5 YE LC IR
T HIRRR -
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2.4.3 BREHATE

B I j 55 38 A — IR AR AT . FEIRBIMRSSE KRG, HSE 3/1§ RS S4, s lsdm i T
WhEE, AW RENNAAIIRE RS RBN TN W THLEn] DIERBE R F 2Tk (LT
—9) , Bl 7B accessMode i B E A HSE_ ACCESS_ MODE_ONE_PASS DAl PL— k1
BEAIAT

2.4.4 FAPATHER

XTI M AL PR R B A e & AR 5, MR DL E T E T eetE, BIFEZAS
MRSV AR —A . XM R IEME F1, 4 HSE AR R 28 EAL M A 52 4 mT N, {8
AIRE A AT Bh 1812
MBS N =A P IR
® WIUHL IR (“START™) : IX/&FEHK RS HATHILEMI B — MRS A HA—4 7L
AT START AR5 H

® HHrPIR (“UPDATE”) : XK HENMIGERS A, T HSE &4t ZAH <
—/NHE; T HUT 2 AP IR

® )5 (“FINISH™) : iXj&ENUNIRIER eSS BT G — RS A R aethar
— % FINISH AR 451

AR 53 155 1 i B8 7 BX accessMode 15 % HSE Ab 0 5% .

® accessMode = HSE_ACCESS_MODE_START Xf T4 B

® accessMode = HSE ACCESS MODE UPDATE T 5 i 25 1%

® accessMode = HSE ACCESS_MODE_FINISH T35

s 7B streamld KNP (RIRAD BERAE — R RAT . ARIRET H ENLE B IE
KR MU 261, & H{E LS T 0 Al (HSE_STREAM_COUNT — 1), FEItENHZ AT LLES)
HSE STREAM COUNT &4 MU 24l . — BAEWILA B8 (START) W B T RS ID ¥ ok
BEBRAR RS, B a2 (UPDATE 1 FINISH) AN % FRIRAG 5] AR R IRS ID.
FAARFEHIIRS 1D P24 RS 4Si% . START il FINISH B EME—/ . W54 FINISH 22 R
FHT START, NIXN R PRIRFFHEE, ZAiMPIT LI XER. WENE, HHUT 2T 30T
PLzz 4= 'S B HSE 2 A fE RS G Y BEE BT SN . ll, BEThae fo v A B s o 540 2 o MAC Fifi
IR E 3G K B : AN B AN SR A, T2 T LA 8T RS 0 21048 & A i 2008 58
TR, R, Xt RV
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Figure 21: lllustrating streaming contexts import / export

time DO
data-set D @ ewmme-—- 2 data-set

D1
A 4
i time
. Start hash Update hash Export T S A —— -
stream #0 stream #0 with DO stream #0 stream #0
\“‘ — digest over
/ ™ data-set ]‘\
; v |
- inle ______________ Import Update hash Export Finish hash |_ >
{ stream #0 stream #0 with D1 stream #0 stream #0
Execution
context

stream #0
(encrypted)

— —

WHAT E T L EAN GRS 0T 20 HSE B HAR S (10— 804y . 8=, sl
FH R 55 4000 35 A AEART PR & AN X TR FRAH R . R 1 YR RS0 B T AES CMAC
WU AEFABE S R PAT . Zea X [] 204l 2 AAEE R f AR (/£ START A1 UPDATE ) . &
A CMAC 4% 1E mac[] FINISH 1 F b i i 4H

void test_aes cmac_in_streaming(void)

{

hseSrvDescriptor t* pHseSrvDesc;

hseMacSrv_t* pMacSrv;

hseSrvResponse _t srvResponse;

uint8_t buffer[64];

uint8 t mac[16];

uint32_t macLen = sizeof(mac);

uint8_t ch;

uint8_t MU = 0;

uint8 t ID = 0;

.../... (e.g. pointer initializations)

// initialization of the MAC service request
pHseSrvDesc->srvld = HSE_ SRV _ID _MAC;
pMacSrv = &(pHseSrvDesc->hseSrv.macReq);
macScheme.macAlgo = HSE MAC_ALGO_CMAC;

S$32G HSE Crypto
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macScheme.sch.cmac.cipherAlgo = HSE_CIPHER ALGO_AES;
pMacSrv->macScheme.macAlgo = HSE MAC ALGO_CMAC;
pMacSrv->macScheme.sch.cmac.cipherAlgo = HSE CIPHER ALGO_AES;
pMacSrv->authDir = HSE_ AUTH DIR GENERATE;

pMacSrv->keyHandle = GET KEY HANDLE(HSE KEY CATALOG ID NVM, 2, 1); // 2nd key slot in 3rd key
group

pMacSrv->inputLength = sizeof(buffer);
pMacSrv->plnput = buffer;

pMacSrv->sgtOption = 0;
// streaming mode: initial step
pMacSrv->streamld = ID;
pMacSrv->accessMode = HSE_ ACCESS MODE START;
srvResponse = runSrv(pHseSrvDesc);
if(HSE_SRV_RSP_OK != srvResponse) goto error;
.../... (e.g. waiting for further data to be available in array buffer)
// streaming mode: update step
pMacSrv->streamld = ID;
pMacSrv->accessMode = HSE_ ACCESS MODE UPDATE;
srvResponse = runSrv(pHseSrvDesc);
if(HSE_SRV_RSP_OK != srvResponse) goto error;
.../... (e.g. waiting for further data to be available in array buffer)
// streaming mode: final step
// retrieves the authentication tag (AES-CMAC)
pMacSrv->inputLength = 0;
pMacSrv->pTagLength = &macLen;
pMacSrv->pTag = mac;
pMacSrv->streamld = ID;
pMacSrv->accessMode = HSE ACCESS MODE_FINISH;
srvResponse = runSrv(pHseSrvDesc);
if(HSE_SRV_RSP_OK != srvResponse) goto error;
erTor:
.../...(e.g. analysing the response)

return;

}

S$32G HSE Crypto
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2.4.5 BUHMRSER
WAL RIEGUN, HSE 8252 MRS 18 R A REHGH -
® ID=0x00AS5XXXX 155 A o] B iH
® LA AR ABTERF AL FRAE L BAZ R (R HSE 1 AR FF 46 b 3D

2.4.6 srEUREMAN AR H

HSE MR [R5 A B E VR v da [ 7= S e e R4t . ie4th, HSE SCRE, T4 € 1
FEMRS, RALIR N BURES R IRE IR Ret 18 M F T B TR Er . X VPR RN IR SIS R
HAb PR A B (BRI <780 BN 2 A8 (BJY o HSE SCHRFI 28U SR 551
% U2 hseScatterList t ZRAV%4L, w1 FE.

Figure 22: lllustrating a scatterigather list

bit #30 setto 1
bit #31 always 0 to indicate the end
- of the list
{ 0|0‘ byte size of Chunk #0 J /"" i ;J
hseScatterList t /
pointer to Chunk #0

D|D‘ byte size of Chunk #1 J - Chunk #1

pointer to Chunk #1 2

last chunk 0|1 ‘ byte size of Chunk #2 9J

pointer to Chunk #2

VJ’ ﬂ“‘*-ﬂ Chunk #2 ‘J
F—MEETBKER—A 32 7, et
o —NMEHIfL (fr#30) , MWEAN 1 MRS BURESIR ML) Tkl —ANyIR$r)
R KHECASBE T HSE MAX NUM_OF SGT ENTRIES
® 55 ANEHE B pPtr FE BRI KN CANE#O BIA7#29 Y
SCRE S /SR SR i N R/ 36 H ) HSE IR %5 B 287l sgtOption % B
hseSGTOption_t. Ut Bt4a7m ] FIIN pInput A1 pOutput i [m] A& HE 4L .
® Y pInput Al pOutput ERFE 7] 7T ELRT, sgtOption #4201 B A HSE_ SGT_OPTION NONE
(0)
® Y pInput F5 7] 7 B/ B HEHI LK), sgtOption 420X & v HSE SGT_OPTION INPUT

® >4 pInput 1 pOutput # 15 1] 73 HU/ R EEFI KNS, sgtOption L AT E A
HSE _SGT OPTION INPUT |HSE SGT OPTION OUTPUT R4 T A il A4

AN
=1 o
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R P EURERITE S N\t SRR

pInput points to... pOutput points to... sgtOption set to...

Byte array Byte array or not provided HSE _SGT_OPTION_NONE
0

Scatter/gather list Byte array or not provided HSE SGT OPTION _ INPUT

Byte array Scatter/gather list HSE _SGT OPTION_OUTPUT

Scatter/gather list Scatter/gather list HSE SGT OPTION_INPUT
HSE SGT OPTION OUTPUT

BEAk, AR S5 1 3K A8 R KA L A\ AT Y O/ 20 o S K BEAC A o B X RE AR
inputLength 52 HiL B/ B BRI A KN, B4 A5 T 5 SR BERI T 75 KNS AT

2.5 Crypto IRzl AES 4514 Bl 2 IR %%

EN S SN E DN E
!/ HSE Service IDs
/* HSE Service IDs of type hseSrvId_t. It's a concatenation of 4 bytes:

"Service Version | Cancellable | Class | ID" (refer to hseSrvDescriptor t) */

[¥mmmmmee Service class 0x00: administrative Services ------------- )
#define HSE SRV _ID SET ATTR ((hseSrvIid_t)(HSE_SRV_VER 0 | 0x00000001UL)) /**< @brief
Set HSE attribute. */
#define HSE SRV _ID_GET_ATTR ((hseSrvld t)(HSE_SRV_VER 0] 0x00A50002UL)) /**< @brief

Get HSE attribute. */

#define HSE_SRV_ID FORMAT KEY CATALOGS ((hseSrvIid t)(HSE SRV_VER 0| 0x00000101UL))
/**< @brief Format key catalogs (NVM or RAM). */

#define HSE SRV ID SHE LOAD PLAIN KEY ((hseSrvld t)(HSE SRV_VER 0]0x0000A102UL)) /**<
@brief Load the SHE RAM key as plain text */

#define HSE SRV ID SYM CIPHER ((hseSrvld_t)(HSE SRV_VER 0 |0x00A50203UL)) /**< @brief
Symmetric encryption/decryption */

Fable-16: Service ID format

Bit field 31~24 23~16 15~8 7~0
Description Service Version Service Type Service class Service subclass

S$32G HSE Crypto
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W4 | IR% | ik IR% L ID b R4Sk
RA | R
0x00 | 0x00 | HSE FEfFE#RS: 0x00 | WE RS EME: 0x01
0xA5 RS EM: 0x02
0x00 | 0x00 | hINZ=4EHEEE:  0x01 FE R H 3 0x01
0x00 | OxAS | % hfE: 0x02 e, 0x03
0x00 | 0x00 | SHE: OxAl InEcEEH, nERR B 0x02

3 IR

31 wREHE
%% HSW FW Al RTD 3.0.2 f5, MCAL Crypto 3R514 LL K =4 7R -
C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT
® Crypto CmacCtr S32G274A M7
Readme.txt:
Example Description

The example application showcases the usage of the 'Generate/Verify CMAC with counter' feature
offered by HSE Firmware.

® Crypto SymmetricPrimitives S32G274A M7
Readme.txt:
Example Description
The example application showcases the usage of 3 features offered by the Crypto driver:
- AES128 ECB Encryption and Decryption
- CMAC Generate/Verify
- HASH
® Hse Ip AesEncAsynclrq S32G274A M7
Readme.txt:

Example Description

S$32G HSE Crypto
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Checks that HSE FW is up and running, formats the key catalogs, imports an AES key and sends
synchronous and asynchronous encryption requests to HSE on one MU instance

ACLL Hse Ip AesEncAsynclrq S32G274A M7 Jf5IK 4t B Mcal Crypto ZXNIAF A, HE W
ANATRAZE B AT 0T

2 Y Hse_Ip_AesEncAsynclrq S32G274A M7/readme.txt K35 I 55 .

$THEB Tresos 27.1.0, File->Import...->General->Existing Projects into Workspace:->Next
Select root directory->Browse...->
C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hse Ip
_AesEncAsynclrq S32G274A M7

MIMFT I LFEHse Ip AesEncAsynclrq S32G274A M7. (‘A% Copy projects into workspace).

{E L#Hse Ip AesEncAsynclrq S32G274A M74ii:, EFEProperties->Resource->Linked
Rsources: PROJECT LOC:C:\EB\tresos\workspace\ Hse Ip AesEncAsynclrq S32G274A M7. AT

FEPTAE H 3%

Configuration Porject->Code Generation: Default Generation Path=..\..\generate. It A4 AL 1)
7 o

JrEA:

7£ L #£Hse Ip AesEncAsynclrq S32G274A M74i 7, ik+fgenerate project, i FHEBA miAHS
J&, ¥ C:\EB\tresos\generate\* (V3 &5 25 < HI A )#% D12
C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hse Ip
_AesEncAsynclrq S32G274A_MT7\generate.

18 P50 PR AH R SO
C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hse Ip
_AesEncAsynclrq S32G274A_MT7\project _parameters.mk:

GCC DIR = C:/NXP/S32DS.3.4/S32DS/build_tools/gec v9.2/gce-9.2-arm32-eabi #4512 B

TRESOS DIR = C:/EB/tresos #1§[MEB %% H %

PLUGINS DIR =../../../../ #RTD pluginsZ 3 H 5%
ADDITIONAL INCLUDE DIRS = C:/NXP/HSE FW S32G274 0 1 0 l/interface \
C:/NXP/HSE FW _S32G2 0 1 0 l/interface/config \

C:/NXP/HSE FW_S32G2 0 1 0 l/interface/inc_common \

C:/NXP/HSE FW _S32G2 0 1 0 l/interface/inc_custom \
C:/NXP/HSE FW_S32G2 0_1 0 l/interface/inc_services
Cygwin%%1¥Hse Ip AesEncAsynclrq S32G274A MT7HIfn 4 :
cd C:
NXP/SW32G RTD 4.4 3.0.2/eclipse/plugins/Crypto TS T40D11M30I12R0/examples/EBT/Hse Ip AesEncAsynclrq
_S32G274A M7/
$ make clean
$ make build

STk TRE R

-0 output/main.elf
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3.2 =17 Demo

R, Crypto X375 2 HSE Core+FW HISCHF, It LLEE L B IGIEAN S lauterbach E32 T #kiz
17, TE FW C&IEfi%3%, I H HSE Core C&IZT#EK . X A LA%E A QSPI NOR Ji5 351217 HSE
1] Demo App, A~ Fiz4T secure bootloader ) 7piZ

HEE—T, HTHRNATFEIZIT bootloader N#EIL T APP, HFZE5ER FW 123 TAE, Br
PLFRATTH Bootloader 15 IE7EIN# APP A, J7{H 2 J5 ) Crypto MCAL X553 14 :

C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\generic\src\bootloader.c

int main(void)

(..

#if (BL_ ENABLE _SECURE BOOT == STD ON)

Bl1_ConfigureSecureBoot();

#endif /* BL ENABLE SECURE BOOT == STD_ON */

while(1); //add in here to stop the bootloader

if (E_OK != Bl Run())

FRAE SRS (AN13750.pdf: Enabling Multicore Application on S32G2 using S32G2 Platform
Software Integration) 1 {(S32G_Bootloader V*.pdf) i, ffilli&E— > HSE FW ) bootloader /i
5%5i1% : bootloader hse blob g2.bin, #AJ5 H flash tools %% % QSPI Nor ', At & A QSPINOR Ji
ALK . XA, HSE core+tFW A shiE K 1, JE3IfE 2 58— X pink FW £ blue FW )23 TAF,
RIGHEE

£ lauterbach & 17 I AN :

C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hse Ip
_AesEncAsynclrq_S32G274A_M7\debug\connect_s32gxx_m7.cmm 1T :

sys.cpu S32G-M7 0
SYStem.config.debugporttype JTAG
SYStem.Option TRST OFF
sys.attach

Data.Load.EIf ../out/main.elf

break

list

g0 main

ENDDO
% B N QSPI NOR JA 3] Bootloader, #AJ5 i 3/ 5 H lauterbach JGig47:
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C:\NXP\Integration Reference Examples S32G2 2022 06\code\framework\realtime\swc\bootload
er\platforms\S32G2XX\build\cmm\connect_s32gxx_m7.cmm, A] L7 | bootloader 15 11 7F while(1);

At

= Bulist
. MStep W Over ,ADiverge ¢ Retun EUp | b Go Il Break
addr /1ine |code Tabel ‘mnemonic ‘comm
ST:34700978 [FOOOFB26 0x34700FC8
#endif /* BL_ENABLE_SECURE_BOOT == STD_ON */
1554 while (1); //johnli stop bootloader
ZEE
ST:3470097E [BFOO nop
SP:34700980 (34729828 dcd 0x347298B28
NG E BT

C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hse Ip
_AesEncAsynclrq S32G274A M7\debug\connect s32gxx_m7.cmm, &t H LLIN#IFIE4T Crypto [

meal Bi% 1, DI ARSI, & o T

Y [Butlist) =
 MStep | B Over ADiverge ¢ Retun @Up | P Go | Nl Break % Mode & t.
addr/1line |source | | |
int main(void)
hseStatus_t HseStatus;
Hse_Ip_StatusType HseIpStatus;
hgeSrvResponse_t HseResponse;
uint8 . ) u8Counter;
static volatile uint8 u8NumSuccessfulHseRequests = 0;
570 static volatile uint32 u32NumFailedOperations = QU;
/*  Initialize OsIf component. It will be used to measure til
55 / —E“‘T ‘‘ NULL_PTR e

SN IRIBAT 21!

l main.c

Mstep | B over | ADiverge | ¢ Return | € Up PGo | Nl Break | % Mode 6]t/ 0 Find:]
addr/Tine |source | \ |
633 HseResponse = App_Aes128EncryptEch (ENCRYPT_SYNC);
634 App_SetSuccessStatus (HSE_SRV_RSP_OK == HseResponse);
635 App_SetSuccessStatus (Uti1_Memcmp ((uint8* ) I EETES e VL e G misad, (uint8*)App_au8Aes128E:
Perform a set of asynchronous AES128 encryption requests, on all channels that are availal
, Clear the buffer where the cipherText will be updated by HSE, for each MU channel */
N " N
643 Uti1_Memset (App_auBAsyncAes128EcbCipherText [u8Counter], OU, APP_AES128_ECB_CIPHER_TEXT_SIZE.
jE: >

B::V App_au8SyncAes128EcbCipherText =
App_auBSvncAes128EcbCipherText = (156. 84, 213, 113, 112, 44, 250, 15. 3. 243, 98, 21, 103, 107, 171. 120)

AT DL 210 4 th 45 2R 5 301 2 25 FO0) EL s o
i F Openssl K361, 7E Linux PC b H L F & 301ESE R

22
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nxa08200@Isv11049:/opt/samba/nxa08200/test$ echo 000102030405060708090a0b0c0d0e0f | xxd -1 -ps >
mingwen.bin

nxa08200@Isv11049:/opt/samba/nxa08200/test$ openssl acs-128-ecb -¢ -in mingwen.bin -out miwen.bin -K
101112131415161718191alblcldlelf

nxa08200@Isv11049:/opt/samba/nxa08200/test$ xxd miwen.bin
00000000: 9¢54 d571 702¢ fa0f 03f3 6215 676b ab78 .T.qp.,....b.gk.x

5 HSE R4 0% 25 R —F

4 Crypto Izh iS5 TRE R
A LRGN EBREARE, KSR, FrULE AT IR,

C:\NXP\SW32G _RTD 4.4 3.0.2\eclipse\plugins\Crypto TS T40D11M30I2R0\examples\EBT\Hs
e Ip AesEncAsynclrq S32G274A M7\src\main.c

int main(void)

& - Initializes the OsIf component. It is used by Hse Ip layer to determine the timeout while waiting for
responses from HSE for synchronous requests

o - Installs the handler for treating OredRx interrupt for MUO instance

i - Checks the status of the HSE FW by calling the Hse Ip GetHseStatus() API and checking the returned
value

i - Initializes the Hse Ip layer to work with MUO instance

& - Sends a synchronous request over MUO to read the HSE FW capabilities and checks that the RANDOM

and SHE capabilities are enabled
|->HseResponse = App_GetHseAttrCapabilities(MUO_INSTANCE US, &Hse AttrCapabilities);
/* Fill the descriptor for the HSE request. Because the request to get an attribute is an administrative one,
it should be sent over channel 0 */

pHseSrvDescriptor = &Hse aSrvDescriptorf MU ADMIN CHANNEL US]; ///* Identifier of the MU channel
used by HSE to listen for administrative requests (eg. read/write attributes) */ #define MU ADMIN CHANNEL U8
((uint8)0U)

pHseSrvDescriptor->srvld =HSE SRV _ID GET ATTR;// #define HSE SRV ID GET ATTR
((hseSrvld t)(HSE SRV _VER 0| 0x00A50002UL)) /**< @brief Get HSE attribute. */

pHseSrvDescriptor->hseSrv.getAttrReq.attrld = HSE CAPABILITIES ATTR ID;
pHseSrvDescriptor->hseSrv.getAttrReq.attrLen = sizeof(hseAttrCapabilities_t);
pHseSrvDescriptor->hseSrv.getAttrReq.pAttr = HSE PTR_ TO HOST ADDR(pHseAttrCapabilities);
/* Activate all MU instances. By default, HSE only listens for requests coming on MUO instance <)
|-> HseResponse = App_ActivateAllMulnstances();
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/[4N°F enable AT MU
/* Variable where application will store the request of configuring (enabling/disabling) the MU instances */
static hseAttrMUConfig t Hse MuConfig;

/* MU 0 is by default activated and should stay like this */

Hse MuConfig.mulnstances[0U].muConfig = HSE MU ACTIVATED;

/* Activate the other MU instances */ //#define HSE NUM_OF MU INSTANCES (4U) /**<(@brief The
maxim number of MU interfaces */

for(u8Index = 1U; u8Index < HSE NUM_OF MU _ INSTANCES; u8Index++)

{
Hse MuConfig.mulnstances[u8Index].muConfig = HSE MU ACTIVATED;

/* Fill the descriptor for the HSE request. Because the request to set an attribute is an administrative one,

it should be sent over channel 0. */
pHseSrvDescriptor = &Hse aSrvDescriptorfMU_ ADMIN CHANNEL US];

pHseSrvDescriptor->srvld =HSE SRV ID SET ATTR; //#define HSE SRV ID SET ATTR
((hseSrvld t)(HSE SRV _VER 0| 0x00000001UL)) /**< @brief Set HSE attribute. */

pHseSrvDescriptor->hseSrv.setAttrReq.attrld = HSE MU CONFIG_ATTR ID;// #define
HSE MU _CONFIG_ATTR ID ((hseAttrld t)20U) /**< @brief NVM-RW-ATTR; MU configuration (see

#hseAttrMUConfig_t) */
pHseSrvDescriptor->hseSrv.setAttrReq.attrLen = sizeof(hseAttrMUConfig_t);

pHseSrvDescriptor->hseSrv.setAttrReq.pAttr = HSE PTR_TO _HOST_ ADDR(&Hse MuConfig);

// Format HSE Nvm and Ram key catalogs
|->HseResponse = App_FormatHseKeyCatalogs();

/* Create the service request for HSE by setting the descriptor's members */

pHseSrvDescriptor->srvld =HSE SRV ID FORMAT KEY CATALOGS; //#define
HSE SRV ID FORMAT KEY CATALOGS ((hseSrvld t)(HSE SRV VER 0| 0x00000101UL)) /**< @brief
Format key catalogs (NVM or RAM). */

/*
/* Table containing NVM key catalog entries */
const hseKeyGroupCfgEntry t Hse aNvmKeyCatalog[] =

{
/* NvmKeyGroup MASTER ECU KEY BOOT MAC KEY Keyl To Keyl0 */
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{(HSE_MUO MASK), HSE KEY OWNER ANY, HSE KEY TYPE SHE, 12U, 128U, {0U, 0U}},
/* Marker to end the key catalog */
{0U, 0U, 0U, 0U, 0U, {0U, 0U}}

¥

/* Table containing RAM key catalog entries */
const hseKeyGroupCfgEntry t Hse aRamKeyCatalog[] =
{
/* RamKeyGroup RamKey */
{(HSE_MUO MASK), HSE KEY OWNER ANY, HSE KEY TYPE SHE, 1U, 128U, {0U, 0U}},
/* Marker to end the key catalog */
{0U, 0U, 0U, 0U, 0U, {0U, 0U} }
3
g

pHseSrvDescriptor->hseSrv.formatKeyCatalogsReq.pNvmKeyCatalogCfg =
HSE PTR TO HOST ADDR(Hse aNvmKeyCatalog);

pHseSrvDescriptor->hseSrv.formatKeyCatalogsReq.pRamKeyCatalogCfg =
HSE PTR TO HOST ADDR(Hse aRamKeyCatalog);

// Import a key in the SHE RAM key slot
|->HseResponse = App_ShelLoadPlainRamKey();
pSheLoadPlainKeyReq = &(pHseSrvDescriptor->hseSrv.shel.oadPlainKeyReq);
/* Create the service request for HSE by setting the descriptor's members */

pHseSrvDescriptor->srvld =HSE SRV ID SHE LOAD PLAIN KEY; //#define
HSE SRV ID SHE LOAD PLAIN KEY  ((hseSrvld t)(HSE SRV VER 0]|0x0000A102UL)) /**< @brief Load
the SHE RAM key as plain text */

/* Array storing the value of the key */ //SHE AES %%/
static uint8 App_au8SheRamKey[APP_SHE KEY SIZE] attribute ((aligned)) =

{
0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16, 0x17, 0x18, 0x19, Ox1a, 0x1b, Ox1c, Ox1d, Ox1le, Ox1f

15
pSheLoadPlainKeyReq->pKey = HSE PTR_TO _HOST ADDR(App_au8SheRamKey);

/| Perform a synchronous AES128 encryption
/I Clear the buffer where the cipherText will be updated by HSE
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|->Util_Memset(App_au8SyncAes128EcbCipherText, 0U, APP_ AES128 ECB CIPHER TEXT SIZE);\lt i
th HSE Jin& S5

/* Array storing the value of the cipherText resulted after a synchronous encryption request */

static uint8 App_au8SyncAes128EcbCipherText{APP_AES128 ECB_CIPHER TEXT SIZE];

|->HseResponse = App_Aes128EncryptEcb(ENCRYPT _SYNC);
/* Create the service request for HSE by setting the descriptor's members */

pHseSrvDescriptor->srvld = HSE SRV ID SYM CIPHER; //#define HSE SRV _ID _SYM_CIPHER
((hseSrvId t)(HSE SRV _VER 0| 0x00A50203UL)) /**< @brief Symmetric encryption/decryption */

pHseEncrypt->accessMode =~ =HSE ACCESS MODE ONE PASS; /** @brief HSE access modes.*/

#define HSE_ ACCESS_ MODE ONE PASS ((hseAccessMode t)0U) /**< @brief ONE-PASS access mode
<)

pHseEncrypt->sgtOption = HSE SGT OPTION NONE; //#define HSE_ SGT _OPTION NONE
((hseSGTOption_t)0U)  /**< @brief Scatter list is not used.*/

pHseEncrypt->cipherAlgo =HSE CIPHER ALGO_AES; #define HSE_ CIPHER ALGO_AES
((hseCipherAlgo t)0x10U) /**< @brief AES cipher */ //f#i i AES 5.i2

pHseEncrypt->cipherDir = HSE_CIPHER DIR _ENCRYPT; #define HSE_ CIPHER DIR ENCRYPT
((hseCipherDir_t)1U) /**< @brief Encrypt */ //N/IN%

pHseEncrypt->cipherBlockMode = HSE_ CIPHER BLOCK_MODE ECB; #define
HSE CIPHER BLOCK MODE ECB ((hseCipherBlockMode t)3U) /**< @brief ECB mode (AES) */ //f# F £k i
AN ECB

pHseEncrypt->inputLength = (uint32)APP_AES128 ECB _PLAIN TEXT SIZE;

pHseEncrypt->pInput =HSE _PTR_TO HOST ADDR(App_au8Aes128EcbPlaintext);/ itk A%y A\ HH 3¢
K.

/* Array storing the value of the plainText to encrypt */
static uint8 App au8Aes128EcbPlaintext{APP AES128 ECB PLAIN TEXT SIZE]=
{
0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x0a, 0x0b, 0x0c, 0x0d, 0x0e, 0xOf

3
/* Identifier of the HSE key in the key catalog: RAM catalog, group 0, slot 0 */
#define SHE RAM KEY HSE KEY HANDLE (0x00020000U)

pHseEncrypt->keyHandle =~ =SHE RAM KEY HSE KEY HANDLE;
case ENCRYPT SYNC:

pHseEncrypt->pOutput = HSE PTR_ TO_HOST ADDR(App_au8SyncAesl128EcbCipherText);

/* Build the request to be sent to Hse Ip layer */
Hselp aRequestfu8MuChannel].eReqType =HSE IP REQTYPE SYNC;
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Hselp_aRequestfu8MuChannel].u32Timeout = TIMEOUT TICKS U32;
break;

|-> App_SetSuccessStatus(Util Memcmp((uint8*)App_au8SyncAes128EcbCipherText,
(uint8*)App_au8Aes128ExpectedEcbCiphertext, APP_ AES128 ECB_CIPHER TEXT SIZE)); /L Ina5 45 R «

/* Array storing the expected cipherText resulted when encrypting the plainText stored in
App_au8Aes128EcbPlaintext[] array with

the key stored in App_au8SheRamKey[] array */
static const uint8 App au8Aes128ExpectedEcbCiphertext{APP AES128 ECB CIPHER TEXT SIZE]=
{
0x9c, 0x54, 0xd5, 0x71, 0x70, 0x2c, Oxfa, 0x0f, 0x03, 0xf3, 0x62, 0x15, 0x67, 0x6b, Oxab, 0x78
3
ZEHIREMETNE S ZFMU, AFE:
|->App_Aes128EncryptEcb(ENCRYPT ASYNC IRQ);
case ENCRYPT ASYNC IRQ:

pHseEncrypt->pOutput =
HSE PTR TO _HOST ADDR(App_au8AsyncAes128EcbCipherTextfu8MuChannel]);

/* Build the request to be sent to Hse Ip layer */

Hselp aRequestflu8MuChannel].eReqType =HSE IP REQTYPE ASYNC IRQ;/
HSE 1P REQTYPE ASYNC IRQ, /*!< Asynchronous using interrupts - the service request function returns right
after sending the request to HSE; an interrupt is triggered when HSE completes the request

(application can be notified through the channel callback) */
Hselp_aRequestfu8MuChannel].pfCallback = Hse Ip RxCallback;

break;
| |-=> Hse_Ip_RxCallback//\tt i £ FL BN % J5 1% SC,  an SRy,  inas seth vt £ ds+1
/* Callback for asynchronous requests sent to Hse Ip layer */
static void Hse Ip RxCallback
(

uint8 u8Mulnstance,

uint8 u8MuChannel,

hseSrvResponse t HseResponse,

void* pCallbackParam

if((HSE_SRV_RSP_OK == HseResponse) &&
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(Util_ Memcmp((uint8*)App_au8AsyncAes128EcbCipherText[u8MuChannel],
(uint8*)App_au8Aes128ExpectedEcbCiphertext, APP. AES128 ECB_CIPHER TEXT SIZE)))

{

u8NumSuccessfulHseResponses++;

/* Clear the buffer where the cipherText will be updated by HSE, in case this channel will be re-used */

Util Memset(App_au8AsyncAes128EcbCipherText[u8MuChannel], OU,
APP_AES128 ECB_CIPHER TEXT SIZE);

/* Ignore compiler warning for not used parameters */
(void)u8Mulnstance;
(void)pCallbackParam;

5 SEH 1. W0 GetAttribute I fE

2% [EF L2 1N Get Attribute ThfE, HRHE R CANXP\HSE_FW_S32G2 0 1 0 I\docs\
(HSE_FW_H_S32G2XX 0.1.0.1 HSE Service API Reference Manual.pdf) 1i#:

Chapter 3: Administration Services-> 3.2 HSE Set/Get Attribute Services:
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L HSE

Type: hseAttrld t

Name Value
HSE_NONE_ATTE_ID ou
HSE FW_VERSION_ATTE_ID 1U
HSE CAPABILITIES_ATTE_ID U
HSE SMR_CORE_BOOT_STATUS_ATTR_ID U
HSE DEBUG_AUTH_MODE_ATTR_ID 10U
HSE_AFPP_DEBUG_KEY ATTE_ID 110
HSE SECURE_LIFECYCLE ATTE_ID 120
HSE ENABLE_BOOT_AUTH_ATTE_ID 130
HSE_EXTEND _CUST_SECURITY_POLICY_ATTE_ID 14U
HSE MU _CONFIG_ATTR_ID 200
HSE_EXTEND OEM_SECURITY_POLICY_ATTR_ID 210
HSE_FAST_CMAC_MIN_TAG_BIT_LEN_ATTE_ID 220
HSE CORE_RESET_RELEASE_ATTR_ID 230
HSE _RAM_PUB_KEY_IMPORT_POLICY_ATTR_ID 240
HSE_PHYSICAL TAMPEERE_ATTE_ID JoU
HSE_MEM_REGIONS _PROTECT_ATTR_ID 31U
HSE _FW_SIZE ATTE_ID 10007
HSE_AVAIL_ANTI_ROLLBACK_COUNTER_ATTE_ID 101U
HSE FW_PARTITION_ATTR_ID 1020
HSE OTFAD _CTX_STATUS_ATTE_ID 103U
HSE_APP_DEBUG_DIS_ATTR_ID 200U
HSE_TEMP_SENSOR_VIO_CONFIG_ATTE_ID 400U

hseAvailAntiRollbackCounter t

typedef uint32 t hseAvailAntiRollbackCounter t
Anti-rollback counter updates left.

There are available 158 anti-rollback counter updates (fuses) for the key store and HSE firmware. After 158 updates, the
key store and HSE firmware are not protected against rollbacks.

PEARHS Sk S8 XU R : hse fw s32g2 0 1 0 l\interface\inc_services\Hse srv_attr.h

AVAIL ANTI ROLLBACK COUNTER_ATTR_ID N, ZEFfAUiEIanT -

/*

Anti-rollback counter updates left

*/

/** @brief Anti-rollback counter updates left.

* (@details There are available 158 anti-rollback counter updates (fuses) for the key store and HSE firmware.

%

*/

After 158 updates, the key store and HSE firmware are not protected against rollbacks.

typedef uint32_t hseAvailAntiRollbackCounter t;
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#define HSE AVAIL ANTI ROLLBACK COUNTER ATTR ID ((hseAttrld t)101U) /**< @brief RO-ATTR;
The anti-rollback counter updates left (see #hseAvailAntiRollbackCounter t) */

JESCAF erypto_ts_*/examples/ebt/hse ip aesencasyncirq s32g274a m7/src/main.c H1 AN 3 HL
ATTR HJ7- 1 -

/%
]
/* Read HSE FW Capabilities, by sending a request over MUOQ <)
/*
Y

HseResponse = App_GetHseAttrCapabilitiescMUO_INSTANCE U8, &Hse AttrCapabilities);
App_SetSuccessStatus(HSE_SRV_ RSP _OK == HseResponse);

App_SetSuccessStatus(0U != (Hse_AttrCapabilities & (HSE_ ALGO_CAP_MASK(HSE CAP_IDX RANDOM)
| HSE_ ALGO_CAP_MASK(HSE CAP_IDX_SHE))));

SN

static hseAvailAntiRollbackCounter t Hse AvailAntiRollbackCounter;
int main(void)
{...
HseResponse = App_GetHseAttrRollback Counter(MUO _INSTANCE U8, &Hse AvailAntiRollbackCounter);
App_SetSuccessStatus(HSE_SRV_RSP_OK == HseResponse);
.
static hseSrvResponse t App GetHseAttrRollback Counter
(
const uint8 u8Mulnstance,
hseAvailAntiRollbackCounter_t* pHseAttrRollbackCounter
)
{

hseSrvDescriptor_t* pHseSrvDescriptor;

/* Fill the descriptor for the HSE request. Because the request to get an attribute is an administrative one,
it should be sent over channel 0 */
pHseSrvDescriptor = &Hse aSrvDescriptorfMU ADMIN CHANNEL US];

pHseSrvDescriptor->srvld =HSE SRV _ID GET ATTR;
pHseSrvDescriptor->hseSrv.getAttrReq.attrld = HSE AVAIL ANTI ROLLBACK COUNTER ATTR ID;
pHseSrvDescriptor->hseSrv.getAttrReq.attrLen = sizeof(hseSrvDescriptor t);
pHseSrvDescriptor->hseSrv.getAttrReq.pAttr = HSE PTR_TO _HOST_ ADDR(pHseAttrRollbackCounter);

/* Build the request to be sent to Hse Ip layer */

Hselp aRequestftMU ADMIN CHANNEL US8J.eReqType =HSE IP REQTYPE SYNC;
Hselp _aRequestfMU_ADMIN CHANNEL US8].u32Timeout = TIMEOUT TICKS U32;

/* Send the request to Hse Ip layer */

return Hse Ip ServiceRequest(u8Mulnstance, MU ADMIN CHANNEL US,
&Hselp_aRequestitMU _ADMIN CHANNEL US], pHseSrvDescriptor);
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AR SSEE SR

fR453.2°47, FlauterbachizfT Crypto MCALIMIABI(R, 1817 H:

=

=} X1
M Step ¥ Over  ADiverge ¢ Return ¢ up » Go Il Break | % Mode & . Find: | main
addr/1ine |source
1 Read HSE FW CapabiTities, by sending a request over MUC A
601 HseResponse = App_GetHseAttrCapabilities(MUO_INSTANCE_US, &Hse_AttrCapabilities);
602 App_SetSuccessStatus (HSE_SRV_RSP_OK == HseResponse);
603 App_SetSuccessStatus(0U != (Hse_AttrCapabilities & (HSE_ALGO_CAP_MASK(HSE_CAP_IDX_R
#if 1 john1i
606 HseResponse = App_GetHseAttrRollback_Counter (MUO_INSTANCE_US, &I NYEMITSEINIES
. b07 | :’Tpp_SetSuccessStatUS\HSE _SRV_RSP_OK == HseResponse);
Fendlt

B::

Hse_AvailAntiRollbackCounter = 154

A] PAE H H A7 A A anti-rollbackCounter 4 H , 11 H.
HseResponse=1436920371=0x55A5AA33 //#define HSE SRV RSP OK

((hseSrvResponse t)0x55A5
IR EME E XAECAE: h

AA33UL) /**< @brief HSE service successfully executed with no error. */
se fw s32g2 0 1 0 l\interface\hse srv responses.h .

6 CmacCtr Demo i/
It Demo HIAZ 0 22 F Crypto KeyElementGet() & UK $2 52 [F] 2P HSE server 58 % CMAC

A RS RIE -

4eH Crypto_KeyElementSet()->Crypto_Hse ImportKey()KiE N % 4H, SR J5 PLAE . CMAC 4l
App_u32CmacGenerateCtrVolatileVal = 0x7654U;
/* Prepare the HSE descriptor */

Hse SrvDescriptor.srvld

=HSE_SRV_ID_CMAC_WITH_COUNTER/ #define

HSE SRV _ID CMAC WITH COUNTER ((hseSrvld_t)(HSE _SRV_VER 0| 0x00A5020BUL)) /**< @brief
CMAC with counter service ID */

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.authDir =HSE AUTH DIR GENERATE; // #define
HSE AUTH_DIR GENERATE ((hseAuthDir_t)1U) /**< (@brief Generate authentication tag */
Hse_ SrvDescriptor.hseSrv.cmacWithCounterReq.keyHandle = APP_CMAC _KEY HANDLE; // #define

HSE KEY CATALOG ID RAM ((hseKeyCatalogld t)2U) /**< @brief RAM key catalog */
Hse SrvDescriptor.hseSrv.cmacWithCounterReq.counterldx = APP. CMAC GENERATE CTR IDX;

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.inputBitLength =
HSE BYTES TO BITS(APP_CMAC DATA SIZE);

// I* Data used to compute the CMAC tag over */static const uint8 App_au8CmacData] APP. CMAC _DATA SIZE]

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.pInput =
HSE PTR TO HOST ADDR(App_au8CmacData);

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.tagBitLength =
HSE BYTES TO BITS(APP_CMAC TAG SIZE);
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/* Buffer where HSE FW will upload the tag of the CMAC generate operation */static uint8
App_au8CmacGenerateTagBufferf APP. CMAC TAG_SIZE];

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.pTag =
HSE PTR TO HOST ADDR(App_au8CmacGenerateTagBuffer);

Hse SrvDescriptor.hseSrv.cmacWithCounterReq.pVolatileCounter =
HSE PTR TO HOST ADDR(&App_u32CmacGenerateCtrVolatileVal);

/* Send the HSE descriptor to the firmware for synchronous processing */

RetVal = Crypto_KeyElementGet(CryptoConf CryptoKey Crypto Key FEEDDESC, /*uint32 keyld il

O0xFEEDDESCU, /* uint32 keyElementld */
(uint8*)&Hse SrvDescriptor, /* uint8* resultPtr  */
(uint32*)&HseResponse /* uint32* resultLengthPtr */

|-> Crypto_Ipw_FeedHseDescriptor= Crypto Hse FeedHseDescriptor
| |- pHselpReq = &Crypto_Hse apMuState[u8Mulnstance]->Hse Ip aRequest[u8MuChannel];

pHselpReg->eReqType =HSE IP REQTYPE SYNC;
pHselpReqg->u32Timeout = Crypto_Hse apMuState[u8Mulnstance]->u32HseSyncRequestsTimeout;

/* Send the request to Hse Ip layer */

HseResponse = Hse Ip ServiceRequest(u8Mulnstance, u8MuChannel, pHselpReq,
(hseSrvDescriptor_t*)puSResultPtr); //$ZiL service request

7 SymmetricPrimitive Demo i/
It Demo HIAZ 0 224 F Crypto ProcessJob() 1702 LA Xz H 5K 5 7] HSE:

/* --- Structure of the job to be passed to Crypto driver, requesting Aes128 ECB Encrypt --------- <
static Crypto_JobType App_JobAes128EcbEncrypt =

{...

/%

typedef enum

{

CRYPTO OPERATIONMODE START =0x01U, /* Operation Mode is "Start". The job's state shall be reset,
i.e. previous input data and intermediate results shall be deleted. */

CRYPTO OPERATIONMODE UPDATE = 0x02U, /* Operation Mode is "Update". Used to calculate
intermediate results. */

CRYPTO_OPERATIONMODE STREAMSTART = 0x03U, /* Operation Mode is "Stream Start". Mixture of
"Start" and "Update". Used for streaming. */
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CRYPTO_OPERATIONMODE FINISH = 0x04U, /* Operation Mode is "Finish". The calculations shall be

finalized */

CRYPTO_OPERATIONMODE SINGLECALL = 0x07U /* Operation Mode is "Single Call". Mixture of

"Start", "Update" and "Finish". */

} Crypto_OperationModeType;

*/

CRYPTO_OPERATIONMODE SINGLECALL, /* mode - Indicator of the mode(s)/operation(s)

to be performed */

Ji2

Crypto_ProcessJob(APP_SYMMETRIC CDO_ID, &App_JobAes128EcbEncrypt);

|->Crypto_Ipw_ProcessJob=Crypto Hse ProcessJob

|[->Crypto_Hse ProcessOperation
| |[=>Hse Ip_GetFreeChannel
| [=>Crypto_Hse OperationModeControl
case CRYPTO_OPERATIONMODE SINGLECALL:
/** [SWS_Crypto_00020] If Crypto_ProcessJob() is called while in Idle or Active state and
with the operation mode START, the previous request shall be cancelled.
That means, that all previously buffered data for this job shall be reset,
and the job shall switch to Active state and process the new one.*/
pJob->jobState = CRYPTO_JOBSTATE ACTIVE;
| [-=>Crypto_Hse AllocStream
| [=>Crypto_Hse ServiceRequest
| | |>>Crypto Hse EncDec
| | | [|>Crypto_Hse SendMsg
if (CRYPTO_PROCESSING SYNC == eProcessingType)
{
pHselpReq->eReqType =HSE IP REQTYPE SYNC;
pHselpReq->u32Timeout = Crypto_Hse apMuState[u8Mulnstance]->u32HseSyncRequestsTimeout;
H

else

{

#if (STD_ON ==CRYPTO_USE INTERRUPTS FOR ASYNC JOBS)

pHselpReg->eReqType = HSE IP REQTYPE ASYNC IRQ;

#else
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pHselpReg->eReqType = HSE IP REQTYPE ASYNC POLL;
#endif /*(STD_ON == CRYPTO_USE INTERRUPTS FOR ASYNC JOBS)*/

pHselpReg->pfCallback = Crypto Hse ProcessMuChannelResponse;
/* Set the pointer to the job as parameter to the callback */

pHselpReqg->pCallbackParam = (void*)pJob;

/* Send the request to HSE driver */
HseResponse = Hse_Ip_ServiceRequest(u8Mulnstance, u8MuChannel, pHselpReq, pHseSrvDescriptor);

8 LS4t

Crypto MCAL IXzhfifi i S &5 40 F -

® IXANAZ O SCAF erypto_ts */sre/crypto_hse.c, 2% A RTD_CRYPTO_UM.pdf:
3.2 Driver Design Summary
The CRYPTO driver supports cryptographic primitives, key storage, key configuration and key management for
cryptographic services by accessing the HSE core functionalities. The CRYPTO driver communicates with the HSE
via descriptors whose addresses are passed via a messaging unit to the HSE. To issue any request to the HSE, the
host must first fill out a descriptor associated with the request then pass the descriptor address to the HSE via one
of the MU channels. When the request has been fulfilled, the HSE will write the response in the same MU channel
used by the host to trigger the request. The MU is a NXP IP which is present on this platform in 4 instances, each
instance having a number of 16 channels.

The CRYPTO module provides the following major features for this release

TR B SRS -

® MCAL fft7 =4~ Demo, PAANFEIFIHEAEZ K, AR EAE DT 2R A HSE 32 (1S 2k 55
API,

® M www.autosar.org F#; AUTOSAR_SWS_CryptoDriver.pdf, | fi# autosar X} Crypto MCAL
KB ER

9 HEFESFEM
H & DL Nerrata:

In our S32G2 errata, we explain an item as follows:
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ERR051655: OCOTP: Incorrect data may be read from fuses after software power down and
up of the fusebox

Description
If the system fusebox is powered down and then up by software by setting and clearing CTRL_FBX[FBX_PD] in the OCOTP,
subsequent direct fuse word reads may contain incorrect data. A bit may also fail to program without flagging an error.

Reads from the shadow registers are not impacted and will maintain correct data.

In addition to the system fusebox older versions of the HSE FW which utilize the HSE fusebox do not comply with this erratum.

Workaround

If the system fusebox is powered down by writing a one to CTRL_FBX[FBX_PD], a destructive reset or a standby exit must be
issued before fuse words are read or programmed.

S532G2_1P77B, Rev. 1.0, 4/2023
Errata General Business Use 60/72

NXP Semiconductors

Known Errata

Additionally, the HSE FW release notes should be reviewed to ensure the version in use complies with this erratum.

And 2 items should be take attention:
1: “A bit may also fail to program without flagging an error”

2: “In addition to the system fusebox older versions of the HSE FW which utilize the HSE fusebox do not
comply with this erratum.”, which means the former FW do not power up/down fuse box, but the version

0.1.0.0/0.1.0.1 you used have this power up/down. Checked with internal, from 0.1.0.9, power up/down be
removed again.

So suggest you:

1: for your current production, use the FW before 0.1.0.9, pls use destructive reset or standby between you
publish sys-img or changed HSE OTP attributes.

2: for your future develop project, pls update the FW to 0.1.0.9.
3: G3 FW fix version is 0.2.22.0.
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