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• Market Trends

• Technical Security requirements

• Challenges

• Our Solution

• Features and Benefits

• Support and Availability
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CLIMATE CHANGE standards and renewable energy 
mandates are among the key drivers forcing major 

changes in Power and Energy market

ENERGY COSTS expected to 
increase in the coming years

REGIONAL DE/REGULATION 
promotes growth of prepaid meters in 

several countries across globe

PRE-PAID METER gives customer 
greater control over their expenses

TARGETED REGIONS: UK, Eastern Europe, 
latin Americas, South Africa, Asia
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• AMR gains efficiencies for utilities

• AMI provides interactive data 
exchange between the utility 
company and the consumer 
equipment.

• As more intelligence is installed, 
there is more opportunity 
for the system to be breached 
or “hacked”.

• This is even more of an issue where 
pre-paid meters are involved and 
customers are in direct control of 
the funding of their electricity

• Security is a key component of any 
pre-paid meter solution
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THREATS Meter Fraud – Privacy – Network Control

Electrical Substation

Smart Meter

VaultIC Security IC brings:
• Authentication
• Key Management
• Secure Storage
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• Energy generation and distribution assets needs to be better 
utilized due to increasing demand for energy 

• Growing demand will to lead to energy price increase

• Provide customers greater control over energy usage

• Energy credits transfer between utility 
and its distributors and pre-paid meter 
is to be secured

• Pre-paid meter casing is difficult to 
seal because of slot to introduce 
payment mean (coins, token)

• Pre-paid meter logs transferred back 
to the utilities are valuable 
information for utilities
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Freescale and Inside Secure have collaborated to develop a reference 
design supporting a stand-alone secure, prepaid electricity meter
embedding Secure Element + NFC reader with associated NFC enabled 
Phone or Contactless Smart Card

Secure prepaid, 1-ph electricity Meter

MK30
Secure
Element

NFC 
Interface

I2C

Relay on Live Mains

Basic components of a secure prepaid meter
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Metrology

Communication

Concentrator

Hardware 
Security 
Module

Application
MCU

Secure, Smart Meter

Non Volatile Memory
Code, Data

Volatile Memory
Code, Data

Back-end 
Server

Algo, Secret 
Keys, ID

Algo, Secret 
Keys Algo, Secret 

Keys, ID

Algo, Secret 
Keys, ID

Security is achieved though Cryptography
Crypto uses strong & proven algorithms (i.e. AES, ECC)
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I2C Interface

S
P

I I
nt

er
fa

ce

End to End Security
Secure Storage, Authenticate, 
Sign/Verify, Encrypt/Decrypt

Freescale K30 ARM Cortex M4 1-ph Reference Design Inside Secure VaultIC Security IC
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Manufacturing
Equipment

VaultIC
Driver

Main
App

Keys Data

Certificates

Cryptography

Management

Authenticate, Read/Write

Sign, Verify, Encrypt/ Decrypt…

Config download file system

Personalization
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• Tamper resistance

• Secure Secret keys and certificates storage

• On board Keys generation

• Secure implementation of standards algorithms (i.e. AES, ECC)

• Security functions: Mutual Authentication, Verify / Generate 
certificate, Encryption / Decryption

• True Random Number generation

• Security level evaluation by 3rd party, FIPS140-2 Level 3 ready, 
EAL4+ ready
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• Flexible, low power LCD Interface
− Segment LCD Blink mode lowers average power

− Segment fail detect prevents erroneous readouts and 
reduces LCD test cost

− Front/back plane reassignment provides pin-out 
flexibility and allows configuration changes in firmware

• Diverse communications suite
− A multitude of serial interfaces, with UART support 

for ISO7816 SIM/Smart Cards and IrDA interfaces 

− Dual CAN for industrial network bridging 

• System reliability & safety 
− Hardware Cyclic Redundancy Check safeguards 

memory contents and communication data

− Memory Protection Unit increases software reliability

− Independently-clocked watchdog prevents code 
runaway for fail-safe applications e.g. IEC60730

• Hardware and software compatibility 
− Common packages & peripherals across families 

enable rapid feature growth with minimal hardware and 
software disruption

• Built-in voltage regulator (K40)
− 5V regulator input with 3.3V regulated output

− 3.3V regulated output can power MCU and also 
external components (source current up to 120 mA)

Up to 512KB Flash
Memory

Up to 128KB 
SRAM

FlexMemory:
up to 4KB EEPROM

or 256KBFlash

CrossBar Switch (XBS)

16-ch
DMA

(K40 Only)
Full-Speed USB

(H/D/OTG)
with DCD

FlexBus

Peripheral Bus Controllers (x2)

Up to 100MHz  
ARM Cortex-M4 Core

DSP 

1.25DMIPs/MHz

Clock Module:
2 Crystal inputs 

2 internal 
oscillators

PLL and FLL

Secure 
Digital
Host 

Controller

Memory Protection Unit

K30/K40 Family Block Diagram

Timers
3x FlexTimers

Carrier 
Modulator 

Timer,
Programmable 
Interrupt Timer,

Low Power 
Timer,

Programmable 
Delay Block

Analog 

2x 16-bit SAR 
ADC  

2x 12-bit DAC
3x High Speed 
Comparators

2x Programmable 
Gain Amplifiers
Internal Voltage 

Ref (1.2V)

Communications 

2x I2C 
6x UART
3x DSPI
2x CAN

IIS

32-bit Cyclic 
Redundancy 

Check

Segment LCD 
(8x40 /4x44)
Low Power 

Xtrinsic Touch 
Sensing Interface 

Watchdog + 
External 

Watchdog 
Monitor

Up to 98 GPIO

Family USB OTG + DCD Segment LCD

K30 - X

K40 X X

• Enablement Bundle
• TOWER development system
• Complementary MQX RTOS with USB Stack
• Exlipse-Based CodeWarrior 10.0 IDE
• Processor Expert Rapid Application Development Tool
• IAR, Keil and Full ARM Ecosystem Support
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TM Smart metering
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Features & Benefits of the Reference Design
Feature Benefits

Secure VaultICTM Provides End to End security between the meter and utility and its energy credit 
distributors.

This is possible through Strong authentication, Secure Storage, Secure 
Channel (Authentication, Confidentiality) of Secure VaultIC

NFC Microread® Enables physical security of meter through hermetic sealing 
Energy balance reload through near field communications
Enhancements for remote secure interfacing (through smart phone) – ability to 
reload the meter’s balance and anti-counterfeiting check
Meter logs Secure transfer from NFC enabled smart phone to utilities sever

MK30 metering MCU Integrated Metrology Solution based on popular ARM CortexTM–M4 Core

Hardware schematics Readily available schematics reduce design time

Software Complete Security software stack available
Advanced metering algorithms (Fast Fourier Transform) source code 
provided

MQX RTOS MQXTM RTOS based design is suitable for advanced markets

Cost-effect BoM Results in competitively priced end product



TM 14

Confidential and Proprietary
Freescale, the Freescale logo, AltiVec, C-5, CodeTEST, CodeWarrior, ColdFire, C-Ware, the Energy Efficient Solutions logo, mobileGT, PowerQUICC, QorIQ, StarCore

and Symphony are trademarks of Freescale Semiconductor, Inc., Reg. U.S. Pat. & Tm. Off. Airfast, BeeKit, BeeStack, ColdFire+, CoreNet, Flexis, Kinetis, MagniV, 

MXC, Platform in a Package, Processor Expert, QorIQ Qonverge, Qorivva, QUICC Engine, Ready Play, SafeAssure, SMARTMOS, TurboLink, VortiQa and Xtrinsic are 

trademarks of Freescale Semiconductor, Inc. All other product or service names are the property of their respective owners. © 2012 Freescale Semiconductor, Inc.

The Secure, Prepaid 1-ph electricity Meter units are available on 
loan. Please contact your local Freescale Sales person or 
Freescale Distributor.

Following Collateral available at: freescale.com/metering
• Press Release of Freescale and Inside Secure

• Secure prepaid meter Fact Sheet

• Presentation on Secure Prepaid meter solution

• You-Tube Video of Secure, pre-paid ref. design 
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