PN7462 FW Update On Win10/Ubuntu/i.MX8MN-EVK+Linux BSP
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Step 1. Connections And Firmware Version

1. Connections

2. Downloading cockpit4.8 and installing it to windows 10 PC

https://nxp.flexnetoperations.com/control/frse/product?child_plnelD=751867&cert_num=43
7646287 &ver=ARC

Current Previous

Version Description

05.03.00 NFC Cockpit configuration tool for NFC ICs Download Log
‘EM,US,UU NFC Cockpit configuration tool for NFC ICs Download Log
04.07.00 NFC Cockpit configuration tool for NFC ICs Download Log
04.03.00 NFC Cockpit configuration tool for NFC ICs Download Log

04.00.00 NFC Cockpit configuration tool for NFC ICs Download Log



The firmware of the version of cockpit is in directory :
D:Anxp\NxpNfcCockpit_v4.8.0.0\firmware\PN7462AU (my installation path)

[] NxpNfcCockpit 03_04 00 Flash.bin 2018/4/20 22:00 BIN 74+ 69 KB
[ NxpNfcCockpit 28 00 00 EEPROM.bin  2017/2/7 18:03 BIN 3244 3KB
=| README 2018/4/6 18:00 SCASSTRY 1KB

Step 2. Updating FW On PC Windows 10

1. Power On PN7462 DEMO board
Push DWL_REQ and Reset Button at the same time
3. Release Reset Button, 2 seconds later, Release DWL_REQ
About 2-3s later, windows 10 will find the Mass Storage Device Like below:

y EENS | HMELE (C) FTh0% (D2)
WHEFEENE = . &
Sk S "y 418 GB EJA, 507 GB e 590 GB I, £ 634 GB
F0E (E:) Virtual-Machine (F:) TOSHIBA EXT (G3)
A S
] 268 GB AJH, #£720 GB Wy 140 TR EIE, $£1.86 TB Wy 121 TBEJE, $£2.727T8
PN7462AU_DL (H:)
0= elH, #162 KB
o FAT
Double click it :
| ] CRP_00.BIN BIN 374 158 KB
D CRPSTA 0.BIN BIN 324 0 KB
DRP_00 dat IR 4KB
DRPSTA 0 dat IR 0 KB

4, Updating firmware of Flash
--Updating firmware of Flash

Delete CRP_00.BIN, and copy NxpNfcCockpit_03_04_00_Flash.bin to H disk

(PN7462AU_DL), Wait for several seconds, PN7462 board will restart and new disk for

PN7462 will be found

~ ASEFIIEENEE (6)

BAEME
WHETEEMS

FhE (E)

[
W 553 GBEIF, 720 GB

= FHUEEER (C)

[ =

.y 412 GB AIFH, #£507 GB
Virtual-Machine (F)
-

Wy 159 TBEIFE, 2£1.86 TB

--Updating firmware of EEPROM

Delete DRP_00.dat and copy NxpNfcCockpit_28_00_00_EEPROM.bin to G disk, Wait for

Fhnis (D)
|

B 590 GB ATF, 1634 GB

PN7462AU_DL (G3)
0= a/A, #1162 KB
My AT

several seconds, PN7462 board will restart, and the board is remounted to windows.

[Tl crP 00.BIN
[1 cRPSTA 0.BIN
) pre 00

EY brRPsTA O

BIN =74 158 KB
BIN =245 0 KB
dat IEARS24F 4 KB

dat SEA3Z4F 0 KB



Disconnect the PN7462 board from the PC USB, and then reconnect it. Go to Setp 5 to
confirm whether the update is successful.

Step 3. Updating FW On VMplayer16.0 + Ubuntu 20.04

1. Power On PN7462 DEMO board
Push DWL_REQ and Reset Button at the same time

3. Release Reset Button, 2 seconds later, Release DWL_REQ
VMplayer virtual machine will ask you to connect to the host or virtual machine, Select
“connect to virtual machine”, then press OK button.

Ubuntu-64bit-20-04-LTS - VMware Workstation 16 Player (R TIEm L AS) - o %

Payer®) » | || - 2 T 9 « | B

i}

weidong

L)

ERENFE] USB 2

SRFAARIH NXP Semiconductors PN7462AU EREIRIGE
Qs Connect to host
[Of:2=-F T Connect to the virtual machine

| s aR
| Ubuntu-64bk-20-04-LTS

Cheteansts, cURFER

Bk

Checking whether PN7462 board is mounted to linux.
#cd~/
# Is /dev/sd*

Create a new subdirectory and copy firmware of Flash and EEPROM to ubuntu 20.04.
#cd ~/
# mkdir PN7462_FW

Then copy and paste above 2 firmware files from windows to the PN7462_FW directory

on virtual machine.

{3t Home PN7462 FW ~

) Recent
. NxpNFcCockpit_03_04_00_Flash.bin 70.2kB 20Apr2018

* Starred

(it Home . NxpNFcCockpit_28 00 00 EEPROM.bin 2.2kB 20Apr2018



Open new terminal and Begin to update firmware:
Remove usb-storage module, and reload it.
# sudo modprobe -r uas
# sudo modprobe -r usb-storage
# sudo modprobe usb-storage quirks=1fc9:0117:r,n,m
Updating EEPROM firmware:
# sudo dd if=NxpNfcCockpit_28_00_00_EEPROM.bin of=/dev/sdb seek=03

$ sudo dd if=NxpNfcCockpit 28 00 00 EEPROM.bin of=/dev/sdb seek=03

4+1 records in

¢ Help ~ecords out
2240 bytes (2.2 kB, 2.2 KiB) copied, 0.00257198 s, 871 kB/s
3 $ I

Several seconds later, PN7462 board restarts and is remounted to ubuntu host.
Then continue to update Flash firmware
# sudo dd if=NxpNfcCockpit_03_04_00_Flash.bin of=/dev/sdb seek=10

] $ sudo dd if=NxpNfcCockpit 063 04 00 Flash.bin of=/dev/sdb seek=10
137+1 records in
137+1 records out

70208 bytes (70 kB, 69 KiB) iopied, 0.00349796 s, 20.1 MB/s
: $

Several seconds later, PN7462 board restarts and is remounted to ubuntu host.
[note]

If you open file browser, you can find PN7462AU board is mounted, and you can browse
firmware files in it.

Ubuntu-64bit-20-04-LTS - VMware Workstation 16 Player (RET = o x

Player(®) » | || ~ & T 1§ «< | P

Activities B Files » Apr 14 04:16

B PN7462AU DL ~

O Recent

CRP_00.BIN
* Starred B

£} Home (6] CRPSTA_0.BIN
[E Documents DRP_00.DAT
s DRPSTA_0.DAT
o 0.
usic
[ Pictures
B videos

i Trash
[ PN7462AU DL &

+ Other Locations

BUT we can't use copy and paste commands to update firmware files in Linux, otherwise,
updating will fail.

Disconnect the PN7462 board from the PC USB, and then reconnect it. Go to Setp 5 to
confirm whether the update is successful.

[note]
The same test, on the independent ubuntul8.04 host, also passed.



Step 4. Updating FW On i.MX8MN-EVK With Embedded L5.4.70_2.3.0 BSP

1. Connections

2. Open the terminal software and connect to the debug UART (for example, SecureCRT etc)

[ serial-comé - SecureCRT - 0 X
File Edit View Options Transfer Script Toals Window Help
€ F O ¢? Enterhost <Alt+R FOMRA S e ¥ ?

+ serial-comé [

Raadhy Coriak COMA 116200 1 1 SARawc 18R Cnke  Yrarm AD NI



3. Power On i.MX8MN-EVK
Linux BSP begins to run:

file Edit View Options Transfer Script Tools Window Help
t F D et | DOR O Ba T ?

 serial-comé [

U-Boot SPL 2020.04-5.4.70-2.3.0+ged2dee80le (Dec 04 2020 - 00:32:06 +0000)
DDRINFO: start DRAM init

DDRINFO: DRAM rate 3200MTS

DDRINFO:ddrphy calibratien done

DDRINFO: ddrmix config done

Normal Boot

Trying to boot from BOOTROM

image offset Ox0, pagesize 0x200, ivt offset

NOTICE: BL31: v3. g(lehaﬂse).‘hlm 5.4.70_erd-1- gFld7lE7F2

NOTICE: BL31: Built : 03:26:03, Dec 2 2020

U-Boot 2020.04-5.4.70-2.3.0:ged2deeB0le (Dec 04 2020 - 00:32:06 +0000)

CPU: i.Mx8MNano Quad revl.0 1500 MHz (running at 1200 MHZ)

CPU: (ommer(\al temperature grade (0C to 95C) a

Reset cause:

Model: NXP i MXEMNBHD LPDDR4 EVK board

DRAM: 2 GiB

TcPc:  Vendor ID [0x1fc9], Product ID [0x5110], Addr [12cl 0x52]

Power supply on USB

‘I'(F( Vendor ID [Oxlf(‘i‘], Pr‘ndu(t I0 [0x5110], Addr [I2C1 Ox50]
FSL_SDHC SL_!

Lnadn1g Envllnnment From Muc. .o wus warning - bad CRC, using default environment

=0x3c

[*]-video Link OCan't find cec_device i
fail to probe panel device adv7535@3d
failed to get any video link dvsghy timings
probe video device failed, ret

[0] 1(d (nntl'n]lev@ileﬂﬂoﬂo video
ontroller@32e10000, video_bridge
[2] ad\l753§@3d panel
can't find cec device 1d=0x3c
fail to probe panel device adv7535@3d
failed to get any video link display timings
probe video device failed, ret -22

In: serial

Out: serial

Err: serial
Buildinfo:

- ATF f1d7187
- U-Boot 2020.04-5.4.70-2.3.0+ged2deeB0le

switch to partitions #0,

mmc2(part 0) is current dewce

Tash target is MMC:2

Net:

Warning: ethernet®30be0000 using MAC address from ROM
eth0: ethernet@30be0000

Fastboot: Normal

Normal Boot

Hit any key to stop autoboot: 1 [

Ready

When booting is done, input “root” to log in.

imx8mnevk login: root

Last_log Sat Nov 14 04:40:53 uTC 2020 on tty
[ .0
ruutﬂrmx&mnevk

Serial: COM6, 115200 55, 34 58 Rows, 158 Cols  Xterm CAP NUM

721 i;cht type=1006 aud1t(1605328884 660:12): pid=550 uid=0 old-auid=4294867295 auid=0 tty=(none) old-ses=4294967295 ses=2 res=1

At the same time, PN7462 board is also powered on.




4. Adding parameter to usb_storage module

# echo "1fc9:0117:r,n,m" > /sys/module/usb_storage/parameters/quirks
5. Push DWL_REQ and Reset Button at the same time
6. Release Reset Button, 2 seconds later, Release DWL_REQ

root@imx8mnevk:~# [ 2726.174729] usb 1-1: usB disconnect, device number 6

[ 2731.720967] usb 1-1: new full-speed USBE device number 7 using ci_hdrc

[ 2747.228978] usb 1-1: device no response, device descriptor read/64, error -110
[ 2747 .508910] usb-storage 1-1:1.0: USB Mass Storage device detected

[ 2747 .515516] usb-storage 1-1:1.0: Quirks match for vid 1fc9 pid 0117: 20

[ 2747.523583] scsi host0: usb-storage 1-1:1.0

[ 2748.546991] scsi 0:0:0:0: Direct-Access NXP PN7462AU 1.00 PQ: O ANSI: O
[ 2748.560771] sd 0:0:0:0: [sda] 327 512-byte logical blocks: (167 kB/164 KiR)

[ 2748.570699] sd 0:0:0:0: [sda] Write Protect is off

[ 2748.578689] sd 0:0:0:0: [sda] Asking for cache data failed

[ 2748.584215] sd 0:0:0:0: [sda] Assuming drive cache: write through

[ 2748.635997] sda:

[ 2748.659023] sd 0:0:0:0: [sda] Attached SCSI removable disk

[

2749.063283] sda:
Check if PN7462 board is mounted.
# Is /dev/sd*

root@imxBmnevk : ~#
root@imx8mnevk : ~#
root@imxBmnevk:~# 1s /dev/sd*
fdev/sda

root@imx8mnevk : ~#

7. Checking i.MX8MN-EVK ip address and using MobaXterm to connect the board
# ifconfig

root@imxBmnevk:~# ifconfig
eth0 Link encap:Ethernet Hwaddr 00:04:9f:06:da:96
inet addr:192.168.0.109 Bcast:192.168.0.255 Mask:255.255.255.0
inett addr: feB0::204:9fff:fe06:da96,/64 Scope:Link
UP BROADCAST RUNNING MULTICAST DYNAMIC MTU:1500 Metric:1
RX packets:1156 errors:0 dropped:0 overruns:0 frame:0
TX packets:109 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:147611 (144.1 KiB) TX bytes:13482 (13.1 kiB)

Then start MobaXterm on windows 10 and log in IMX8MN-EVK with SSH protocol.

B 192.168.0.109 (root)
Terminal Sessions View Xserver Tools Games Settings Macros Help

B oE R & A& = O BH Y EH & & 0

Session  Servers  Tools  Games Sessions View  Splt  Mulixec Tunneling Packages Settings  Help
Q 168.0.109 (root)
t 3 3
< L
/ S
- (SSH client, X- working tools)
5| - Name
5 . ssion to
2 bash_history 7 SSH compression
profile ? SSH-
2 [l nat-sh 7 X11-fo g (remote display is forwarded through SSH)
el 7 DISPLAY : v (automatically set on remote server)
L)
= > For more info, ctrl+click on or visit our
= .
v sh: xauth: c and not found
o root@imxémne
3 root@imx8mnevk: ~#

root@imx8mnevk:~# [l

8. Drag and drop the 2 firmware files to the board.

] M © = | PN7462AU
Terminal Sessions View Xserver Tools Games Setings Macros Hei NIl sm  xm  mm
E % % ® . = B vy = ,
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling & v i « nxp > NxpNfcCockpit v4.8.0.0 > firmware > PN7462AU vi|iv RR'PN7462AU
Quick connect A &K tSEENS e Hih
— A pEE
K| ®i1TO® \ &[N i | NxpNfcCockpit 0304 00_Flashbin  2018/4/20 22:00 BIN ST 69KB
= /homelroot/ [ i _| NxpNfcCockpit 28 00 00 _EEPROM.bin 2017/2/7 18 BIN 3744 3 KB
5 Name Size | README 2018/4/6 18:00 AR 1KB
il om ER-c
.bash_history 7 .
_profile 1 = E
2| [natsh 1 ? rvarding PN7462
2 ? DISPLAY
PN7462AU-4.8
' 2]
= > For more info, start-dhcp-service-linux
2 EFWIFI
2
o S @ Onerive
root@imx8mnevk: S s
B 30 3%
B ma
< > = ER
B Remote monitoring = s
[ Follow terminal folder T

UNREGISTERED VERSION - Plase support MobaXterm by subscribing to the professi 3 ATAE Bt 2 AAE 70.7 KB



B 192.168.0.109 (root) - O b

Terminal Sessions View Xserver Tools Games Settings Macros Help

H x % ® : ® B Y E & &£ @ X ©

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit
O (~2 192 168.0.109 (root) @

s | T ® B \ i = >

fraot/ s = ‘ : A

= |/homsiroot @| (SSH client, X-server a etworking tools)

§ |~ Name Size

% . » SSH session to root 168.0.109

& .bash_history 7 ? SSH compressior -

.profile 1 ? SSH-browser HI

1 I nat-sh 1 ? X11-forwarding : « (remote display is forwarded through SSH)

= NxpNfeCockpit_03_04_00_Flash.bin 68 ? DISPLAY v (automatically set on remote server)

! NxphfcCockpit_28_00_00_EEPRO... 2

. » For more info, ctrl+click on help or visit our web

g

2

=

7 sh: xauth: command not found

= root@imxsmnevk;:~#

& root@imx8mnevk: ~#

g root@imx8mnevk:~# i

< >

B2 Remote monitoring

[] Follow terminal folder

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edtion here: https://mobaxterm.mobatek.net

9. Updating firmware of Flash and EEPROM
We can operate it on terminal or MobaXterm.
# dd if=NxpNfcCockpit_28_00_00_EEPROM.bin of=/dev/sda seek=03

root@imx8mnevk:~# dd if=NxpNfcCockpit_28_00_00_EEPROM .bin of=/dev/sda seek=03
4+1 records in

4+1 records out

2240 bytes (2.2 kB, 2.2 KiB) copied, 0.000222 s, 10.1 MB/s

root@imx8mnevk: ~#

Several seconds later, PN7462 board will be remounted. We can see logs like below:

root@imx8mnevk:~# [ 3217.747423] usb 1-1: USB disconnect, device number 7
3217.823008] FAT-fs (sda): unable to read boot sector to mark fs as dirty

3218.480986] usb 1-1: new full-speed USB device number 8 using ci_hdrc
3218.656410] usb-storage 1-1:1.0: USB Mass Storage device detected

3218.663011] usb-storage 1-1:1.0: Quirks match for vid 1fc9 pid 0117: 20
3218.669768] scsi host0: usb-storage 1-1:1.0

3219.683531] scsi 0:0:0:0: Direct-Access NXP PN7462AU 1.00 PQ:
0 ANSI: 0

[ 3219.697492] sd 0:0:0:0:
[ 3219.707227] sd 0:0:0:0:
[ 3219.715217] sd 0:0:0:0:
[ 3219.720782] sd 0:0:0:0:
[ ]
[ ]
[ ]

L B e B e T e T s B e |

sda] 327 512-byte logical blocks: (167 kB/164 KiB)
sda] Write Protect is off

] Asking for cache data failed

sda] Assuming drive cache: write through

sda

— /o

3219.776221] sda:
3219.797536] sd 0:0:0:0: [sda] Attached SCSI removable disk

3220.194817] sda:

Then continue to update the firmware of Flash



# dd if=NxpNfcCockpit_03_04_00_Flash.bin of=/dev/sda seek=10

root@imx8mnevk:~# dd if=NxpNfcCockpit_03_04_00_Flash.bin of=/dev/sda seek=10
137+1 records in

137+1 records out
70208 bytes (70 kB, 69 KiB) copied, 0.00451312 s, 15.6 MB/s

Several seconds later, PN7462 board will be remounted. We can see logs like above.
Up to now, operations for updating firmware have been done on i.MX8MN-EVK.

Step 5. Confirming whether update is successful using cockpit4.8

1. Disconnect the USB connection of PN7462 (with PC or . MX8MN-EVK), and power off it.
2. Connect the PN7462 board to the PC USB, and run cockpit 4.8 on windows

s NXP NFC Cockpit v4.8.0 / VCOM_PN7462AU @\\COM14 FW:v4.12.0 EE:v28.0.0 - a X

Registers/EEProm acces Operation

Reader | LPCD | DPC | RF Power | Test Signal | Rx Matrix | Scripting | Extra

v O EEPROM Type A | Type B | Type F | 15015693 | Icode ILT | Card Emulation
Register address: @ Register Protocol Layer
Layer 14443-3a Load Protocol ISO14443-A
S OO DO O OO OO0 00000 AT e R

@ single REQA O Endless REQA

3]

uID:
Write Operatio

Layer 14443-da Cycle-Time 0] ms
@ All bits

i 106kBd/s -
D Single bit Select a baud rat /s RFRESET
[Activate (ayer# | [ DesclectCard | RFOFFDuration: [ 0

CEPROM Simale Bvte A ATS Single REQA
ingle Byte Access Load EEProm| || RF Field Control 4 :
Address [0x0000000Q Read EEPRON ‘ Layer 14443: Data Exchange with PICC

Data \Write EEPRON | | [Dump EEProm| || [Rf Field On| Rf Field Off| |Rf Field Reset | A Data to be send|
Log Monitor TXCRC Enab RXCRC Enab
U2T04.14 205 T2 TFINFOServiceTactor

0| ms

T: nerating Services for VCOM_PN/462ZAU @\\\COMTA

[2021.04.14 20:51:22JINFO:EEPROMService_ PN7462AU:Read from EE addressi0x201240 2bytes. Value=1C 00 Card response:

[2021 04.14 20:51:22}INFO:EEPROMService PN7462AURead from EE address:0x201242. Value=0x00

[: 2[INFC:EEPROMService_PN7462AU:Read from EE address:0x201243. Value=0x00 Application Layer

[ :51:22]INFO:EEPROMService_ PN7462AU:Connected to PN7462AU_04.12.00 20171124 2 TR —
[2021.04.14 20:51:22]INFO-EEPROMService PN7462AU-Read from EE address:0x201240 2bytes. Value=1C 00 RmrgaRgiuetApplds eskire
(20210414 2051221 INFO:ServiceFactory:Connected to NNC_uC_VCOM_03.04.00_20180420

[ :51:23]:INFO:EEPROMService PN7462AU:Read from EE address:0x201318 4bytes. Value=AC 20 00 00 ADplicaticis o thesarl

[: 3]:INFO:EEPROMService PN7462AU:Read from EE address:0x20131C 4bytes. Value=05 00 00 00

[2021.04.14 20:51:231INFOEEPROMService PN7462AU:Read from EE address:0x201320 4bytes, Value=28 00 00 00

VCOM PN7462AU @\\

+ Status: Read Register PCR PADOUT | 2403C. Val

If the log monitor area is like the above, it means the firmware update was successful. If
the area is empty, it means the update failed.

NXP CAS-TIC Team
Weidong Sun
04-15-2021





