1. PCtool:

F: TagXplorer v1.2 by NXP |

Tagxplorer | |dentiv uTrust 3700 F CL Reader 0 -

2. Write Demo url into the tag:
https://my424dna.com/?picc_data=00000000000000000000000000000000&enc=78787878787
878787878787878787878&cmac=0000000000000000

Togxplorer | Identiv uTrust 3700 F CL Reader 0 =

& Read NDEF NV I @ rormat NDEF | @ Change State | B History
+Plain Text +Telophone ‘rLaunch App +Bluetooth

Connected
IC Type NTAG 424 DNA Tag Tamper
Tag Type NFC Forum Type 4 Tag - :
User Memory 416 Description: a ar NDEF Message Size(in bytes):
[ 2 120
f . ;
URL(Website) ~ || https;//my424dna.com/?picc_data=000 Number of NDEF record(s):

1

e Success x
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2020.01.09.16.24.16 : Command APDU : 00A4000002E10300

2020.01.09.16.24.16 : Response APDU : 9000

2020.01.09.16.24.16 : Command APDU : 90F50000010100

2020.01.09.16.24.16 : Response APDU : 000000E02000009100

2020.01.09.16.24.16 : Command APDU : 90AD0000070100000010000000
2020.01.09.16.24.16 : Response APDU : 001720010000FF0406£10401000000059100

2020.01.09.16.24.16 : Command APDU : 00A4000002E10400

2020.01.09.16.24.16 : Response APDU : 9000

2020.01.09.16.24.16 : Command APDU D1017455046D79343234 6D: 46131
2020.01.09.16.24.16 : Response APDU : 9000

3. Change file setting:
Auth first:

Togxplorer | Identiv uTrust 3700 F CL Reader 0 =

NTAG 203 | NTAG 21x | NTAG 210u | NTAG 213 Tag Tamper | NTAG 12C Plus [ NTAG 413 DNA [ NTAG 424 DNA |

Connected Security Management v Authenticate
IC Type NTAG 424 DNA Tag Tamper
TagType  NFCForum Type 4 Tag ‘ > PICC Auth ® Application Auth
User Memory 416 3 i
[ ® AES Auth LRP Auth
Memory and Configure Management The only functionality available on PICC level is an LRP modeauthentication

using an OriginalityKey and the retrieval of the originality signature.

Key [[o0c00000000000000000000000000000
File Management CEED -
y e - PcdCaps 000000
Get / Change File Settings

Diversification

Note :1SO File ID is used as selection parameter in place of ‘File Number'
for File Mamagement and Data Management Commands.
D2760000850101 - ISO DF-Name of NDEF application. Input Key 000C
E103 - 150 File id of CC File.

E104 - 15O File id of NDEF File.
£105 - SO File id of Proprietary File.

Diversified Input

Authenticate First Authenticate Non First
Data
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2020,01.09.16.24.16 : Response APDU : 9000

2020.01.09.16.25.35 : NDEF message written successfully! : SUCCESS_OK

2020,01.09.16.26.51 : Command APDU : 00A4040007D276000085010100

2020.01.09.16.26.51 : Response APDU : 9000
2020.01.09.16.26.51 : Command APDU : 9071000005000300000000
2020.01.09.16.26.51 : Response APDU : 6BCABSSCDOFCDD2B7SFS8F6B40SBGEIFITAF

2020.01.09.16.26.51 : Command APDU : 90AF000020438520F0A70DADACAF171089B479BCC2809AFCCIB615DCFCSATA0FE2A360F8500
2020.01.09.16.26.51 : Response APDU : 6324737F82FBIC3B69068DF51D596134121BAD4007DAEFCDEAT1BOAE6S7ESCT19100



https://my424dna.com/?picc_data=00000000000000000000000000000000&enc=78787878787878787878787878787878&cmac=0000000000000000
https://my424dna.com/?picc_data=00000000000000000000000000000000&enc=78787878787878787878787878787878&cmac=0000000000000000

Change file setting:

Tagxplore[ Identiv uTrust 3700 F CL Reader 0 -

NyCE

NDEF Operations

NTAG 203 NTAG 21x NTAG 210u NTAG 213 Tag Tamper NTAG 12C Plus NTAG 413 DNA NTAG 424 DNA NTAG 424 DNA Tag Tamper Mirroring Features
NTAG Operations

Connected Security Management File Management commands
ICType NTAG 424 DNA Tag Tamper
Tag Type NFC Forum Type 4 Tag File: Communication Type: File Size:
User Memory 416 Security Management
[ivsesees) | NDEF File ~ | | Plain - 256
Memory and Configure Management Get File Settings J| Change File Settings
Read Access Key: OF ~  Write Access Key: o0 ~
File Management
R/W Access Key: 0 - Change Access Key: | 00~
Get / Change File Settings Read NFC Counter
File and SDM Options
Note : ISO File ID is used as selection parameter in place of 'File Number"
for File Mamagement and Data Management Commands. = S = 0
D2760000850101 - ISO DF-Name of NDEF application. |V SDM and Mirroring [V UID (for mirroring)
E103-1SO |V SDM Read Counter | SDM Read Counter Limft
E104 - ISO File id of NDEF — i
E105 - 1SO File id of Proprietary File. |V SDM Encrypted File Mirroring | Tag Tamper Status
B m SDM Access Rights
SDM Meta Read Access Key: oo ~
SDM File Read Access Key: o~/
SDM Counter Ret Access Key: [oF ~
Binary: Read Counter Limit & File Length
— Read Counter Limit: SDM Encrypted File Length:
Originality check
32
Originality Check
Mirroring Offset Bytes (Integer)
UID Offset: SDM MAC Input Offset:
68
SDM Read Counter offset: SDM MAC Offset:
106
SDM Encrypted File Offset: PICC Data Offset:
68 31
Tag Tamper Status Offset:
Get File Settings J| Change File Settings

4. Read the tag:

Tugxplorer | Identiv uTrust 3700 F CL Reader 0 -

D &

NDEF Oy i
EURESANDER ] 2 Wrte NDEF ] & Format NDEF

Tag IC Info CC-File Info
Connected
ICType NTAG 424 DNA Tag Tamper = IC Type: NTAG 424 DNA Tag Tamper = CC file contents: 0x001720010000FFO406E1040100000005
TagType  NFCForum Type 4 Tag = Tag Type: NFC Forum Type 4 Tag » CC Length: 23 bytes
User Memory 416 = User Memory: 416 bytes » Mapping version: 2.0
5 » Maximum Le value: 256 bytes
* Maimum L value: 25 bytes
» Maximum Ndef length: 248 bytes
» NDEF File Control TLV:
« NDEF file ID: 0XE104.
« NDEF TLV Length: 6 bytes
« NFC data set access: Read & Write
NDEF Payload Info NDEF Payload(HEX) Info
£ Record #1: URI record £ Record #1:
- type: *U* » Payload:
: 0x046D E636F6D: 174613D38443736443238363238333134
42313134354341
3 D61633D 137454132364
"~ Enabled mirror features: 1
*UID mirroring is enabled
* Counter mirroring is enabled
* File encryption mirror is enabled
* CMAC message mirror is enabled
» NDEF message size: 120 bytes
» Payload length: 116 bytes
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