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1. Kinetis BifE I
1.1 ff H IDE R IR A B &, BUE FHMRE R T
1.2 MRS g, w5 BT

Confirm @

P

Device is secure, Erase to unsecure?

1.3 i H jflash J&i% connect;

Lo

PC of target system haz unexpected walue after blank checking (FC = OxFFFFFFFE]!
' Registers
(3
FC = FFFFFFFE
Current: R0 = O000BS00, Rl = 05000000, k2 = 00003000, R3 = 0000B500
R4 = 20000000, RS = 000OBTEC, REA = 0000QOFF, ET = 20000133
Failed to read back target memory
W iy e O
&b =] N o = . firanyox: ===
1.4 BIEREERS connect, (HZ2TCIAMILBIRIE, #2715 RAM check failed S84 1R (5 B
r- -
J-Flash V5.02f Error =

. Blank check after erase reports: Failed to erase sector 0 (000 - (b FFF)
/4 @ address 0x00

Failed to erase chip

1.5 M Jlink command ANBE K I MCU core;



Bl C\Windows\system32\cmd.exe - JLink.exe -device MKV38F1MDioo22 -if swd

Selecting JTAG as current target interface.
Setting target interface speed to 1MHz. Use ""Speed” to change.

SleeptlB@A>

Info: TotallRLen = 7. IRPrint Bx . .IABARRPBAIRBARBPRRRRRABARBA
Reset delay: @ ns

Heset type UNEMOWM: 777

Info: TotallRLen = 7, IRPrint Bx . .IABARARBORBARBDABERABRRGH

Script processing completed.

SEGGER J-Link Commander U5.82f (7' for help?
Compiled Oct 2 2815 28:52:80

Info: Device "MEUSBF1MBAXKEZ22" selected.

DLL version US5.82f,. compiled Oct 2 2615 2@9:51:34
Firmuware: J-Link U? compiled Sep 18 2015 19:53:12
Hardware: U?.28

S/M: —1

Feature{s>: GDB, RDI. FlashBF. FlashDL, JFlash
Emulator has Trace capability

UTarget = 3.325U

31

Failed to identify target. Trying again with slow (4 kHz> speed.
Can not connect to target.

JI-Link>_

C:“Program Files“SEGGER“JLink _US82f >JLink.exe —device MHUSBF1MBxxx22

Mo device found at all. Selecting JIAG as default target interface.

—if

1.6 Reset pin L5 —E AR, BE M RN AR T =0, X+ KL &7

K, T LG reset pin fii H 4R G 9% A N 36us, K HLSF4 30us.




« Actions to take

< Waveform of reset pin on normal blank device as below:

It is low 30uS and Bus hi-Z

< freescale*

Lock JE ) KL &S Fr A= AR k7, HEARE TXANEE. mHa R NEE RS, 1%
HAATREH 4L

Actions to take

“ Waveform of reset pin on lockup issue device as below:

> freescale~

PLE#RAE R By, BRE AR LRI T E T R H e G152
HIERE B

ABIX LG H fr) @) -, AT RE AR HH IR S R AT, TR 2 e AR T R R T RE AR
SR 5 DR 2 o IR T ey R A
2.1 AR A



(D SRE S &L LR SR 1 — N, AR LS R B 5 A
B EE SR 260° C, 1R ZAEFENLIERIY BT TR B0 AR 02 i /a4 L T
i, 17 HOd iR T B lock, & mMERRRT, PREEELZRIE R 1O A IR .

F T 5t B IS BRI I 7E 260° €, W2 —ANEBEREK, K E RN R
Pl MUY

FrAIn R A 2k b, 2R R AR 260° C

NIRRT T, &R (300-400° C) WZRMER, IXAIEE LA G A ] |

B #<280° C, Mf[E A ARHGAT A — o, FREREA.

4.1 Thermal handling ratings

Symbol | Description Min. Max. Unit Notes
Tsta Storage temperature -55 150 °C 1
Tsor Solder temperature, lead-free — 260 °C 2

Solder temperature, leaded — 245

1. Determined according to JEDEC Standard JESD22-A103, High Temperature Storage Life.
2. Determined according to IPC/JEDEC Standard J-STD-020, Moisture/Reflow Sensitivity Classification for Nonhermetic
Solid State Surface Mount Devices.

(2) FHIRF, 2t milidix) issue, W reset pin 26T VDD HL, K535
O lock, T HARMER ST . BT LLHIET /0 BUE e S a8 T BRI & Ly . BE
AL 68 5 R UL IR AR AN, W LA EAEE

=Root cause:
® Watch the timing of ZLG’s programmer and find some signals violate the specification of

datasheet. - -
Here is ZLG's programming timing. g RESET high ~20ms prior
-~ | power to VDD &
RESET level > VDD+0.3V

i 400ms

Zoom Factor: 100 X

Yellow: VDD Blue: Reset

-

2 “freescale~




(3) fE Reset pin L@ &, HAECA — @7, K280 i NVM/IFR 4% &, BU
NIX e L) B — N EAE, HPASER S A1) chip ID &% B . X NEORTEZ BT HCO8 1) H
F EAHPHEBL, JEid4s IRQ N 2*vDD HHE R BERS A HE N 3 Boot Monitor.

The mode of operation is latched on the rising edge of the reset pin. The monitor mode is selected by
connecting two port lines to Vg and applying an over-voltage of approximately 2 x Vpp to the IRQ1 pin
concurrent with the rising edge of reset (see Table 3-1). Port allocation varies from part to part.

Table 3-1. Mode Selection

IRQ1 Pin Port x Porty Mode
=Vop X X User
2% Vpp 1 0 Monitor

(4) TKMIEIRL, BRI 40-50em HHRZ, &S8O0 8T LR TR E
(5) NAWLEE R B8, AT LUET mass erase S f41;
(6) #BAr #h ) Nink, 7RI O SHARIK, DR MERIN Lock B ANEEFR 2 core

TGRS, ATRAE H EOS [ issue, MBS RE, AR, B
£ Reset pin B, WA TCLK IRHIRKIILG . IERBITIEIKE, L&k 1
Fo TUEFSERRES, IFRERSHNEE, BR, EAaRFrRIEE L.

Testing on the ATE revealed that four of the devices failed for leakage on various pins
including the RESET pin. Unpowered curve trace analysis showed the RESET pin was open on
Device 1 and normal on the remaining four units. The TCLK pin had no positive diode on Device
1 and leakage on Devices 2, 3, and 4. Devices 2, 3, and 4 exhibited leakage between Vdd and
ground. Device 2 was selected for further analysis and decapsulated. OBIRCH (Optical Beam
Induced Resistance Change) revealed a unique site near the JTAG TCLK pin. A visual inspection
found evidence of EQS. Deprocessing and visual inspections found damage indicative of EOS.

2.2 ATREMYHABR A (A1)
(1) PR R R AR I 2 T 75 20t e AT

(2) ANEEWFER . Hetng B o0l LvD F4E, L 9mfE flash il A2 S5
Flash P& E HAM DI RER) % . A Erase-Program-Read {EIA A flash 2 55X flash B
FARI P

(3) HEAE;
(4) WG AR E 8T BRI

3. MR E LRIk
TR AZ G Lock HIJE R T Hid— TWSIK D, hfdfsRa, HEEMEUN
1k



)

(2)

(3)

BB BUE RSB, TGN Reset pin BEE HHESF, 625008 Fr ok v
AN . WA P TR B S, ESEMEH IDE AR, KEIL) £F
BT IRIAE . WREZFESINE, 23R chip secured, XAMEML T A
mass erase JEAK A M L

f# ] Jflash o & 450 2584, F1/8)3% check core ID, 2% connect i85 F, jflash
SAE B2k | F4K debug port/SWI-DP, Ff:LEX) core ID, a4 AR & LL X 5
KA E, connect B2, L

Project settings o =]

General | Target Inteface  CPU | Flash I Production |

N

[+ Check core D

0] ISEADEd??

Core  » Device

IFreescaIe WFBxm A5

I Litle endian - I

Mazk |OFO00FFF

¥ Use target BAM [Fazter)
Add [3F000000 [256KE + ]

IInit steps ;I
# | Action | Y aluel | Y aluel | Comment |
Add I Inzert | Delete I Edit | Up I Lo |

ok | cancel | e |

WIERBEERL I, (FH Target SEH R Erase chip av & KRG s WA A
erase I, FEARRERLIEIR, (HJE AE [1) report 322 mass erase 5E#i L2
T program [T, fhil It mass erase [4RAESE L SE OB S, SEFRD R
FARTER: L



B SEGGER J-Flash V5.02f - [C:\Program Files\SEGGER\ILink_V496/\Default jflash] (= |
File Edit View [Target| Options Window Help
Bl project - Defa Connect |;ca|e\KSDK_l.Z‘U\exampIes\frdmkZZf\driver_a(ampIes\gpio\iar\re\ease\gpio_example.bin EI
Disconnect
[(Mame ] : (012000 Eﬁﬁ
Conhectisn Show CFl info..
Target interface 8[1]2[3[4a][s]e[?/8[9][a][B]lc[p][E]F [asciI \il
TR T oot  |6® 6@ @1 20 69 IF B8 6@ 97 1E @@ B@ 65 1F OB @ ... i....... e...
JTAG spoad ' |A3 1F 90 @@ AF 1F 98 PA 2D 20 B9 00 A0 @9 @B OB ........ - eeeens
TAP number Secure chip  |7p 90 6P P@ PO AA A AR BA M@ @0 BA 2F 20 @@ BB .. ..._..... o
IRPre Unsecure chip |31 20 op 0P 00 90 @A BP 33 20 BE GO 35 20 OO OO 1 ...... FesBis
29 20 6@ GO 29 20 BB BB 29 20 B0 PO 29 28 B0 8B > .. _.> ..D> .
MCU Check blank R
Endian |29 20 o0 0@ 29 20 @@ 6P 29 20 BB @@ 29 20 B0 @0 > ..> _.> ..> .
Check care Id Fill with zero |29 20 o8 0@ 29 20 @@ 6P 29 20 BB B@ 29 20 66 B0 > ..> _.> ..> .
ED'E'd Ao Erneetton B2 | |29 20 6@ 8@ 29 20 6@ A@ 29 20 O 60 29 20 68 @A > ..> ..> ..> .
paaeL e e [ |29 20 @9 @@ 27 20 @8 @0 29 20 99 6@ 27 20 @0 B0 > ..> ..> ..> .
&M size |29 20 o0 o0 29 20 @@ 6P 29 20 9@ B@ 29 20 B0 @0 > ..> _.> ..> .
Program FS 29 20 O B0 29 20 OB GO 29 20 B0 PO 29 20 60 @8 > ..D> _.> ..D> .
Flash memory B A A
s P AR et f6 L |27 20 60 6O 27 20 @0 B0 29 20 PO 6@ 29 20 60 B0 > ..> ..> ..> .
Sive o |29 20 o0 o0 29 20 @@ 6P 29 20 @@ BA 29 20 B0 @O > ..> _.> ..> .
Flash Id e |29 20 99 B@ 29 20 98 B0 29 20 9@ BB 29 20 B0 @8 > ..> _.> ..> .
gheckggsh‘d Verify 29 20 G 9@ 29 20 @A AP 29 20 @@ BA 29 20 BB @A > ..)> ..> ..> .
ase address |
Cranisation Verify CRC |29 20 o0 @@ 29 20 9@ 6@ 29 20 9@ 6@ 29 20 00 @8 > ..> _.> ..> .
|29 20 o0 @@ 29 20 9@ 6@ 29 20 9@ B@ 29 20 00 @8 > ..> _.> ..> .
fizad back |29 20 o0 @0 29 20 @@ 6@ 29 26 68 OB 29 20 @0 @8 > ..> ..> ..> ..
i . - 29 2@ @BA @RRA 279 2@ AA AR 70 27@ AR AR 209 @A AR AR Y A Al Al j
Start application F9
Bl oG o (==
Reading MCLU device list [C:\Program Files\SEGGER JLink_V502P\ETC WHash"\MCU.csv] ... -
- List of MCU devices read successfully (4534 Devices)
Opening project file [C:\Program Files\SEGGER"JLink _V456"Default flash] ...
- Project opened successfully
Close project
- Project closed
Openina oroiect file IC:\Proaram Files\SEGGER\Link V436"\Defautt flashl ... L

AT T

(4)
(5)

(6)

WL FPIRAE ), RS Reset pin, 5 erase chip 22k F;
WL, P RASR T, FEYIN Jlink 1) command X R, 44T NI
H jlink.exe, ] LIMICSe{# FH Segger #EAEH) “Unlock kinetis”#5 4>, a4 T
fif i — SE T M B,  Eean ESINBI R %A T LA 384T it 4 75 0K R
281F] reset pin 5 MCU 1] reset pin iE#%.

i Erase_all_pins IfEEIHIA, L2 IRGIETH, W HRCRLELY, RZ
BRI BB REME T . 1E command line i Jlink.exe erase_all_pin.jlk

1

Jlinkf#28iKinetisi

AR.zi .
Azip (http://pan.baidu.com/s/1gX5BT5i), V¥ & & A log, HH &t

TN 15 #6453 21| Debug Access Port, 28 J5 & 75 BEiE I IX A port k% MCU core;
WL AR B B AHB-AP, AT LUl I D15 1 MDM-AP, 2285 H A MCU
FRZS, X BB ThEEH MDM-AP status 27853k HL; JHilid 1D ZF 77 8RB
1D,



DPACC APACC A
||:\m[31:o] | A[3:2]Iﬁn‘h1 |nm[31:o] | A[a:z]lnnwi
23 88
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£ <
gl 2
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g 2512 2 g
= (=] }7 d =
L 1z|2|2):
z |2
HEE
- f 3 Generic
AR Debug Port
(DP)
1
[
APSEL Data[31:0 ) 3:2]| R
Dacods T a[31:0] |A[ ]IA[ ]I "wi § SELECTIS124] (APSEL) ssiscis e AP
| \ 3 SELECTT:4] (AFSANKSEL) selacts e ank
c
il Al32] tram ha APACE sslec ha regigier
= witin tha bank
3 ¥ F
- <: AHB-AP
% g g SELECT[31 24] = a0 selecis he AHE-AF
AHB Amcess Port = Bzs ARM documentaton for furner detals
- =
(AHB-AF) MDM- AP g| 2 8 MDM-AP
& g = >‘ SELECT[31:24] = Ox21 sslscts he MDM-AP
o =
BELECT[7 4] = 0wd sslects he bank win Status and Cir
Al3E] = 2000 selects e S\ius Regaer
Al32] = 2001 aslects e Contro! Ragatar
Bus Matrix v S SELECTI?4] = OxF select e hank with IDR
e (bntrol and Satus Rager Al3Z] =2011 sslecta e IDR Regatr
Desgiptions (ISR registar reads Ox301 £_0000)

Figure 9-3. MDM AP Addressing

(7) X aniiE SWD-DP #HRAE], Ui AT HE debug N AN EE A FHH2
ZER:, HEHRAZE] MCU core, BEHS I ML AR reset, 2 IKIE
THCIA ., BRIRZ N, — KBS T, BIT2IRA el B85
#@JIET%L':



DR Y. D e -/ - | . - .
Link Commander =10},

SEGGER J-Link Commander U4_.24 ('?' for help>
Compiled Feb 17 2811 16:81:84

DLL version U4.24, compiled Feb 17 26811 16:88:51
Firmware: J-Link ARM U7 compiled Feb 15 2811 11:03:33
Hardware: U7.00

SoM: 11111117

Feature(s>: RDI. FlazhBP. FlazhDL, JFlaszh. GDBFull
UTarget = 3.326U

Info: TotallRLen = 4. IRPrint = BxB81

Info: ARM APIAl: Bx2477881i1i. AHB-AP

Info: ARM AFPIL1i]1: BxA801CABHH,. JTAG-AP

Error: Ho APB-AP found.
o devices found on JTAG chain. Teying to find device on SWD.
nfo: Found SWD-DP with ID Bx2BAA14°77

WARMING: ROM table: Two components occupy the zame memory space.
Info: FPUnit: 1 code <BP>» slots and B literal slots

WARMING: CPU core not found.

Mo device found on SUWD.

Did not find any core.

Info: TotallRLen = 4, IRPrint = BxB61
Info: ARM APIA]1: Bx24778811. AHB-AFP
Info: ARM API1]1: 8xA01CABHA. JTAG-AP

s Eppor: No APB-AP found.
Mo devices found on JTAG chain. Trying to find device on SUWD.
Info: Found SWD-DP with ID Bx2BAA1477

WARNING:= ROM tabhle: Two components occupy the same memory space.
Info: FPUnit: 1 code <(BPF} slots and A literal slots

WARNING: CPU core not found.
Mo device found on SUWD.
any core.

(8)  HR LRINEHH T, FEHT Nink ZEHT A2 — A 2l T,
B Multilink 252238, F B SARE B SOH X R 5 SR 85

WV S AR R = T

4.1 R EEGKE A AL, JUHEF TR, LA A7

4.2 Reset Eﬁ%uﬁ—fﬁﬂﬂ%%i‘ﬁ%fﬁﬁ‘] reset s i, Tﬁ%?ﬁuﬁ?ﬁ% (LR A2
SR BUE) o FrPATE B R Y reset o0 BCE 5 B — AN HLFH, Kinetis &
A7 PIN PEATAR] A7 )5 2% — BB T8) FMEG FRLSP, 3X N5 5 1T BLA R B IA MCU 2
BEAL. KL, RAEXT MCU AMEE NS R, Jigt it Open Drain *%EEE"JEM%
T R LR TR R B AN IESE Reset Pin ()77 3.
R 2w ILE Z AL B EEE T, LA sP7o6 A, AL F B EE T LS R
B 47K B H;



.I'n'lli =

Sipex

+3.3V/+3.0V

Buffered RESET connects to System Components

+3.3Y L1-:3 v
Wee
upP
RESET

A
4.TKQ

_Fm

Figure 19, Intevfacing to Microprocessors with

Bidirectional RESET I/Q for the SP706

fE£ Kinetis |45 B 1 H Sk DA PRIR I 3K — i A




E, NMRETENEEEEFSEEFH—MIMENEMS . EEAEFNEHEREE L,
BUUEEOpen-Drainff HATE RIS, Ry HARMEMEFEEMSI HERE, MHE
SUHEFAMCUME M5 Hi s B EaF (R, E5SEMCURS| Hkeit. Frilins
EFEBERERSHMEIMEMTH, BUEMCUNEL SR 2 S E—HHSNHF ZmE
BHTIRE, EEMRSEESHME 106()fb)Fir, SHERIHEMEESERENLED
JEREhRE A, EUENI0K-100 K.

VDD 3.3

Kinetis MCU

RESET b

Ry

VDD 3.3

LR32
D11 F10K
¢ —
——C3& Kinetis MCU
GND
(k)

M 106 \iE R EMCUREL S HERER

BH—GREEENZ, RESETS|ROPLEFEE TR RIES| BVDDxaI s, B fEiE
S . TUANSRRESETS| MAE RGP EAMAERN, BuGtEs| WK ERGPIOTHEE, HiRER

AR, MTEb AR E R TFI0, RE R EAEMCTERE.

43 H T H: BT Kinetis &% MCU 1] LLi% B ¥ MCU 5E & BFEIIAE, B LA 2 £/

IR O T AERE,  BABT 1Rk
FEDT HBE DR R R

S =

T

4.4 ANEAF R Nink fF 98 TR, BRZE, RIEZHEYER;
A5 KA RS TR, REMAAERER. Mildid Kk (<15em) . Reset HI%E L

L (BfI % VDD S b rf). LRI & (<vDD+0.3V) &5 [ i

HMRERIE TN MCU SE &8st B, Wit L&

4.6 MCU reset pin {E3EH 1500 N NEERRE T 421 reset pin, {E2 pin AT 24
Ko BISMEDLRE, EFLEAEHLT, DAUERA eSS £ AN% P ALMA sw 0
BEE Ko, WIRAE reset SR lock, HISGERE T reset, WAHEMIRRHLES MR

g




