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Block Diagram
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Feature list 

► Supports DES, 3DES, AES, MD5, SHA-1, and SHA-256 algorithms

► Simple, flexible programming model

► Ability to send up to three commands in one data write operation
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Overview of Supported Security Algorithms
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DES

Encryption
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DES
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Feistel (F) function: calculation 
of  f(R,K)



DES

Decryption:

• Same as Encryption
• The permutation IP-1 applied to the preoutput block is the 

inverse of the initial permutation IP applied to the input.
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Where R16L16  is the permuted input block for deciphering 

calculation and L0R0 is the preoutput block



DES

Key Schedule
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AES

1. KeyExpansion—round keys are derived from the cipher key using Rijndael's key 
schedule

2. Initial Round 

• AddRoundKey—each byte of the state is combined with the round key using 

bitwise xor

3. Rounds 

1) SubBytes—a non-linear substitution step where each byte is replaced with 

another according to a lookup table. 

2) ShiftRows—a transposition step where each row of the state is shifted 
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cyclically a certain number of steps. 

3) MixColumns—a mixing operation which operates on the columns of the 

state, combining the four bytes in each column. 

4) AddRoundKey

4. Final Round (no MixColumns) 

1) SubBytes

2) ShiftRows

3) AddRoundKey
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AES

► SubBytes
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AES

► ShiftRows

W0 W1 W2 W3
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AES

► MixColumns
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Each column is treated as a polynomial over GF(28) and is then multiplied modulo 

x4 + 1 with a fixed polynomial c(x) = 3x3 + x2 + x + 2; 
the inverse of this polynomial is c − 1(x) = 11x3 + 13x2 + 9x + 14



AES

► MixColumns
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► r0 = 2a0 + 3a1 + 1a2 + 1a3

► r1 = 1a0 + 2a1 + 3a2 + 1a3

► r2 = 1a0 + 1a1 + 2a2 + 3a3

► r3 = 3a0 + 1a1 + 1a2 + 2a3

14

Note:

• Replace the multiply by 2 with a single 
shift and conditional exclusive or

• Replace a multiply by 3 with a multiply 

by 2 combined with an exclusive or



AES

► InverseMixColumns
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► r0 = 14a0 + 9a3 + 13a2 + 11a1

► r1 = 14a1 + 9a0 + 13a3 + 11a2

► r2 = 14a2 + 9a1 + 13a0 + 11a3

► r3 = 14a3 + 9a2 + 13a1 + 11a0
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AES

► AddRoundKey
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MD5

► Step1: Append padding bits
� The message is padded to 448 mod 512 by adding single “1” bit and then “0” 

bits. At least one bit and at most 512 bits are appended.

► Step2: Append Length
� 64-bit representation of the message length is appended. Resulting 

message is divided into N blocks, each of 512 bits: M[0]…M[N-1]

► Step3: Initialize MD buffer
� 4-word buffer (A,B,C,D) used, each 32-bit register, initialized with the 
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� 4-word buffer (A,B,C,D) used, each 32-bit register, initialized with the 
following values in hex:

► Step4: Process Message in 16-word blocks

17



MD5
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MD5

► Step5: Output
• The message digest produced as output is A,B,C,D, beginning with 

lower-order byte of A, and end with the high-order byte of D.
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SHA1

► Preprocessing
• Step1: Pad the message, M similar to MD5

• Step2: Parse the padded message into N 512-bit message blocks: 
M(1)…M(N)

• Step3: Set the initial hash value, H(0)

► Hash Computation
• After preprocessing, each message block is processed in order

TMFreescale Semiconductor Confidential and Proprietary Information. Freescale™ and the Freescale logo are trademarks

of Freescale Semiconductor, Inc. All other product or service names are the property of their respective owners. © Freescale Semiconductor, Inc. 2006. 20

For i=1 to N: 

{ 

1. Prepare the message schedule, {Wt}: 



SHA1

► 2. Initialize the five working variables, a, b, c, d, and e, with the (i-

1) st hash value:

► 3. For t=0 to 79:
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SHA1

► 4. Compute the ith intermediate hash value H(i):
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► Resulting 160-bit message digest of the message M is
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SHA-256

► A message schedule of 64 32-bit words, W0,W1,…W63

► 8 working variables of 32-bits each, labeled a,b,c,d,e,f,g and h.

► The words of the hash value are labeled 

► Two temporary words T1 and T2

► Final result is 256-bit message digest

► SHA-256 Preprosessing similar to SHA1

► SHA-256 Hash Computation
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► SHA-256 Hash Computation
• For i=1 to N:

• {
� 1. Prepare the message schedule
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SHA-256

� 2. Initialize the eight working variables, a,b,c,d,e,f,g and h with the (i-1) st

hash value:
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SHA-256

� 3. For t = 0 to 63
– {
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– }

� 4. Compute the ith intermediate hash value H(i):
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SHA-256

► After repeating steps one through four a total of N times, the 

resulting 256-bit message digest of the message, M is
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SHA

► Core operation
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SoC interconnect diagram

System Clock 

MMCAUSIMMCG OUTDIV1
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Module dependencies

► Clock source setup
• No clock gating is required

► I/O configuration 
• No I/O 
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Memory Map
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Memory Map
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Directly write only commands 
for CAU load operation

Send both commands and 
operands for CAU load 
operation



Programming Model

► CPU data write on PPB initiates CAU load operands

► CPU data read on PPB initiates CAU store register operations

► CAU requires 15-bit command (+32-bit operand) for each CAU 

load (CPU data write):
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opcode

…

command



Programming Model

► Direct Loads
• Support writing up to 3 commands in each 32-bit direct write operation
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Programming Model

► Indirect Loads
• Write address consists of MMCAU base address and CAU command 

• write data is 32-bit input operandB
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Programming Model

► Indirect Stores
• Read address consists of MMCAU base address and CAU store register 

opcode and data will be read from CAxB
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…1 0 0 0CAxRead data

NOTE:

CAU store register opcode:
CAU_STR+Rn = Addr[11:2] = 100010xxxx



CAU Register Coding

► CAU register coding
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CAU Commands
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CAU Commands
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CAU Commands vs Security Algorithms

CAU Commands Algorithm Function Structure

AES Substitution SubBytes: CA0=W0;CA1=W1;CA2=W
2;CA3=W3

AES Column Operation MixColumns: CA0=W0;CA1=W1;CA2=W
2;CA3=W3

AES Shift Rows ShiftRows: CA0=W0;CA1=W1;CA2=W
2;CA3=W3
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2;CA3=W3

DES Round One round of the DES + a

key schedule update

CA0=C;CA1=D;CA2=L;CA

3=R

DES Key Setup Permuted Choice1  (+ left 
shift for decrypt)

CA0=C;CA1=D;

Hash Command HFF MD5 F(X,Y,Z) :

(X & Y) | (~X & Z)

X=CA1,Y=CA2,Z=CA3
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CAU Commands vs Security Algorithms

CAU Commands Algorithm Function Structure

Hash Command HFF MD5 F(X,Y,Z) :
(X & Y) | (~X & Z)

X=CA1,Y=CA2,Z=CA3

Hash Command HFG MD5 G(X,Y,Z) :
(X & Z) | (Y & ~Z)

X=CA1,Y=CA2,Z=CA3

Hash Command HFH MD5 H(X,Y,Z) :
(X ^ Y ^ Z)

X=CA1,Y=CA2,Z=CA3

Hash Command HFI MD5 I(X,Y,Z) : X=CA1,Y=CA2,Z=CA3
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Hash Command HFI MD5 I(X,Y,Z) :
Y ^(X | ~Z)

X=CA1,Y=CA2,Z=CA3

Hash Command HFC SHA Ch(b,c,d) :
(b & c) ^ (~b & d)

T=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,W=CA5

Hash Command HFM SHA Maj(b,c,d) :
(b & c) ^ (b & d) ^ (c& d)

T=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,W=CA5
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CAU Commands vs Security Algorithms

CAU Commands Algorithm Function Structure

Hash Command HF2C SHA -256 Ch(e,f,g) :
(e & f) ^ (~e & g)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,
h=CA7,T1/W= CA8

Hash Command HF2M SHA-256 Maj(a,b,c) :
(a & b) ^ (a & c) ^ (b & c)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8

Hash Command HF2S SHA-256 ∑0(a) :
ROTR2(a) ^ ROTR13(a) ^ ROTR22(a)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8
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CA7,T1/W= CA8

Hash Command HF2T SHA-256 ∑1(e) :
ROTR6(e) ^ ROTR11(e) ^ ROTR25(e)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8

Hash Command HF2U SHA-256 σ0(e) :
ROTR7(e) ^ ROTR18(e) ^ ROTR3(e)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8

Hash Command HF2V SHA-256 σ1(W) :
ROTR6(W) ^ ROTR11(W) ^ 
ROTR25(W)

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8
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CAU Commands vs Security Algorithms

CAU Commands Algorithm Function Structure

Secure Hash Shift SHA -1: parallel register-to-register 
move and shift operation

T=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,W=CA5

Message Digest Shift MD5: parallel register-to-register 
move operations

a=CAA,b=CA1,c=CA2,
d=CA3

Secure Hash Shift2 SHA-256:  perform an addition (+) 
and a set of register-to-register 
moves in parallel

T2=CAA,a=CA0,b=CA1,c=CA2,
d=CA3,e=CA4,f=CA5,g=CA6,h=
CA7,T1/W= CA8
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6. Reference material



Demo Code Explanation

//******************************************************************************
//

// AES: Encrypts a single 16-byte block
//   arguments
//           *in         pointer to 16-byte block of input plaintext
//           *key_sch pointer to key schedule (44, 52, 60 longwords)
//           nr          number of AES rounds (10, 12, 14 = f(key_schedule))

//           *out        pointer to 16-byte block of output ciphertext
//
//   NOTE    Input and output blocks may overlap
//
//   calling convention

//   int cau_aes_encrypt (const unsigned char *in,
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//   int cau_aes_encrypt (const unsigned char *in,
//                            const unsigned char *key_sch,
//                            const int nr,
//                            unsigned char       *out)

void  mmcau_aes_encrypt (unsigned int in[], unsigned int key_sch[], int nr, unsigned int
out[])
{

int i,j;
// load the 4 plain test bytes into the CAU's CA0 - CA3 registers

*(MMCAU_PPB_INDIRECT + (LDR+CA0)) = in[0];      // load in[0] -> CA0
*(MMCAU_PPB_INDIRECT + (LDR+CA1)) = in[1];      // load in[1] -> CA1
*(MMCAU_PPB_INDIRECT + (LDR+CA2)) = in[2];      // load in[2] -> CA2
*(MMCAU_PPB_INDIRECT + (LDR+CA3)) = in[3];      // load in[3] -> CA3



Demo Code Explanation

// XOR the first 4 keys into the CAU's CA0 - CA3 registers
*(MMCAU_PPB_INDIRECT + (XOR+CA0)) = key_sch[0]; // XOR keys
*(MMCAU_PPB_INDIRECT + (XOR+CA1)) = key_sch[1];
*(MMCAU_PPB_INDIRECT + (XOR+CA2)) = key_sch[2];
*(MMCAU_PPB_INDIRECT + (XOR+CA3)) = key_sch[3];

// send a series of cau commands to perform the encryption
for (i = 0, j = 4; i < nr - 1 ; i++, j+=4)
{

*(MMCAU_PPB_DIRECT) = mmcau_3_cmds(AESS+CA0,AESS+CA1,AESS+CA2); // SubBytes
*(MMCAU_PPB_DIRECT) = mmcau_2_cmds(AESS+CA3,AESR);              // SubBytes, ShiftRows
*(MMCAU_PPB_INDIRECT + (AESC+CA0)) = key_sch[j];                // MixColumns
*(MMCAU_PPB_INDIRECT + (AESC+CA1)) = key_sch[j+1];
*(MMCAU_PPB_INDIRECT + (AESC+CA2)) = key_sch[j+2];
*(MMCAU_PPB_INDIRECT + (AESC+CA3)) = key_sch[j+3];
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*(MMCAU_PPB_INDIRECT + (AESC+CA3)) = key_sch[j+3];
}

*(MMCAU_PPB_DIRECT) = mmcau_3_cmds(AESS+CA0,AESS+CA1,AESS+CA2); // SubBytes
*(MMCAU_PPB_DIRECT) = mmcau_2_cmds(AESS+CA3,AESR);              // SubBytes, ShiftRows
*(MMCAU_PPB_INDIRECT + (XOR+CA0)) = key_sch[j];                 // XOR keys
*(MMCAU_PPB_INDIRECT + (XOR+CA1)) = key_sch[j+1];
*(MMCAU_PPB_INDIRECT + (XOR+CA2)) = key_sch[j+2];
*(MMCAU_PPB_INDIRECT + (XOR+CA3)) = key_sch[j+3];

// store the 16-byte ciphertext output block into memory
out[0] = *(MMCAU_PPB_INDIRECT + (STR+CA0)); // store 1st 4 bytes of ciphertext
out[1] = *(MMCAU_PPB_INDIRECT + (STR+CA1)); // store 2nd 4 bytes of ciphertext
out[2] = *(MMCAU_PPB_INDIRECT + (STR+CA2)); // store 3rd 4 bytes of ciphertext
out[3] = *(MMCAU_PPB_INDIRECT + (STR+CA3)); // store 4th 4 bytes of ciphertext

}



Demo Code Explanation

► Some macro defintions

#define MMCAU_PPB_DIRECT          (volatile uint32*) 0xE0081000  // CAU Starting Address
#define MMCAU_PPB_INDIRECT        (volatile uint32*) 0xE0081800

/*  CAU commands, for CMD[8:4] */
/*  Load Reg */
#define LDR     (0x010) 

/*  Store Reg */
#define STR     (0x020) 

/* registers */
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/* registers */
#define CASR 0x0
#define CAA 0x1
#define CA0 0x2
#define CA1 0x3
#define CA2 0x4
#define CA3 0x5
#define CA4 0x6
#define CA5 0x7
#define CA6 0x8
#define CA7 0x9
#define CA8 0xa
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