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About this document

This document explains how to use Kinetis Design Studio to debug both a bootloader and application at
the same time, this will be done using GDB commands to specify an additional symbol file to be used in
the debug session.

The bootloader used for this example is the project for the FRDM-K64F board provided in the KBOOT
1.2.0 named freedom_bootloader and the application is a bareboard led demo that was adapted to
work with this bootloader by following the steps described in this document:

https://community.freescale.com/docs/DOC-256669

The document was created using the MK64FN1MOVLL12 MCU like the one in the FRDM-K64F board, but
the same principles are applicable to any Kinetis MCU.

Software versions

The steps described in this document are valid for the following versions of the software tools:

= KDSv3.2.0
= KBOOTv1.2.0
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https://community.freescale.com/docs/DOC-256669

1. Overview and concepts

1.1 Kinetis Bootloader

The Kinetis bootloader is a configurable flash programming utility that operates over a serial connection
on Kinetis MCUs. It enables quick and easy programming of Kinetis MCUs through the entire product
lifecycle from application development to final product manufacturing and beyond for updating
applications in the field with confidence.

The bootloader is delivered in two ways: as full source code that is highly configurable; or pre-
programmed by NXP into ROM or flash on select Kinetis devices. Host-side command line and GUI tools
are available to communicate with the bootloader. Users can utilize host tools to upload/download
application code via the bootloader.

The KBOOT 1.2.0 release contains the following PC-based host tools:

o blhost - command line debug tool to send individual commands to the bootloader .
o Kinetis Updater - GUI application to download and flash an application image.

And the following project types:

o tower_bootloader — bootloader designed to execute from target flash memory on the Tower
platform.

o freedom_bootloader — bootloader designed to execute from target flash memory on the Freedom
platform.

o flashloader — bootloader designed to execute from target RAM memory on either the Freedom or
Tower platform.

o flashloader_loader — bootstrap loader designed to execute from flash memory on either the
Freedom or Tower platform. This loader copies an image of the flashloader into RAM, then executes
the flashloader from RAM.

1.2 GDB Server

The ‘GDB Server’ is a service or program which sits between the GDB inside Eclipse and the Debug
Probe. GDB talks to the GDB server using TCP/IP and a port number, so that GDB Server can be either on
your host machine, or on a remote machine. It translates and sends commands from the GDB in Eclipse
to the Debug probe, things like setting breakpoints and so on. The communication between the GDB
Server and the Debug Probe depends on the probe capabilities. It can be USB, TCP/IP, Serial or anything
else.
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2. Flashing Bootloader and Application

2.1 Flashing freedom_bootloader project

For this example we will use the freedom_bootloader project, this bootloader was designed to execute

from target flash memory on the Freedom platform. The project can be found on the following path:

C:\Freescale\FSL_Kinetis_Bootloader_1_2 0\targets\MK64F12\kds\freedom_bootloader

- Import the freedom_bootloader project to KDS by clicking on Menu > File > Import:
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— Select Existing Projects into Workspace and click on Next:

[ - —— — . g‘
# Import - m—m|s[E]

Select
Create new projects from an archive file or directory. | E < 5 I

Select an import source:

type filter text

|2 Existing Projects into Workspace | -
(= File System
[ Preferences Tl
b= C/C++
I» (= Component Development Environment
b = CVS
I = Git
[+ = Install
I» (= Processor Expert
[» (= Project of Projects
[» (= Remote Systems
fl (= RPM L
> = Run/Debug
[ (= SVN
r 25 Tacke

m

® < Back Finish

— Browse for the project and click on Finish:

F ]
# Import (= o]

Import Projects
Select a directory to search for existing Eclipse projects.

(CREE D A S TS LU farg ets' MKE4FL2\ kds\freedom_bootloader| -

(71 Select archive file: Browse...

Projects:

freedom_bootloader (C:\Freescale\FSL_Kinetis_Bootloader_1_2_0htarg Select All

Deselect All
3 :

Options
[] Search for nested projects

[T] Copy projects into workspace
|| Hide projects that already exist in the workspace

Working sets
[] Add project to working sets

Working sets: Select...

| @ Mext > [ leshﬁ[ Cancel
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— Build the project and then click on Menu > Run > Debug Configurations:

- - .

[Eun Processor Expert  Window Help
Step Into Selection Ctrl+F5 [b;

Q. Run Ctrl+F11
4, Debug F11

Q-  Profile L

Profile History L2 &
Profile As 4

Profile Configurations...

Run History L
Run As L

I
Run Cenfigurations... 1
Debug History |
Debug As 4

Debug Configurations... %

Flash from file...

— The debug configurations will open, choose the Segger interface and click on Debug. The same
steps apply when using the P&E interface:

i
# Debug Configurations

Create, manage, and run configurations

[T . -
L1 BS x' = 5 MName: freedom_bootloader debug jlink

type filter text Mainl % Debugger| = Startup| By Source| = Common|
[E] C/C++ Application .
i Project:
[E] C/C++ Attach to Application
[E] C/C++ Postmorter Debugger freedom_bootloader
[€] C/C++ Remote Application
[£] GDB Hardware Debugging
. [c] GDB OpenOCD Debugging Debug/freedom_bootloader.elf
4 [T] GDB PEMicro Interface Debugging Variables... ] [Search Project...] ’ Browse... ]
[c] freedom_bootloader debug pne
[] freedom_bootloader release pne

C/C++ Application:

Build (if required) before launching

4 [c] GDB SEGGER J-Link Debugging Build cenfiguration: | debug ']
|[&] freedom_bootloader debug jlink |
[c] freedom_bootloader release jlink (©) Enable auto build (©) Disable auto build

B Launch Group @ Use workspace settings Configure Workspace Settings...

] ) Apply Revert
Filter matched 15 of 15 items

® [ Debu% ’ Close

Debugging Bootloader and Application using KDS

NXP Semiconductor



— The Debug session will start and the bootloader is now flashed on the board:

o ™
# Debug - freedom_bootloader/src/bootloader/src/bootloader.c - Kinetis Design Studio - C:\Users\b38285\workspace.kds-3.0.0-test E@Iﬂ
File Edit Source Refactor MNavigate Search Project Run  Processor Expert Window Help
I G| a0 Ha eI old 0 arime By i ilv Oy
Quick Access @| Bg C/C++ éDTeam Synchronizing
45 Debug 2 W| = ¥ = 8 Va.. 'O Br.. 2 Ex Re E Pe Vo = 8
a [T] freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] *® % | \@\| = <§> -
4 [ freedom_bootloader.elf & bootloader.c [function: main] [type: Temporary]
a4 ? Thread £1 <main> (Suspended : Breakpoint)
= main() at bootloader.c:474 0x4324
s JLinkGDBServerCL
s arm-none-eabi-gdb
s Semihosting and SWV Mo details to display for the current selection.
[£] bootloader.c 52 | [T]0x0 = 0 : Quitli 2= 08
//! @brief Entry point for the bootloader. & Enter location here R
=~ void main(void)
4 -
e {
bootloader_init(); . . -
bootloader_run();
/{ Should never end up here.
debug_printf("Warning: reached end of main()\r\n");
}
= //! Since we never exit this gets rid of the C standard functions that cause
/! extra ROM size usage.
—wvoid exit(int arg)
{
} |
AN =2 =
4 1 + L (;
Bl Console 2 Problems E lemo QX TADD 10X Kerne 10 Stac = 8
& EE@ e
freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] JLinkGDBServerCL
...Breakpoint reached @ address @x@eee4324 -
E— . - -
Writable Smart Insert 425:1
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2.2 Loading demo application using the Kinetis Updater

For this section of the document the Kinetis Updater tool will be used to flash the application image to

the MCU. The tool can be found on the following path:

C:\Freescale\FSL_Kinetis_Bootloader_1_2 0\bin\win\KinetisUpdater

Before executing the Kinetis Updater tool we need to generate the binary file of the demo application
that will be flashed to the MCU.

Extract the K64F12_Led_Demo project and import it to KDS by clicking on Menu > File > Import:
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— Select Existing Projects into Workspace and click on Next:

[ - —— — . g‘
# Import - m—m|s[E]

Select
Create new projects from an archive file or directory. | E < 5 I

Select an import source:

type filter text

|2 Existing Projects into Workspace | -
(= File System
[ Preferences Tl
b= C/C++
I» (= Component Development Environment
= CVS
I = Git
[+ = Install
I» (= Processor Expert
[» (= Project of Projects
[» (= Remote Systems
f [ (= RPM
> = Run/Debug
[ (= SVN
r o Tacke i

m

® < Back Finish

— Browse for the project and click on Finish:

(. ™
 Import o] B
Import Projects
Select a directory to search for existing Eclipse projects.

O et g e I C:\Users\b38285\Desktop\K64F12_Led Demojiy

() Select archive file:

Browse...

Projects:

K64F12_Led_Demo (C:\Users\b38285\Desktop'\K64F12_Led_Demc) Select All

Deselect All

Options
[] Search for nested projects
[] Copy projects into workspace
[] Hide projects that already exist in the workspace
Working sets
[] Add project to working sets

Working sets: Select...

@ Ned> | [ Finshg ) [ cancel |
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Build the project and the binary file will be generated in the Debug folder:

[f Project Explorer 23] <‘}==D’| ¢ T = 0
[ =" freedom_bootloader
4 (5 K64F12 Led Demo
[» :ﬁ'} Binaries
[ @ Includes
4 = Debug
[ = Project_Settings
[ = Sources
i 5 K64F12 Led_Demo.elf - [arm/le]
|2 KAR4F12_Led _Demao.bin
Ka4F12_Led_Demo.hex
@ Ka4F12_Led_Dermo.map
[ & makefile
B@ objects.mk
D@ sources.mk
[ = Includes
[» [= Project_Settings
[» = Sources

Now open the Kinetis Updater tool and click on Select Device:

7 Kinetis Updater - Home

Select a device K64F12_Led_Demo.bin
@ lot connected Base address: 0x0000A000
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Select your device and click on Connect, if the connection is not established perform a reset to

the board:

ot e ot

'?' JLink CDC UART Part {COM3S6)
. Connected
Bootloader Version: KL5.1
Baud rate: 57600
Serial Protocol Version: P1.2.0

? JLink CDC UART Port (COMS6) -

57600 -

KE84F12_Led_Demo.bin
Baze address: 0x0000A000
Security State: UnSecure

Click on Home and then on Select Image:

Debugging Bootloader and Application using KDS

?‘ JLink COC UART Port (COM356)
. Connected
Bootloader Version: K1.5.1
Baud rate: 57600
Serial Protocol Version: PL.2.0

"+ Kinetis Updater - Home " e |

K64F12_Led_Demo.bin
Base address: 0x0000A000
Security State: UnSecure
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Browse for the binary file that was generated by the demo project and update the Base address
to 0xO000A000, this address is where the demo application starts:

% Kinetis Updater - Home - Image Configuration

Ke4F12 Led Demo.bin « M

@ JLink CDC UART Port (COM356) K64F12_Led_Dema.bin

. Connected Base address: 0x00004000
Bootloader Version: KL.5.1 Security State: UnSecure
Baud rate: 57600

Serial Protocol Version: PL.2.0

/* Specify the memory areas */

MEMORY

{
m_interrupts (RX) : ORIGIN = @xP@@AAGEE, LENGTH = @x@0000480
m_text (RX) : ORIGIN = @xP@00A48@, LENGTH = @x@ee75080
m_data (RW) : ORIGIN = @x1FFF@@aea, LENGTH = @x@0010000
m_data_2 (RW) : ORIGIN = @x2000000@, LENGTH = @x@0030080

b

Click on Home and then on Update:

- - —
7 Kinetis Updater - Home 0 e El e

@ JLink CDIC UART Port (COMSE) KB4F12_Led_Demo.bin

. Connected Base address: 0x0000A000
Bootloader Version: KL5.1 Security State: UnSecure
Baud rate: 57600
Serial Protocol Version: P1.2.0
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Click on the Update button and the application will be loaded to the MCU, the RGB led will start

to toggle indicating that the bootloader jumped to the application:

-7 Kinetis Updater - Home -> Update

-

@' JLink CDC UART Port (COM36)
@ 1ot connected

Bootloader Version:

Baud rate: 57600

Serial Protocol Version:

KB4F12_Led_Demo.bin
Base address: 0x0000A000
Security State:

=1
s s i ———— — W ——

At this point you can now proceed to the section 3.2 “Debugging bootloader and demo

application projects using the Segger interface”.
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2.3 Flashing demo application and bootloader using the P&E advanced
programming options

Refer to the sections 2.1 and 2.2 that explain how to import and build both the freedom_bootloader
and K64F12_Led_Demo projects.

— Once that both projects are in you workspace and have been built click on Menu > Run > Debug
Configurations:

Bun | Processor Expert Window Help

Step Into Selection Ctrl+F5 IL;
@, Run Ctrl+F11
4, Debug FI1
- Profile L

Profile History L3

Profile As 3

Profile Configurations...

Run History L !
Run As 4

I
Run Configurations... 1
Debug History ]
Debug As 3

Debug Configurations... %

Flash from file...
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ELF field:

# Debug Configurations Wi SRS 1 L—

Choose the corresponding P&E connection for the bootloader project and generate 1 additional

S

Create, and run confi

CEX B3~

| type filter text

C/C++ Application

C/C++ Attach to Application
C/C++ Postmortemn Debugger
C/C++ Remote Application

GDB Hardware Debugging

GDB OpenOCD Debugging

4 GDB PEMicro Interface Debugging
[©] freedom_bootloader debug pne

[c] freedom_bootloader release pne
E KB64F12_Led_Demo_Debug_PNE
4 GDB SEGGER J-Link Debugging
[©] freedom_bootloader debug jlink
[©] freedom_bootloader release jlink
[T KA4F12_Led_Demo_Debug_Segger
= Launch Group

Filter matched 18 of 18 iterns

Name: freedom_bootloader debug pne

Main} *}i Debugger‘ = Startup‘ E_/ Source| 1] Common|

Project:

freedom_bootloader

Specify the number of additional ELF Files you wish to program:

1 |Genela‘(e ELF Fielgs

Specify Additional ELF 1:

| Browse.. || Varisbles.

C/C++ Application:

Debug/freedom_bootloader.elf

Variables... ] [Sealch iject...] l Browse... I

Build (if required) before launching

Build configuration: | debug

)

() Enzble auto build () Disable auto build

se workspace settings

Configure Workspace Settings...

Revert

[ aepy ]|

]

@

[ Debug I [ Close
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— Browse for the *.elf file generated by the demo application, click on Apply then on Debug:

‘% Debug Configurations ciue Belleolh slhe B .n s ® - o

Create, manage, and run configurations

= )
= X | S Name: freedem_bootloader debug pne
type filter text Main 3@3‘- Debugger| B Startup | 5 Source| ] Common
[T] C/C++ Application i
[T] C/C++ Attach to Application ec

[T] C/C++ Postmortem Debugger freedom_bootloader
[£] C/C++ Remote Application
[] GDB Hardware Debugging Specify the number of additional ELF Files you wish to program: 1 |Generate ELF Fields

» [£] cDs OpenOCD Debugging Specify Additional ELF 1:

a [£] GDB PEMicro Interface Debugging
[&] freedom_bootloader debug pne C\Users\b38285\workspace.kds-3.0.0\K64F12_Led_Demo\Debug\K64F12_Led_Demo.elf [ Browse... ] [ Variables...
[c] freedom_bootloader release pne i
E KE4F12_Led_Demo_Debug_PNE

4 [T] GDB SEGGER J-Link Debugging C/C++ Application:

[E] freedom_bootloader debug jlink Debug/freedom_bootloader.elf

[E] freedom_bootloader release jlink =

[ K64F12_Led_Demo_Debug Segger Variables... I [Search Projectm] [ Browse... I

@ Launch Group Build (if required) before launching
Build configuration: | debug VI

() Enable auto build () Disable auto build
@ Use workspace settings Configure Workspace Settings...

Apply gy {  Revert
Filter matched 18 of 18 items [ PPY %{ Vel ]

@ ( Debug_y%[ Close |

— The Debug session will start and both the bootloader and demo application are now flashed on
the MCU, you can now proceed to the section 3.1 “Debugging bootloader and demo application
projects using the P&E interface”.
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3. Debugging Bootloader and Application

3.1 Debugging bootloader and demo application projects using the P&E
interface

— After the bootloader and the demo application have been flashed to the MCU using the P&E
advanced programming options click on Menu > Run > Debug Configurations:

-

[Eun Processor Expert  Window  Help

Step Into Selection Ctrl+F5 ?
@, Run Ctrl+F11
%, Debug Fi1
@-  Profile L

Profile History (S

Profile As L

Profile Configurations...

Run History L
Run As 3

I
Run Cenfigurations... 1
Debug History ]
Debug As 4

Debug Configurations... %

Flash from file...
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D

Choose the corresponding P&E connection for the bootloader project and go to the Debugger
tab:

Create,

Name: freedom_bootloader debug pne

| type filter text

[€] C/C++ Application

[T] C/C++ Attach to Application

[€] C/C++ Postmortem Debugger

[E] C/C++ Remote Application

[£] GDB Hardware Debugging
- [£] GDB OpenOCD Debugging
a [ ] GDB PEMicro Interface Debugging
freedem_bootloader debug pne
freedom_bootloader release pne
K64F12_Led_Demo_Debug_PMNE
GDB SEGGER J-Link Debugging
freedom_bootloader debug jlink
freedom_bootloader release jlink
KB4F12_Led_Demo_Debug_Segger
= Launch Group

Filter matched 18 of 18 items

PEMicro Interface Settings

Main | %% DEIJI% Startup| 73 SuurcE| 1S Common|

Interface: [Dpel\SDA Embedded Debug - USB Port v] Compatible Hardware
Port: [USB1 - OpensDA 43704E48) - | [Refresh |

Vendor: Freescale

Additional Options

Family: Kox Target: K64FN1IMOM12

|| Mass erase on connect
Advanced Options

Hardware Interface Power Control (Voltage --» Power-Out Jack)

Regulator Qutput Voltage Power Down Delay \:I ms

Power Up Delay \:I ms

se SWD protocol

Provide power to target

Power off target upon software exit |2V~

Target Communication Speed

Debug Shift Freq (I‘(Hz]e 5000

|| Delay after Reset and before communicating to target for 1]

GDB Server Settings
Launch Server Locally

Hostname or IP: localhost

Server Parameters:

GDE Client Settings

Executable: ${cross_prefixigdb${ cross_suffic} Browse... | | Variables...
Other options:
Commands:

set mem inaccessible-by-default off
set tcp auto-retry on
set tcp connect-timeout 30

|| Force thread list update on suspend

Apply Revert

@

[ Debug ] [ Close
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Now we need to specify an additional symbol file to be used in the debug session, this will be
done by using the following GDB command:

add-symbol-file filename address

Where filename is the path to the *.elf file generated by the demo application using double
backslashes:

C:\\Users\\b38285\\workspace.kds-3.0.0\\K64F12_Led Demo\\Debug\\K64F12 Led Demo.elf

And the address is the origin of the m_text section of my demo application, in this case
0x0000a410:

/* Specify the memocry areas */

MEMORY

{
m_interrupts (R¥) : ORIGIN = @xBeeaises, LENGTH = oxeoaoedns
m_text (R¥) : ORIGIN = @xBeeaiied, LENGTH = exeeaysCea
m_data (RW) : ORIGIN = @x1FFFe@ea, LENGTH = Bxeealesas
m_data 2 (RW) : ORIGIN = @x28028888, LENGTH = BxB0030008

}
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-

then Debug:

—
/# Debug Configurations
I

Here are the updated debug configurations, after the GDB command is added, click on Apply

R — D e d— &

Create, ge, and run il

G

X 5%~

type filter text

[E] C/C++ Application
[T] C/C++ Attach to Application
[€] C/C++ Postmortem Debugger
[£] C/C++ Remote Application
[c] GDB Hardware Debugging
1+ [£] GDB OpenOCD Debugging
4 [c] GDB PEMicro Interface Debugging
[] freedom_bootloader debug pne
[] freedom_bootloader release pne
[T] K64F12 Led Derno_Debug PNE
a [T] GDB SEGGER J-Link Debugging
[T] freedom_bootloader debug jlink
[T] freedom_bootloader release jlink
[E] K64F12_Led_Derno_Debug_Segger
= Launch Group

Filter matched 18 of 18 items

Name: freedom_bootloader debug pne

Main I‘&‘ D:huggel] (L3 Startup| B Source| [ Common

PEMicro Interface Settings

V] Compatible Hardware

Additional Options
[] Mass erase on connect Use SWD protocol

Advanced Options

Hardware Interface Power Control (Voltage --» Power-Out Jack)
Provide power to target Regulater Qutput Voltage Power Down Delay
Power off target upon software exit |2V Power Up Delay
Target Communication Speed
Debug Shift Freq (I(HZJ6 5000
[] Delay after Reset and before communicating to target for Q
GDB Server Settings
Launch Server Locally
Hostname or IP: localhost

Server Parameters;
GDB Client Settings
Executable: ${cross_prefixjgdbS{cross_suffix}

Other options:

Interface: [CrpenSDA Embedded Debug - USB Port
Port: [UsB1 - OpensDA @3704E48) - | Refresh|
Vendor: Freescale Family: Kbx Target: K64AFN1IMOM12
Core:
Specify IP Specify Metwork Card IP

ms

ms

Commands:  set mem inaccessible-by-default off

set tep auto-retry on
set tep connect-timeout 30

[] Force thread list update on suspend

add-symbol-file C:\\Users\\b38285\\workspace.kds-3.0.0\K64F12_Led_Demo\\Debug\\K64F12_Led_Demo.elf 0:00004400 -

[ AppLyﬁ Revert I

@

| Debug -ﬁ Close ]

=
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— The Debug session will start:

-

i Debug - freedom_bootloader/src/bootloader/src/bootloader.c - Kinetis Desi

File Edit Source Refactor MNavigate Search Project Run  Processor Expert Window Help

AR AFRANEN REER S BN B SSR-ARe s RS R R Rl HoRi g 1 CA TR STTR AR CE SV
m i‘ E:,‘°| Bg C/C++ éDTeam Synchronizing

Debug &3 % &t |i* Y5 B  =Va. 9Br. 2 67 E. IifRe. E.. Pe.. Mo.. = B
g x
a [T] freedom_bootloader debug pne [GDB PEMicro Interface Debugging] b4 & | \@\| <§> -

a {2 freedom_bootloader.elf
4 ? Thread #1 (Suspended : Breakpoint)
= main(] at bootloader.c:474 04324
s Ci\Freescale\KDS_3.0.0\eclipse\plugins\com. pemicro.debug.gdbjtag.pne_2.2
»5 arm-none-eabi-gdb

& bootloader.c [function: main] [type: Temporary]

Mo details to display for the current selection.

< i | v
[£] bootloader.c 52 | [c] main.c [c] Oxdd8 = B | 5= Outline 22 Disasse.. 2 = B
} - Enter location here - | 2]
//! @brief Entry point for the bootloader. =
=wvoid main(void) . "
5
e i
» bootloader init();
bootloader_run();
// Should never end up here.
debug_printf("Warning: reached end of main{)\r\n"};
}
= //! Since we never exit this gets rid of the C standard functions that cause
//V extra ROM size usage.
= wvoid exit(int arg)
{ @ 1
1 -
4 m ] » 1 ¢
B Console 52 ' = Tasks [%] Problems Executables [J Memory m MQX TAD Diagnostics m MQX Kernel Data m MQX Stack Usage = O

Xk & BEEH =20

freedom_bootloader debug pne [GDB PEMicro Interface Debugging] Ch\Freescale\KD5_3.0.0\eclipse\plugins\.com.pemicro.debug.gdbjtag.pne_2.2.9.201512221411 \win32\pegdbser
-

=

< I ] 3

Writable | SmartInset | 474:1 :
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22

Open the main.c file of the K64F_Led_Demo and set a breakpoint in the init_hardware()
function:

f. H
% Debug - K64F12_Led_Demo/Sources/main.c - Kinetis DﬁEn Studio - C‘\UEISMBMEMS-B.0.0—‘ESt — 23
File Edit Source Refactor

Mavigate Search Project Run  Processor Expert Window Help
Sw R AFRNENERNEER T RN SR L SR AR SR A R R T R=Rr A g I CR PR S TR AR S

Quick Access @| Bg C/C++ éDTeam Synchronizing
k[ v =0

()= Va.. B Br.. 21 € Bo. (i) Re. E Pe...
4 [c] freedom_bootloader debug pne [GDB PEMicro Interface Debugging]
a {2 freedom_bootloader.elf

45 Debug 2

Me.. = B
XRBANBES ~
& bootloader.c [function: main] [type: Temporary]
4 ? Thread #1 (Suspended : Breakpoint) o main.c [line: 89]
= main() at bootloader.c:474 0x4324

o5 C\Freescale\KDS_3.0.0\eclipse\plugins\com.pemicro.debug.gdbjtag.pne_2.2
»5 arm-none-eabi-gdb

<

mn

| Mo details to display for the current selection.
D
[£] bootloader.c

[£) main.c &2 = O | = Outline = Disasse.. 3 = O
} a Enter location here - | 2]
} =
......... -
—int main(void)
1
‘N init_hardware();
RGB(1,1,1); /* Start with all LEDs off */
while(1)
RGE(@,1,1);
delay();
RGE(1,8,1);
delay();
RGE(1,1,8); - -
4 3 4 3
B Console 33 | Tasks Problems Executables [J Memory m MQX TAD Diagnostics m MQX Kernel Data m MQX Stack Usage = B8

freedom_bootloader debug pne [GDB PEMicro Interface Debugging] arm-none-eabi-gdb

X% & EEH =B-0-

-

=

Writable Smart Insert 19:1
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application and continue debugging it:

At this point you can step through the bootloader program and then jump to the demo

\ﬂ Debug - K64F12_Led_Demo/Sources/main.c - Kinetis Design Studio - C:\Users\b38285\workspace.kds-3.0.0-test

=)

hionrh

4 [C] freedom_bootloader debug pne [GDB PEMicro Interface Debugging]
a {2 freedom_bootloader.elf
4 ? Thread #1 (Suspended : Breakpoint)
main() at main.c:89 0xablc
_start() at Oxada2
p C\Freescale\KDS_3.0.0\eclipse\plugins\com.pemicro.debug.gdbjtag.pne.

4 | i

[ bootloader.c

—int main(void)

init_hardware();

RGE(1,1,1);

while(1)

{
RGE(®,1,1);
delay();
RGE(1,8,1);
delay();
RGE(1,1,8);
delay();

}

4
Bl Console 2 Tasks

[ main.c 52

/* Start with

File Edit Source Refactor MNavigate Search Project Run
g - R S R T T L
%5 Debug 2 #li» =8

3

Processor Expert  Window  Help

5 O Qi TGl

Quick Access

@g Br.. 2

-

& bootloader.c [function: main] [type: Temporary]
[¥] y@ main.c [line: 89]

m

@| Bg C/C++ éDTeam Synchronizing
vio = B8
% NBES ¥

all LEDs off */

L]

= 8 o= 0

- - &
e

» = 4 3 :

VIQX Stack Usage = 8

B8 B EEeEo-

<

I

Writable

Smart Insert R

freedom_bootloader debug pne [GDB PEMicro Interface Debugging] Ch\Freescale\KD5_3.0.0\eclipse\plugins\.com.pemicro.debug.gdbjtag.pne_2.2.9.201512221411 \win32\pegdbser

3
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3.2 Debugging bootloader and demo application projects using the Segger
interface

— After the bootloader has been flashed to the MCU and the demo application was loaded using
the Kinetis Updater tool go to KDS, make sure both projects are opened and click on Menu >
Run > Debug Configurations:

- = '

Run | Processor Expert  Window Help

Step Into Selection Ctrl+F5 Ih;
@, Run Ctrl+F11
%, Debug Fi1
@-  Profile L

Profile History (S

Profile As L

Profile Configurations...

Run History L
Run As 3

I
Run Cenfigurations... 1
Debug History |
Debug As 4

Debug Configurations... Aﬁ

Flash from file...

Debugging Bootloader and Application using KDS
24 NXP Semiconductor




— Choose the corresponding Segger connection for the bootloader project and go to the Debugger
tab:

L
# Debug Cunﬁgl.lratlfns

Create, manage, and run configurations

Mame: freedom_bootloader debug jlink

type filter text Main 3&% Dehugﬁ Startup| E_/ Source| = Common|

[E] C/C++ Application J-Link GDB Server S

[E] C/C++ Attach to Application [¥] Start the J-Link GDB server locally [] Connect to running target
[€] C/C++ Postmortem Debugger

[E] C/C++ Remote Application Executable: S{jlink_path}/S{jlink_gdbserver}

[£] GDB Hardware Debugging

. Device name:  MKG4FNIMOicod 2 Supperted device names
1+ [£] GDB OpenOCD Debugging ) o .
4 E GDB PEMicro Interface Debugging Endianness: © Little O Big
[E] freedom_bootloader debug pne Connection: @ USB aw (USB serial or IP name/address)
[] freedom_bootloader release pne TheiEes @ SWD ) ITAG
[£] K64F12_Led_Demo_Debug_PMNE » & Aut D -
4 [5] GDB SEGGER J-Link Debugging Initial speed: () Auto () Adaptive e 30 kHz

[E] freedom_bootloader debug jlink GDB port: 2331

[E] freedom_bootloader release jlink

[] K64F12_Led_Demo_Debug_Segger
= Launch Group Telnet port: 2333 Local host only [ Silent

Log file:

Other options: -5

SWO port: 2332 Verify downloads Initialize registers on start

Allocate console for the GDB server Allocate console for semihosting and SWO

GDE Client Setup

Executable: ${cross_prefixjgdb5{ cross_suffix}

Other options:

Commands: set mem inaccessible-by-default off i

Remote Target

Host name or IP address: | localhost

Port number: 2331 |

U [] Force thread list update on suspend
Restore defaults |

Filter matched 18 of 18 items [ Aeply | Rever |

® | Debug | ’ Close ]
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Now we need to specify an additional symbol file to be used in the debug session, this will be
done by using the following GDB command:

add-symbol-file filename address

Where filename is the path to the *.elf file generated by the demo application using double
backslashes:

C:\\Users\\b38285\\workspace.kds-3.0.0\\K64F12_Led Demo\\Debug\\K64F12 Led Demo.elf

And the address is the origin of the m_text section of my demo application, in this case
0x0000a410:

/* Specify the memocry areas */

MEMORY

{
m_interrupts (R¥) : ORIGIN = @xBeeaises, LENGTH = oxeoaoedns
m_text (R¥) : ORIGIN = @xBeeaiied, LENGTH = exeeaysCea
m_data (RW) : ORIGIN = @x1FFFe@ea, LENGTH = Bxeealesas
m_data 2 (RW) : ORIGIN = @x28028888, LENGTH = BxB0030008

}
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— Here are the updated debug configurations, after the GDB command is added click on Apply

then Debug:

/# Debug Configurations

Create, manage, and run configurations

CEaxX B

type filter text

[T] C/C++ Application

[T] C/CT++ Attach to Application

[©] €/C++ Postmortem Debugger

[T] C/T++ Remote Application

[ ] GDE Hardware Debugging
.- [£] GDB OpenOCD Debugging
a [T] GDB PEMicro Interface Debugging
freedom_bootloader debug pne
freedom_bootloader release pne
KG4F12 Led Demo_Debug PME
a [c] GDB SEGGER J-Link Debugging
freedem_bootloader debug jlink

freedom_bootloader release jlink
Ko4F12_Led_Demo_Debug_Segger
= Launch Group

Filter matched 18 of 18 items

Name: freedom_bootloader debug jlink

Main %5 Dehuggel] - Startup| E_/ Source| = Common‘

J-Link GDB Server Setup
Start the J-Link GDE server locally [] Connect to running target

Executable: Sljlink_path}/S{jlink_gdbserver}

Supported device names

Device name:  MKB4FN1 Moo 2

Endianness: @ Little © Big

Connection: (USE serial or IP name/address)

Interface:

Initial speed: 30 kHz

GDE port: 2331

SWO port: 2332 [¥] Verify downloads [¥]Initialize registers on start

Telnet port: 2333 Local host only [ Silent

Log file:

Other optiens:  -s

Allocate console for the GDB server Allocate console for semihosting and SWO
GDB Client Setup

Executable: $fcross_prefixlgdb 8 cross_suffix}

Other options:

Coemmands: set mem inaccessible-by-default off i

add-symbol-file C:\\Users\\b38285\\workspace.kds-3.0.0\\K64F12_Led_Demo\\Debug\\K64F12_Led_Demo.elf 0:00004400

Remote Target

Host name or IP address: | localhost
Port number: 2331

[ Force thread list update on suspend
Restore defaults

I Apply w Revert ]

@

| Debug Close

)
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— The Debug session will start:

. Debug - freedom_bootloader/src/bootloader/src/bootloader.c - Kinetis Design Studio - C\Users\b38285\workspace kds-3.0.0-test E@g‘
File Edit Source Refactor MNavigate Search Project Run  Processor Expert Window Help
o ENRFEASU NI R AR LA S AR R AP R R a1 =i g i CE TR S TR SRR S
Quick Access @| Bg C/C++ éDTeam Synchronizing
45 Debug 2 " W| i ¥ = B (0=Va. @Br. 5 7 E Re E Pe Mo = 8
a [T] freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] b4 S’* | \@\| = <§> -

a {2 freedom_bootloader.elf
a4 ? Thread £1 <main> (Suspended : Breakpoint)
= main() at bootloader.c:474 0x4324
s JLinkGDBServerCL
s arm-none-eabi-gdb

& bootloader.c [function: main] [type: Temporary]

s Semihosting and SWV Mo details to display for the current selection.
[£] bootloader.c 52 | [T]0x0 = O @ o= 0
/7Y @brief Entry peint for the bogtloader. - v | &
=~ void main(void)
4 -
e {
bootloader_init(); s i
bootloader_run();
// Should never end up here.
debug_printf("Warning: reached end of main()\r\n");
b
= //! 5ince we never exit this gets rid of the C standard functions that cause
//V extra ROM size usage.
—wvoid exit(int arg)
1
} 3
JiL @ - *
4 1 3 4 3
Bl Console 2 Problems lernory = ne u M = B

Xk &ElEEE=8-0-
freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] JLinkGDBServerCL

...Breakpoint reached @ address @x@eee4324 -

4

Writable Smart Insert 425:1
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— Open the main.c file of the K64F_Led_Demo and set a breakpoint in the init_hardware()

function:
r-..
# Debug - K64F12_Led_Demo/Sources/main.c - Kinetis Design Studic - C:\Users\b38285\workspace.kds-3.0.0-test E@g
File Edit Source Refactor MNavigate Search Project Run  Processor Expert Window Help
o EXNEER NI RSN e S R e R R el D=t i g 5 PR S TR SRR S
Quick Access w5 | Bg C/C++ éD Team Synchronizing
45 Debug 2 W| = ¥ = 8 Va.. 'O Br.. 2 Ex Re E Pe Vo = 8
4 [c] freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] ® o m | = <:==€> -
4 [ freedom_bootloader.elf & bootloader.c [function: main] [type: Temporary]
a4 ? Thread £1 <main> (Suspended : Breakpoint) 7] 4o main.c [line: 89]

= main() at bootloader.c:474 0x4324
p JLinkGDBServerCL
s arm-none-eabi-gdb

s Semihosting and SWV Mo details to display for the current selection.
[£] bootloader.c [€] main.c &2 = 0 Outline 2% Disasse.. £ = O
a Enter location here - | 2]
—int main(void) -
’ init_hardware()}; | seeeeeaes -
RGE(1,1,1); /* Start with all LEDs off */
while(1)
RGE(@,1,1);
delay(); il
RGE(1,8,1);
delay(); =
RGE(1,1,8);
delay();
} = -
4 b 4 3
Bl Console 2 Tasks Problems Executables ernon QX TAD Diagnostics QX Kernel Data VQX Stack Usag = 8

BB EE®E =B~ ~

freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] JLinkGDBServerCL

»

Writable Smart Insert 89:

fary
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At this point you can step through the bootloader program and then jump to the demo
application and continue debugging it:

r':n" Debug - K64F12_Led_Demo/Sources/main.c - Kinetis Design Studio - C:\Users\b38285\workspace.kds-3.0.0-test E@g
File Edit Source Refactor MNavigate Search Project Run  Processor Expert Window Help
o= G EiINDUEEs RS S 0 AiEme e i fl ey
Quick Access w5 | Bg C/C++ &0 Team Synchronizing
45 Debug 2 W| = ¥ = 8 Va.. 'O Br.. 2 Ex Re E Pe lo = 8
4 [C] freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] -

= Xkx&HAwBES ~ |
& bootloader.c [function: main] [type: Temporary]
»@ main.c [line: 89]

a {2 freedom_bootloader.elf
a4 ? Thread £1 <main> (Suspended : Breakpoint)
= main() at main.c:39 0xaflc f
= _start() at Oxada2
s JLinkGDBServerCL
s arm-none-eabi-gdb Mo details to display for the current selection.

[ S S —— LY

m

[ bootloader.c [£) main.c &2 = O

—int main(void)

init_hardware();

»

RGE(1,1,1); /* Start with all LEDs off */
while(1)

RGE(®,1,1);

delay();

RGB(1,8,1); B
delay(); ‘E‘
RGB(1,1,8);

delay();

7 b ] 3

Bl Console 2 Tasks Problems Executables Vemon, QX TAD Diag 5 10 £ 10X 5

ag 5 QX Kernel Data VIQX Stack Usage = B8

B EEFE -0~

freedom_bootloader debug jlink [GDB SEGGER J-Link Debugging] JLinkGDBServerCL

»

Writable Smart Insert 89:

fary
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4. Conclusion.

This document has demonstrated how to use Kinetis Design Studio to flash a bootloader and an
application to an MCU and how to debug the bootloader and application at the same time using the
GDB command add-symbol-file filename address that specifies an additional symbol file to be used in
the debug session.
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Appendix A - References

KDS webpage:
www.nxp.com/kds

KBOOT webpage:
www.nxp.com/kboot

Debugging with gdb:
https://sourceware.org/gdb/current/onlinedocs/gdb/

Adapting KDS project for KBOOT flash resident bootloader:
https://community.freescale.com/docs/DOC-256669

MCU on Eclipse - Debugger (GDB Server with P&E and Segger):

http://mcuoneclipse.com/2013/07/22/diy-free-toolchain-for-kinetis-part-3-debugger-gdb-server-

with-pe-and-segger/
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