RT1050 HAB Encrypted Image Generation and Analysis

1, Introduction

The NXP RT series can support multiple boot modes, it incluses: unsigned image mode,
HAB signed image mode, HAB encryption image mode, and BEE encryption image mode.
In order to understand the specific structure of the HAB encryption app, this article will
generate a non-XIP app image, then generate the relevant burning file through the
elftosb.exe tool in the flashloader i.MX-RT1050, and use MFGTOOL to enter the serial
download mode to download the .sb file.
This article will focus on the download steps of RT1050 HAB encryption related
operations, and analyze the structure of the HAB encrypted app image.

2, RT1050 HAB Encypted Operation Procedure

At first, we analyze the steps of MFGtool burning, which files are needed, so as to give
specific preparation, open the ucl2.xml file in the following path of the flashloader:

Flashloader_i.MXRT1050_GA\Flashloader RT1050_ 1.1\Tools\mfgtools-
rel\Profiles\MXRT105X\OS Firmware

Because we need to use the HAB encrypated boot mode, then we will use MXRT105X-
SecureBoot, from the ucl2.xml file, we will find the following related code:

7E] <LIST name="[DGISDParTNRIS e " desc="Boot Signed Flashloader">
3 <!-- Stage 1, load and execute Flashloader -->

-- st

rap" file="ivt_flashloader_signed.bin" > Loading Flashloader. </CMD>
rror="ignore"s Jumping to Flashloader. </CMD>

loader ——> Q
perty 1" ifhab="Open" > Get Property 1. </CMD> <!--Used to test if flashloader runs successfully—->
—sb-file \"Profiles\\MXRI105X\\0S Firmware\\enable hab.sb\"" ifhab="Open" > Program Boot Image. </CMD>
ifhab="Open"> Reset. </CMD> <!--Reset device to enable EAB Close Mode-—>

ng Flashloader —->
. . o)

> Get Property 1. </CMD> <!--Used to test if flashloader runs successfully—->

1 =e et Property 1 er rur v
s v i3 15000" body= e-sb-file \"Profiles\\MXRT105X\\0S Firmware\\boot image.sb\"" ifhab="Close” > Program Boot Image.
<CMD state="Blhost" type="blhost" body="Update Completed!"™ ifhab="Close" >Done</CMD>

Fig 1. MXRT1050-SecureBoot structure

As you can see from the above, to implement the secure boot of RT1050, you need to
prepare these three files:

« ivt_flashlloader_signed.bin: it is the signed flashloader binary file
« enable_hab.sb: it is used to modify the SRK and HABmode in the fuse map
« boot_image.sh: HAB encrypted app program file

Here is a flow chart of the overall HAB encryption operation step, after checking
this figure, then we will follow it step by step.
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Fig 2. MXRT1050 HAB encrypted image flow chart

The app image we used in this article is the RAM app, so, at first, we need to prepare
one RAM based app image. In this document, we are directly use the prepared RAM based
app image: evkbimxrt1050_led_softwarereset_0xa000.s19, this app code function is: After
download the code to the MIMXRT1050-EVKB(gspi flash) board, the on board led D18
will blinky and printf the information, after pressing the WAKEUP button SW8, the code
will implement software reset and printf the related information. The unsigned code test
print result are as follows:

BOARD RESET start.

Helloworld.
WAKEUP key pressed, will do software system reset.

BOARD RESET start.
Helloworld.

2.1 CST tool preparation



Because the contains a lot of steps, then customer can refer to the following document
do the related configuration, this document, we won’t give the CST configuration detail
steps. Please check these documents:
https://www.cnblogs.com/henjay724/p/10219459.html
https://community.nxp.com/docs/DOC-340904
Security Application Note AN12079
After the CST tool configuration, please copy the cst.exe, crts filder, key folder from cst
folder to the same folder that holds elftosb executable files:
Flashloader_i.MXRT1050_GA\Flashloader RT1050_1.1\Tools\elftosb\win

2.2 Sign flashloader

Please refer to application note AN12079 chapter 3.3.1, copy flashloader.elf from
folder path:
Flashloader_i.MXRT1050_ GA\Flashloader RT1050_1.1\Flashloader
And the imx-flexspinor-normal-signed.bd from folder path:
Flashloader i.MXRT1050_GA\Flashloader RT1050 1.1\Tools\bd_file\imx10xx
to the folder:
Flashloader i.MXRT1050 GA\Flashloader RT1050 1.1\Tools\elftosb\win
Please open commander window under the elftosb folder, then input this commander:

elftosh.exe -f imx -V -c imx-flexspinor-flashloader-signed.bd -o ivt_flashloader_signed.bin flashloader.elf

me (E] » IMXRTCode » according » secure » Flashloader i.MXRT1050_GA » Flashloader RT1050 11 » Tools b efftosb » win »

Share with Burn New folder

Name Date modified Type

|®) csf.bin BIN File 4 KB
7] input.csf CSF File 1KB
|®] ivi_flashloader_signed.bin BIM File 96 KB
|8 ivt_flashloader_signed_nopadding.bin BIN File 95 KB
|®) temp.bin BIN File 83 KB

File 3T KB
N File 1KB
* [N File 40 KB
N File 36 KB
fxt Document 4 KB
D File 4KB
D File 4KB
EllpFile 3KB
9 File 5T KB
finZip File 17 KB
M File KR

fully and signed data available in csf.bin
iMX bhootable image generated successfully

Fig 3. Sign flashloader

This steps will generate the ivt_flashlaoder_signed.bin, which is needed to put under the
MFGtool OS Firmware folder, just used for enter the signed flashloader mode.

2.3 SRK and HAB mode fuse modification files

Please refer to AN12079 chapter 4.3, copy the enable_hab.bd file from folder path:
Flashloader i.MXRT1050 GA\Flashloader RT1050 1.1\Tools\bd_file\imx10xx


https://www.cnblogs.com/henjay724/p/10219459.html
https://www.cnblogs.com/henjay724/p/10219459.html
https://community.nxp.com/docs/DOC-340904
https://community.nxp.com/docs/DOC-340904
https://www.nxp.com/webapp/sps/download/mod_download.jsp?colCode=AN12079&appType=moderated
https://www.nxp.com/webapp/sps/download/mod_download.jsp?colCode=AN12079&appType=moderated

to this folder path:

Flashloader i

.MXRT1050_GA\Flashloader RT1050_1.1\Tools\elftosb\win

to the chapter 2.1 generated SRK 1 2 3 4 fuse.bin, modify

enable_hab.bd like the following picture:

# The source block assign file name to identifiers
sources {

o oe W R e

constants {

g

8

3 # TINInrnnnnnl wWARNING fitlinininnn

.0 # The section block specifies the sequence of boot commands to be written to the SB file
1 # Note: this is just a template, please update it to actual values in users' project
.2 section (0} {

3

4 # Program SRK table

5 load fuse 0xC12C1824 > Oxl18;

K3 load fuse Oxe6aciii2 > 0x18;

7 load fuse [0xdS89BE2S > Ox1A;

8 load fuse O0x64fT6cT6€ > OxlB;

= load fuse [OXBEESWOEEN>- 0x1C;

0 load fuse OxOSRDS048 > Ox1D;

= load fuse OXTDSAOCTE > Ox1E;

2 load fuse [OXSZDFORESN> Ox1F;

3

4 # Program SEC CONFIG to enable HAE closed mode

5 load fuse 0x00000002 > Ox06&;

TR

) ZEF) RHE EES FENV SA) Ko S00W =TE)
3. & 4 16 [7]| Ans [=]| +7=z81 7]

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D QE OF

00000000 k& 18 2C C1 [¥2 77 AC Eé 25 BB 83 D5 76 6C F7 6% ﬁg.,irw—‘&%»“:.fﬁrl%d
00000010 (@8 T9 BA EC| 48 50 AD 08 J40C SETD 69 90 D4 92 .yg'l{'ll:..t..z}i.f)’

Fig 4. enable_hab.bd SRK and HAB mode fuse modification

the

Then, in the elftosb window, please input the following command, just used to generate
the enable_hab.sb program file:

elftosh.exe -f kinetis -V -c enable_hab.bd -0 enable_hab.sb

ne(E) | »|IMXRTCode » according » secure b Flashloader_iMXRT1050_GA » Flashloader RT1050_11 » Tools » elftosb » win »

Burn New folder
Name Date modified Type Size
|_| enable_hab.sb 11/8/2019 5:22 PM SB File
IN File
B Administrator: Clwindows\system32\cmd.exe SF File
IN File
E:\IMXRTCode “according~secure“Flashloader_i.MXRT1858_GA“Flashloader RI185@_1.1NT|
oo 1s elftosh win>elftosh.exe —f kinetis -U —ec enable_hab.bd -o enahle_hah.sh INbile
[Boot Section Bx0BBOOROA : IN File
PROG | idx=8x80000018 | wdl=Bxc12c1824 | w»d2-0xP00POOPE | flg=BxB480 B File
PROG | idx=8xB8008017 ! wdl=Bxebac??72 12 =0xPARBARBA | flg=Ax0400
PROG 1 ! wdl-Bxd587bb25 £ 1q=0:x8400 N File
PROG | i wdl=Bx64f 76c76 IN File
PROG | i " Axhc8a?7988 wd 2 =AxANARAARA f 1g=0xA480 IN File
PROG | H B8 ads 048 o f lg=0x0460
PROG ! : Px?d520c74 =4 Decument
PROG | ' Px72d49d69 D File
PROG | idx=8x00000006 | wdl-Bx00000002 f lg=8x0480 D File

Fig 5. SRK and HAB mode program files generation

2.4 APP Encrypted Image

If you want to do the HAB encrypted image download, you need to prepare one non-
XIP app image, here we prepared one RAM based APP srec files.



Because the app file is the RAM files, then we also need the related RAM encrypted .bd
files, please copy imx-itcm-encrypted.bd from the folder path:
Flashloader i.MXRT1050_ GA\Flashloader RT1050 1.1\Tools\bd_file\imx10xx
to this folder path:
Flashloader i.MXRT1050 GA\Flashloader RT1050 1.1\Tools\elftosb\win
Open imx-itcm-encrypted.bd, then modify the following content:

options {
flags = 0xOc;
# Note: This is an example address, it can be any non-zero address in ITCM region
startAddress = 0x8000;
ivtOffset = 0x1000;
initialLoadSize = 0x2000;
# Note: This is required if the cst and elftsb are not in the same folder
# Note: This is required if the default entrypoint is not the Reset_Handler
#  Please set the entryPointAddress to Reset_Handler address
entryPointAddress = 0x0000a2dd;

}
Here, we need to note these two points:

(1) ivtOffset = 0x1000;

If the external flash is flexspi flash, then we need to modify ivtOffset as 0X1000, if it is
the nandflash, we need to use the 0X400.

(2) entryPointAddress = 0x0000a2dd;

The entryPointsAddress should be the app code reset handlder, it is the app start
address+4 data, the entry address is also OK, but we suggest you to use the app
Reset_Handler address.

E SRecordizer
= [JEI] [ﬂ ..j = = | == o = (-Fl @& Fll,
evkbimirt1050_led_softwarer... |

# £ 4 Size Address pata Csum
@ 58 28 gaes 453A5(494D585254436F6465505175657374696F6E5(5254313835385C73656375... 93
1 51 13 Agee 2242028000A2000059438280490420800 B2
2 51 13 Agle b L L R e b b e e o 3C
3 51 13 ABZe pezRAReARERRERRRRRRERERR50AIRERE 2C
4 51 13 Agze 2e2202000000000E5FAZBRRBI5ARRERE aF
5 51 13 Agag E9CFE2eeF LCFeeaer ICFeeaea10eeaee FB
E 51 13 ABGe 290282001 100822801 9D882202 1088800 (=
7 51 13 ABER 290668063 1D002803IDEBRR84 1DBEB0E D8

Fig 6. App reset handler address

Then input the following commander in the elftosb windows:

elftosh.exe -f imx -V -c imx-itcm-encrypted.bd -o ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted.bin
evkbimxrt1050_led_softwarereset_0xa000.s19



we(E) » IMXRTCode » according » secure b Flashloader i MXRT1050_GA » Flashloader RT1050 11 » Tools » elftosh » win »

dew folder
Name Date modified | Type Size
9] csfibin BIN File 4K8
8] ivt_evkbimxrtl050_led_softwarereset_0xa000_encrypted.bin BIN File 40K8
8] ivt_evkbimxrtl050_led_softwarereset 0xa000_encrypted_nopadding.bin BIN File 36 KB
9] dekbin BIN File 148
| input.cst CSF File 1¢8
9] rawbytes.bin BIN File 218
%) temp.bin BIN File 328
; BIN File % KB
EX Administrator: Clwindows'\system32\cmd.exe BIN File 95 K8
. . SE File 37 KB
E: \IMZRICode according \secure \Flashloader_i.MRRI1858_GA“Flashloader RI1850 1.1%I
bolsselftoshwindelftosh.exe —f imx —U —¢ imx-itcmenceypted.bd —o ivt_evkbimxrt Text Document 4 KB
HB50_led_sof tuarereset_BxaBBA_encrypted.bin evkbimxrt1856_led_softuarereset_Bxa0jll EWEIS 1K8
pa.s1% BD File 1B
38
57 KB
WinZip File 17 KB
BIN File 36 KB
BIN File 328
BIN File 27 kB
CSF Processed successfully and signed data available in csf.bin S e
iHX hootable enerated successfully h -
Koy Blob Address is Bx12088. BD File 18
ey Blob data should be placed at Offset|:BxaB@ fin the image 519 File 51KB

Fig 7. App HAB Encrypted file generation

Please note, we need to record the generated key blob offset address, it is 0XAO00, just like
the above data in the red frame, this address will be used in the next chapter’s .bd file. After
this step, it will generate 7 files:

(1) ivt_evkbimxrt1050 led softwarereset_0xa000_encrypted.bin, this file includes the
FDCB which is filled with 0, IVT, BD, DCD, APP HAB encrypted image data, CSF data.
(2) ivt_evkbimxrt1050 led_softwarereset_0xa000_encrypted_nopadding.bin, compare
with ivt_evkbimxrt1050 led_softwarereset_0xa000_encrypted.bin, this file deletes the Os
which is above IVT range.

(3) Csf.bin, it is the HAB data area, you can find the data contains the csf data, it is from
0X8000 to 0X8F80 in the generated
ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted.bin.

/[t _evkbimurt 1050_led_softwarereset_0xa000_encrypted.bin | csf.bn *I[ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted.bin | csf.bin
25706007000 00 00 05 0 06 00 06 00 7 : qe 317 623 433 345 5: ﬁc 3?3 333 1?7 o5 ot‘c- 55 { %6 sﬁe ;
0 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
Til5E Balee ciles 17 BE 00 0C 02 09 00 00 01 00 00 04 A8 CA 00 OC 00 :
02 09 00 00 01 00 00 00000020h: 01 CS 1B 00 00 00 07 FC BE 00 OC 00 09 00 00 02 ;
00 00 00 07 FC BE 00 0000003 00 OA 00 CA 00 14 00 02 C5S 1B 00 00 00 OD 54 :
00 CA 00 14 00 02 C5 1 0000004 0 00 90 00 00 00 00 40 BE 00 OC 01 BB 00 00 00 ;

00 00 00 00 40 BE 00
0 00 CA 00 14 00 00 A3
00 00 00 52 50 D7 04
80 01 00 00 03 A4 12
53 SE EF EO SE EC 7A

S
o
=)

00000050h: 00 01 20 00 CA 00 1 00 A3 1B 00 00 00 OF 58 ;
00000060n: 00 RO 00 00 00 D7 04 40 40 E1 01 OF 21 ;
00000070h: 00 00 00 80 01 00 00 03 A4 12 DD 8F 2A 2E EF B7 :
00000080h: 18 F8 06 53 SE EF EO 8E EC 7A Bl 8C 27 Ci BF 91 ;

o
(Sl
o
o

X[ iyt_evidimxrt1050_led_softwarereset_0xa000_encrypted.bin | csf.bin /| ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted.bin | csf.bn
3 4 5 6 7 8 9 a g e s e TS 9a b e dis f
00008107 35 C1 FO A2 DE D6 F4 CO 7 00000£10nh: 3C 8D ES BB C1 FO A2 DE D6 F4 CO 2C 37 20 01 90 ;
000082201 E0 3C 1A E3 2C 90 B2 88 ; 00000£20h: 06 4D EC EO 3C 1A E3 2C 90 B2 88 D2 67 36 A7 99 ;
00008£30! C2 06 BS ES OF C4 99 24 ; 00000£30h: 19 FC 96 C2 06 BS ES OF C4 99 24 E3 3F 02 17 €B ;
00008£40] A3 1D SA FF A3 28 34 11 ; 00000£40nh: B2 E7 0B A3 1D SA FF A3 2B 34 11 EF 74 3E 68 E6 ;
00008£50] 35 B7 00 00 00 AC 00 25 ; 00000£50h: 14 CB 6F 35 B7 00 00 00 AC 00 25 43 00 OD 00 10 ;
02 OE 67 11 OF F1 5C 71 E9 1 ; 00000£60h: C2 DE 02 OE 67 11 F1 SC 71 E9 EC F7 3E 1

92 F8 7A EF 13 E1 9E 1B CD 06 00 ; 00000£70h: OA 4F 1C 92 F8 7 13 E1 9E 1B CD 06 00

Fig 8. Csf data and the encrypted app relationship
(4) dek.bin,



&) dek.bin

Offsec(h) 00 O1 02 03 04 05 06 07 O8 0% 0O&A OB OC OD QE OF
00000000 E‘BD 72 4B 52 32 EE F4 B8 S& TF E& 14 ES 29 70 FO '=

Fig 9. Dek data

DEK data is the AES-128 bits key, it is not defined by the customer, it is random
generated automatically by the HAB encrypted tool.

(5) input.csf

Open it, you can find the following content:

Nj input.csf - Notepad
File Edit Format View Help

[Header]
version = 4.3
Engine = DCP
Engine Configuration = 0
Certificate Format = x509
Signature Format = CMS
Hash Algorithm = sha256

[Install SRK]
File = "keys/SRK_1_2_3_4_table.bin”
Source Index = 0

[Install CsFK]
File = "crts/CcsF1_1_sha256_2048_65537_v3_usr_crt.pem"”
certificate Format = x509

[Authenticate Cs5F]

[Install key]
File = "erts/IMel_1_sha256_2048_65537_v3_usr_crt.pem"”
verification Index = 0
Target Index = 2

[Authenticate Data]
verification Index = 2
Engine = DCP
Engine Configuration = 0
Blocks = 0x9000 0x1000 0x40 "temp.bin"

[Install Secret Key]
verification index = 0
Target index = 0
Key = "dek.bin"

Key Length = 128
Elob address = 0x12000

[Decrypt Dpata]
Engine = DCP
Engine configuration = 0
verification index = 0
Mac Bytes = 16
Blocks = 0xa000 0x2000 0x5250 "temp.bin”

Fig10. Input csf file content

(6) rawbytes.bin, this is the app image plaintext data, it doesn’t contains the
FDCB,IVT,BOOTDATA, DCD, csf etc.

(7) temp.bin, it is the temperate file, compare with
ivt_evkbimxrt1050 led_softwarereset_0xa000_encrypted.bin, no csf files.

2.5 HAB Encrypted QSPI program file



Here we need to prepare one program_flexspinor_image_gspinor_keyblob.bd file, and
put it under the same folder as elftosb, this file is used to generate the HAB encrypted
program .sb file. Because the flashloader package didn’t contains it, then we paste all the
related content, and | will also attach it in the attachment.

# The source block assign file name to identifiers
sources {
myBinFile = extern (0);
dekFile = extern (1);
}
constants {
kAbsAddr_Start= 0x60000000;
kAbsAddr_Ivt = 0x60001000;
kAbsAddr_App = 0x60002000;

}

# The section block specifies the sequence of boot commands to be written to the SB file
section (0) {

#1. Prepare Flash option
# 0xc0000006 is the tag for Serial NOR parameter selection
# bit [31:28] Tag fixed to 0x0C
# bit [27:24] Option size fixed to 0
# bit [23:20] Flash type option
# 0 - QuadSPI SDR NOR
1 - QUadSPI DDR NOR
2 - HyperFLASH 1V8
3 - HyperFLASH 3V
4 - Macronix Octal DDR
6 - Micron Octal DDR
8 - Adesto EcoXIP DDR
bit [19:16] Query pads (Pads used for query Flash Parameters)
0-1
2-4
3-8
bit [15:12] CMD pads (Pads used for query Flash Parameters)
0-1
2-4
3-8
bit [11: 08] Quad Mode Entry Setting
0 - Not Configured, apply to devices:
- With Quad Mode enabled by default or
- Compliant with JESD216A/B or later revision
1 - Set bit 6 in Status Register 1
2 - Set bit 1 in Status Register 2
3 - Set bit 7 in Status Register 2
4 - Set bit 1 in Status Register 2 by 0x31 command
# bit [07: 04] Misc. control field
# 3 - Data Order swapped, used for Macronix OctaFLASH devcies only (except MX25UM51345G)
# 4 - Second QSPI NOR Pinmux
# bit [03: 00] Flash Frequency, device specific
load 0xc0000006 > 0x2000;
# Configure QSPI NOR FLASH using option a address 0x2000
enable flexspinor 0x2000;

HoH HH H O HHHHHHHHHHHHHHHH

#2 Erase flash as needed.
erase 0x60000000..0x60020000;

#3. Program config block

# 0xf000000f is the tag to notify Flashloader to program FlexSP1 NOR config block to the start of device
load 0xf000000f > 0x3000;

# Notify Flashloader to response the option at address 0x3000

enable flexspinor 0x3000;



#5. Program image
load myBinFile > kAbsAddr_Ivt;

#6. Generate KeyBlob and program it to flexspinor
# Load DEK to RAM
load dekFile > 0x10100;
# Construct KeyBlob Option
#
# bit [31:28] tag, fixed to 0x0Ob
# bit [27:24] type, 0 - Update KeyBlob context, 1 Program Keyblob to flexspinor
# bit [23:20] keyblob option block size, must equal to 3 if type =0,
# reserved if type =1
# bit [19:08] Reserved
# bit [07:04] DEK size, 0-128bit 1-192bit 2-256 bit, only applicable if type=0
# bit [03:00] Firmware Index, only applicable if type = 1
# if type = 0, next words indicate the address that holds dek
# the 3rd word
#
# tag = 0xOb, type=0, block size=3, DEK size=128bit
load 0xb0300000 > 0x10200;
# dek address = 0x10100
load 0x00010100 > 0x10204;
# keyblob offset in boot image
# Note: this is only an example bd file, the value must be replaced with actual
#  value in users project
load 0x0000a000 > 0x10208;
enable flexspinor 0x10200;

#7. Program KeyBlob to firmware0 region
load 0xb1000000 > 0x10300;
enable flexspinor 0x10300;

}

Please note, in the above chapter, fig 7, we mentioned the keyblob offset address, we need
to modify it in the following code:

load 0x0000a000 > 0x10208;
Now, combine program_flexspinor_image_qgspinor_keyblob.bd,
ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted_nopadding.bin

and dek.bin file together, we use the following commander to generate the boot_image.sb:

elftosb.exe -f kinetis -V -c program_flexspinor_image_gspinor_keyblob.bd -0 boot_image.sh
ivt_evkbimxrt1050 led softwarereset 0xa000_encrypted nopadding.bin dek.bin



ume (E:) » IMXRTCode » according » secure » Flashloader_ i, MXRT1050_GA » Flashloader RT1050 1.1 » Tools » elftosh » win »

Burn Mew folder
MName ¥ Date modified Type Size
|| boot_image.sh 11/8/2019 6:25 PM SE File 3T KB
BIM File 4 KB
BN Administrator: CAwindows\system32\cmd.exe EI@ BIN File 40 KB
BIN File 36 KB

E:“IMERTCode“accordingsecure“Flashloader_i.MZRT16858_GA“Flashloader_ RT1858_1 1T

oolsselftosh win>elftosh.exe —f kinetis -U —c¢ program_f lexspinor_image_gspinor_k BIN File 1 KB

eyhlob.bd —o boot_image.sh ivt_euvkbimxrtiB50_led_softuwarereset_BOxaBB@0_encrypted CSF File 1KB

nopadding.bin dek.bhin BIM File 21 KB

[Boot Section BxBEBBAOAE: .
FILL | adr-8x@8002000 ! len-Bx00000004 ! ptn=-OxcOOODODG EILIALE .
ENA | adr-0x00002000 | cnt-0xBOOBOOD4 | £ 1lg-Bx0900 BIN File KB
ERAS | adr=0x6ABAAE6A | cnt=-BxB0B20008 | f1g=-Ax0000 BIN File 95 KB
FILL | adr=0xBA00360608 | len=-0xBAABAAR4 | ptn=BxfBAEEARE Text Docurment 4KB
ENA | adr=0xBABB3008 | cnt=-BxB0BBAAE4 | f1g=AxA?7080 o
LOAD ! adr=Bx6B001000 ! len=-Bx00009000 | crc=Bx8a69d934 | BD File 4Kk
LOAD ! adr=0xBBO10100 ! len=-0xBO6B0B10 ! crc=Bx8h86daae ! BD File 4KB
FILL | adr=0x800182608 | len=-BxBAABAAR4 | ptn=BxhB3BEAAR 8D File IKB
FILL | adr=8x880818284 | len=-8xB0000BB4 | ptn=0x00818108
FILL ! adr=0x00016208 ! len=-0xBB000004 ! ptn=0x00082000 519 File STKE
ENA | adr=0xBA016208 | cnt=-BxB0BBAAG4 | f1g=-AxA780 WinZip File 17 KB
FILL | adr=0x88018388 | len=-BxBAABAAR4 | ptn=BxhlBABEAAR BIN File KB
ENA | adr=0xBA010388 | cnt=-BxB0B0AAE4 | f1g=-AxA?780 — v

Fig 11. App HAB encrypted program file generation
Until now, we will find, all the related HAB encrypted files is prepared.
2.6 MFG Tool program HAB Encrypted files to RT1050-EVKB
Before we program it, please copy the following 3 files which is in the elftosb folder:
ivt_flashloader_signed.bin
enable_hab.sb
boot_image.sb

to this folder: Flashloader_i.MXRT1050 GA\Flashloader RT1050 1.1\Tools\mfgtools-
rel\Profiles\MXRT105X\OS Firmware

Please modify cfg.ini, the file path is:
Flashloader _i.MXRT1050_ GA\Flashloader RT1050 1.1\Tools\mfgtools-rel

Modify the content as:
[profiles]

chip = MXRT105X

[platform]

board =

[LIST]

name = MXRT105X-SecureBoot

Choose MXRT105X-SecureBoot program mode.
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Then open the tool MfgTool2.exe, the board MIMXRT1050-EVKB(need to modify the
on board resistor, use the gspi flash) mode should be serial download mode, just modify
SWT7:1-OFF,2-OFF,3-OFF, 4-ON, connect two usb cable between PC and the board J28
and J9. After the connection, you will find the MfgTool2.exe can detect the HID device:

i MfgTool_MultiPanel (Library: 2.7.0) o @ ([
Hub 1--Port 2 Status Information
Drive(s): . Successful Operations: 1
Failed Operations: 0

HID liant devi
ELLE R ELELER Failure Rate: 0.00 %

Fig 12. MFG tool program

After the program is finished, power off the board, modify the boot mode to internal boot,
it is SW7:1-OFF,2-OFF,3-ON, 4-OFF, connect the COM terminal, power on the EVKB
board, after reset, you will find the D18 led is blinking, after you press the SW8, you will
find the following printf information:

BOARD RESET start.

Helloworld.
WAKEUP key pressed, will do software system reset.

)

BOARD RESET start.
Helloworld.

So, the HAB encrypted image works OK now.
3. app HAB encrypted image structure analysis
3.1 MCUBootUtility Configuration to check the RT Encrypted image

Here, we can also use MCUBootUtility tool to check the RT chip encrypted image
and the fuse data.
If the cst is your own configured, please do the following configuration at first:
(1) Copy the configured cst folder to folder:
NXP-MCUBootUtility-2.0.0\tools
Delete the original cst folder.

NXP-MCUBootUtility-2.0.0\gen\hab_cert

Now, you can use the new MCUBootutility to connect your board which already done
the HAB encrypted method.
3.1 RT1050 fuse map comparation
Before do the HAB encrypted image program, | have read out the whole fuse map as
follows:
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https://github.com/JayHeng/NXP-MCUBootUtility/releases/tag/v2.0.0
https://github.com/JayHeng/NXP-MCUBootUtility/releases/tag/v2.0.0

] NXP MCU Boot Utility v2.0.0
File Edit View Tools Window Help

Target Setup Secure Boot Type Dy Unsigned Image Boot ~| [ AlFin-One Action X

MCU Device: i MXRTL05% =
Boot Device: FLEXSPINOR v
Boot Device Configuration
- - - | Image Generation Sequence | Image Loading Sequence | €Fuse Operation Utility \ Boot Device Memory
Device Configuration Data (DCD)
0:40128003  Ox4e0  0,50749d5f SRK4  0,00000000 S¥GP2  0x00000000 OxTEO .. 0x860 .
0x65f82484 0x4£0 SRKS SwGp2 0=790 T Ox8T0° oo
A WID!  0421751d2 OTEME SRKE  (0,00000000 S¥GP2  (0,00000000 OxTaD ... 0:880 ________
Port Setup |
e e— SRKT 0x7h0 0830
CJUART  © USB-HID x 0x50010068 0x00000000 0x00000040 0% i
Vendor ID: 0x440  0x00420002 OTPMK ... 0x800 0500000000 0x00000000 OxTed . (2 —
g e - [1020) S— 0:610  0,00000000 O0xBE0  0,00000000 OxTdD ________ 0x8b0 ________
0x00000000 OTEMK 0x820  (,00000000 0700 (i — [ S —
. [7] One Step 0x00000000 OTRMK ________ 0x630  0,00000000 OxT1I0 ________ TN s (o —
0x480 000000000 OTEMK ________ 0x840  0,00000000 Ox720 0x800 ____.__. G
02490 (00009400 OTEMK _______ (17— 0x730 (1 T — () [—
Ox4a0 SRKD 0x660 0x740 0x820
3 0x4b0 SRK1 0x670 QxTR0:) Esres 0x830 ) FEEeseny
Device Status
Oxded SEK2 0880 0x760 oo {12 R —
0OCOTP->MISC_CONF0[31:00] = 0x40 A
FlexRAM Partion =0000 - 128KB ITCM, 0x4d0 SRK3 SwGp2 0eTT0 0x850 ________
128KB DTCM, 256KB OCRAM
Log
2.0.0\NXP-MCUBootUtility-2.0.0\tools\blhost2_3\win\blhost -t 50000 -u 0x15A2,0x0073 -j -- efuse-read-once 78 -
Block Size = 64 KB Executing E:\PROFILELMX RT\software\MCUBootUtility\NXP-MCUBootUtility-2.0.0\NXP-MCUBootUtility-
20.0\NXP-MCL 2.0 . blhost -t 50000 -u 0x15A2,00073 -} -- efuse-read-once 79 @
00:05.753

Fig 13. MIMXRT1050-EVKB fuse map before HAB encrypted image

[] 1D, 20, S
= . ! i (=] 1Tpg - Windows Bhiots Viewer [=le ==
2 # The source block assign file naml| fie v pint v Emal  Bum v Open v @
3 sources {
a
B 5 NXP MCU Boot Utility v2.0.0 (=0
6 constants { File Edit View Tools Window Help
2 ——
e Target Setup Secure Boot Type B Encrypted Image Boot =] [ Aln-OneAdtion | X
s 4 11! WARN]
10 # The section block specifies the CLslieL EMXRT

Sequence | Image Loading Sequence | eFuse Operation Utiity | Boot Device Memory |
0x40128003  0x4e0  0x50749d5f |SEE4  Oxbcsa7o08 |S*OP2 0400000000  Ox7E0

11 § Note: this is just a template, pl .
12 section (0) { MCU Device: i MXRT105%
13
14 4 Program SRX table Boot Device: FLEXSPINOR =)

Il

065182484 Ox4E0 0x00000000 |[SEES  0x08ad5048 |S¥GP2Z  0,00000000 ~0x790

15 load fuse 0xC12C1824 >
16 load fuse Oxe6ac7772 > WIDI - 01217512 OTPHK ... SRKS  0x7d5a0c74 |S*GPZ  0x00000000  OxTaD 0x880 ...
17 load fuse 0xd589bb25 > Boot Device Configuration
18 load fuse OX64£76c76 > 0x430  0x50010068 OTPMK ... SEKT 09244969 | [conto] 0x00000040  OxTEO
19 load fuse 0xbc8a7908 > Device Configuration Data (DCD) x 300000000 1
20 load fuse Ox0SADS048 > i 0x40 000420002 OTRK 0600 000000000 000000000 010 B0
21 load fuse Ox7DSA0C74 >
0610 0xB£0 0xTd0 0x8b0 ..
22 load fuse 0x92D49D69 > Port Setup 0000000, I O
23 Seppoee e
A i 0x00000002 0x620 [ — 0xTel. Gpd
24 # Program SEC_CONFIG to enable LU S EE L
28 load fuse 0x00000002 > 0X06; Vendor ID: 000000000 OTPHK 0:630 G108 e 0750 o p—
26
27} Product ID: 0x480 (00000000 OTPMK ________ 0x640 DxTe0l | e 0800 G p—
28
0x430 (00000400 OTPMK ________ 02850 IxTo0N e 0x810 G p—
. [ One Step 0x4aD  (,000000bf | SRKD  Oyc12c1824  |OxBS0 0x740. 0x820

027508 ==

0x4<D 0x00000000 | SKE2  Oxd589bb2s [0x680
[ Device Status |

Ox4d0
OCOTP->MISC CONFOBL00] = 0d0  ~
FlexRAM Partion =0000 - 128KB ITCM,
128K8 DTCM, 256KB OCRAM

— FiexSPINOR memory=——---— 0x15A2,000073 -j -- efuse-read-once 78 -
Executing EAIMXRTC i M it i -t 50000 -u
‘

0x760.

000000000 | SRE3  0x6af76c76  [SeGp2

Log

phrEim sl 0x15A2,00073 - -- efuse-read-once 79 E
Sector Size = 4 KB

Block Size = 64 KB

- 00:07.483

Fig 14. MIMXRT1050-EVKB fuse map after HAB encrypted image

Compare the fuse map between do the HAB encrypted image and no HAB encrypted
image, we can find two difference:

e HAB mode, 0X460 bitl: 0open, 1 close
e SRKarea
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We can find, after program the HAB encrypted image, the SRK fuse data is the same as
the SRK data which is defined in the enable_hab.bd.

3.2 Readout HAB encrypted QSPI APP image structure analysis

From MCUBootUTtility tool, we can find the HAB Encypted image structure should be
like this:

Program final bootable image
to boot device:

HAB Data
(CSF, Carts, Signaturas)

Fig 15. HAB Encrypted image structure
What about the real example image case? Now, we use the MCUbootUTtility tool to read
out our HAB encrypted image, from address 0X60000000, the readout size is 0XB00O.
The detail image structure is like following:

0x60000000 46 43 48 42 00 04 01 56 00 00 00 00 01 03 03 00
0x60000010 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 S512KB

0260000110 00 00 0O 00 00 QO 00 OO OO 0O 00 00 0O 0O 0O 0O
0x80000200  £f ff £f £f £f £f £f £f £f ff £f £f £f £f £f £f
0x60000210 £f £f £f £f £f £f £f £f £f £f ff £f ££ £f £f £f

x D £t f1, 1 f 72‘ f _3, f 1 ;4 , f

41 00 20 40
0 90 00 00

LxAO001FED 00,0000 00 00 00 00 00 00 00 00 _GR.00 0000 00
0x60002000 83 97 o4 07 40 2 c5 dc 75 22 61 £8 d3 d6 77 da
0x60002010 d0 82 61 47 27 99 &9 82 49 48 ad 52 52 68 4b_la
0x60002020 2a ee 03 40 32 b0 43 Ba £9 £f b0 b9 25 T3 ec ‘cS\

[ ted APP B —— 0x60007220 2b 91 b5 ea Da Te dl me Ba 9f 45 Oe c3 d0 &2 ™\
P 0x60007230 €6 e9 a7 55 £0 7b £8 ae 97 76 6b 22 d8 4c fe db
FADDING g - | 0x60007240 0 25 65 10 44 0a 03 2c 11 70 61 0c 04 0d 38 s
HABdata MU e LR R LR R

0260007260 00 0O 0O 00 0D 0 00 00 00 00 00 80 00 00 00 00
PADDING — ‘ v
DEK blob N . 0:60007€0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
7
PADDING \ O\ . 0x60007££0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
N\

\ 0x60003000 d4 00 6% 43 be 00 Oc 00 03 17 00 QO 00 00 00 &8
\, 0x60008010 be 00 Oc 02 09 00 00 01 00 00 04 a8 ca 00 Oc 00 ‘

0x60008f60 c2 de 02 Oe 67 11 Of £178c 71 &8 fc £7 32 17 31
0=60008£70 0a 4f lc 92 £8 Ta ef 13 el 8e Ib cd 06 00 00 00

A 0x60008£80 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 OO0 |
\ 0z60008£30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 \
\\\ \\ 0£60009fe0 00 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 |
\\ \, 0xG0009££0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
NN @ BT 00 38 43 66 700 23 de = 52 04 12 66 63
N Yy |x6000a010 83 cb a8 63 Bb 3f B0 £f ££ 6c bT Oa DI af dl 5f

060002020 34 0a 94 4a de al &9 67 Ob Oe & db T4 09 9d bd
AN 060002030 05 eT 8d 57 bT 20 5b 91 00 00 00 00 00 00 00 OO

N 0x6000a040 00 00 00 00 00 00 00 00 00 00 0D 00 OO0 00 00 OO /
"y D0x60002050 00 0O 00 00 00 00 0O 00 00 00 00 00 00 00 00 00/

mﬁﬂﬂﬂalfﬂm 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 DO~
0x60002200 £f £f £f ££ £f £f £f ff £f £f £f £f £f £f ff £f
0x6000a210 ff ff £ff ff ff ff ff ff ff ff ff ff £f ff ff ff

Fig 16. HAB Encypted image example structure

1): IVT: hdr, IVT header, more details, check hab_hdr

2): IVT: entry, the app entrypointAddress, it should be the reset_handler address, in this
document example, it is the address 0xa004 data, the plaintext is 0X00A2DD, but after the
HAB encrypted, we can find the address -x60002004 data is the encrypted data
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3): IVT: reserved

4): IVT: DCD, it is used for the DRAM SEMC configuration, in this example, we didn’t
use the SDDRAM, so the data is 0.

5): IVT: BOOT_DATA, used to indicate the BOOT_DATA RAM start address 0X9020.
6): IVT: self, ivt self RAM start address is 0X9000

7): IVT:CSF, it is used to indicate the CST start address, this example csf ram address is
0X00010000.

8): IVT:reserved

9): BOOT_DATA: RAM image start, the whole image RAM start address, this RAM
example BOOT_DATA is 0X8000,0XA000-0X2000=0X8000

10): BOOT_DATA: size, APP while size, it is 0X0000A200, after checking the while
generated HAB encrypted app image size, you can find the image end size is really 0XA200,
just Ike the fig 16.

11): HAB Encypted app data, please check

ivt_evkbimxrt1050_led_softwarereset_0xa000_encrypted.bin file, the address 0X2000-
0X7250 data, you will find it is the same.

12): HAB data, it incluses the csf, certificate etc data, you can compare the file
ivt_evkbimxrt1050 led softwarereset 0xa000_encrypted.bin address 0X8000-0x8f70 data, it is the
same.

13):DEK blob, it is the DEK key blob related data, the offset address is 0XA000, the same as fig 7.

FDCB,IVT,BOOT DATA are all plaintext, but app image area is the HAB encrypted
data, HAB and the DEK blocb is the generated data put in the related memory.

4. Conclusion

This document we mainly use the elftosb and the MFGTool to generate the HAB
encrypted image, and download it to the RT1050 EVKB board, document give the whole
detail steps, and us ethe MCUBootutility tool to read out the HAB encrypted image, and
analysis the HAB encrypted image structure with the examples. After compare with the
generated mid files, we can find all the data is consist, and all the encrypted data range is
the same. The test result also demonstrate the HAB encrypted code function works, the
HAB encrypted boot has no problems. All the related files is in the attachment.
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