Alternative tool for .MX JTAG debugging
How to use OpenOCD + JTAG probe + Eclipse

Alan Assis, Renato Frias and Rogerio Pimentel
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Goal

The aim of this work is to provide directions to setup a low cost
development environment option to bring up 1.MX designs.

This presentation does not provide details about the tools, it
rather shows how to build and use them. A few Internet links are
provided for those interested on more details about the tools.
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Tools - What is needed?

- ARM toolchain

 Included on FSL BSP.
« OpenOCD

- Open Source project.
- Eclipse IDE

- Open Source project.
. Jtag Probe

- Several options available, including build your own.
- Hardware Prototype

- Target board to be debugged.

Warning: The next pages will detail the toolset install procedure for Linux hosts, but
it is possible to setup the environment for Windows hosts with a few changes.
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Low Cost Debug Options

- My new 1.MX board is ready, how do | debug it?
- Besides blinking LEDs... ©

Project Phase

Bring up Bootloader OS / Apps
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Development Tool Overview

Eclipse +
CDT + Zylin plugins

Or command line
GDB

I.MX
Target Board

Freescale™ and the Freescale logo are trademarks of Freescale Semiconductor, Inc. All other product or service names are
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Using the tools
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O
A first debug session — Blinking LEDs

Alan Assis included some example test code on Open OCD for
I.MX27 and i.MX31. We can follow the steps below to run a simple
environment check.

1. Setup Eclipse Project.

Turn on the target board on
bootstrap mode.

3. Start OpenOCD.
4. Launch Debugger on Eclipse.
5. Debug.
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A first debug session — Blinking LEDs

1. Start Eclipse Project. (Optional) i

C Project —

/i, Directory with specified name already exists.

Start Eclipse and click on New | ... o o |
-> C PrOJeCt [] Use default location

”tion: |openocdf’openocd_zﬁﬁznestingj‘examplesﬂedtest-imxfilpdk”| Browse... |

/ Project type: Toolchains: N
Use the “<OpenOCd ~ (= Executable - other Toolchain —

® Empty Project Linux GCC

path>/testing/examples/ledtest- | , 5.z ="

imx31pdk” as location. e

oW & Empty Project

/ =
& Show project types and toolchains only if they are supported on the platform

Chose Makefile project.

. . . /Y Fini
inish
« Click Finish. 2 e
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A first debug session — Blinking LEDs

L C/C++ - iIMX31ftest.c - Eclipse
File Edit Source Refactor Navigate Search BRun Project Window Help
oo bl @ | a8 @ 6~ | [ 0-Q | @ o o |[4E 0|8 50 e
5 Project Explorer 52 . =g 2
B %| M for (i = 0; i < 500000; i++);
- =iMX31 }
8 crt0.5 /* MAIN ARM FUNTION */
[ gdbinit-imx31pdk ?nt main (void)
(B gdRinir:iraxa poe-- volatile unsigned char *led = (({volatile unsigned char *)exB6£20000);
|Z gdbinit-redboot
= gdbinit-redboot~ *-'hﬂ? (1)
£ Idscript *led = OXFF;
[ & Makefile delay();
= redboot_symbols ;1%‘1 ?}axee;
= elay();
ny redboot.elf } /* FOR =/
[£] test.c
[5) test.elf } /¥ MAIN =/
__gcecmain()
I
| | i
{2/ Problems [6 Tasks ‘-E Console 52 = Pmperties'i
C-Build [iMX31]

2. Turn on the board on bootstrap boot mode
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A first debug session — Blinking LEDs

3. Start OpenOCD.

$ sudo openocd —f interface/signalyzer.cfg —f board/imx31pdk.cfg
_

File \_/vith jtag probe File describing board
details. specific configuration.

r -
#
k Init coM
r -
#
finterfarce W OxS3FCO000 Ox040
interface ft2Z23Z2 mwy OxSIFS0000 Ox0T4B0OBTD
ft2232 device desc "Signalyzer A"
ft2232 layout signalyzer slesp 100
fr2232 wid pid 0x0403 Oxbcal
L e ———————————————— = ==
#
# 399MHz - 2eMHz input, PD=1,MFI=7, MFN=2Z7, MFD=40
L ———.e
o e

mwrw Ox53F80004 OxFFE8T1DS0

mww OxS5S3F20010 O0x00271CI1E
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A first debug session — Blinking LEDs

File Edit View Terminal Help
rfrias@rfrias:~% sudo openocd -f interface/signalyzer.cfg -f targetfimelpdk.cngﬂ

Open On-Chip Debugger 0.3.0-in-development (2009-09-03-00:31) svn:2662

SURL: http://svn.berlios.de/svnroot/repos/openocd/trunk/src/openocd.c $

For bug reports, read http://svn.berlios.de/svnroot/repos/openocd/trunk/BUGS
Can't find target/imx31lpdk.cfg

rfrias@rfrias:~% sudo openocd -f interface/signalyzer.cfg -T board/imx31pdk.cfqg
Open On-Chip Debugger ©.3.@-in-development (2009-89-03-80:31) svn:2662

SURL: http://svn.berlios.de/svnroot/repos/openocd/trunk/src/openocd.c $

For bug reports, read http://svn.berlios.de/svnroot/repos/openocd/trunk/BUGS
Info : device: 4 "2232C"

Info : devicelD: 67353760

Info : SerialNumber: 8106542 A

Info : Description: Signalyzer A

Info : JTAG tap: imx31.sjc tap/device found: @x2b9eafef (mfg: Bx7B7, part: Bxb98

8, ver: Bx2)
Info : JTAG tap: imx31.cpu tap/device found: @x07b3661d (mfg: OxE8e, part: 0x7b3
6, ver: Bx@)

Warn : Tap/Device does not have IDCODE

Info : JTAG tap: imx31.smda tap/device found: ©0x2198181d (mfg: Ox8Ce, part: Ox19
81, ver: 8x2)

Info : found ARM1136

—I
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A first debug session — Blinking LEDs

4. Launch Debugger on Eclipse (or command line GDB).
- Switch to Debug Perspective on Eclipse.
« Click Debug and Debug Configuration...
- Select Zylin and create a new debug config
- Select Project

= "Debug Configurations

Create, manage, and run configurations

'__<? IEI Er He.
‘L—[\l 2 X | B || Name: |LedTest_iMx31

| ||:-_1H%|ff_i‘r» Debuggeﬁ B Commands & Source| &= gommon]

[c] C/C++ Application
[c] C/C++ Attach to Application :
[c] C/C++ Postmortem Debugger | | ‘ Browse.. |
[£] C/C++ Remote Application C/C++ Application;
¥ Launch Group | | |S.earch iject...l ‘ Browse... |
¢ Zylin Embedded debug (Cygwin)
= 3¢ Zylin Embedded debug (Native) | Application console
¢ LedTest iMX31

Project (optional):
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A first debug session — Blinking LEDs

4. Launch Debugger on Eclipse (or command line GDB).
 Click the Debugger tab.
- Change GDB-debugger to arm-elf-gdb

- Select GDB command file: gdbinit-imx31pdk
« Click Debug.

Debug Configurations

Create, manage, and run configurations ﬁ\

L3

B x| E B

|| Name: [iMX31_LedTest |
|type filter texi | - Dl'f‘ﬂ_"}l 5 DebL
[E] C/C++ Application -
[E] C/C++ Attach to Application Debugger: | Embedded GDB : ‘ ~ Advanced... |
[£] C/C++ Postmortem Debugger
[€]1 C/C++ Remote Application
= Launch Group

=¢ Zylin Embedded debug (Cygwin) GDB debugger:  |arm-elf-gdb || Browse.. |

Debugger Options

Main

= ¢ Zylin Embedded debug (Native)

. GDB command file: [dtest—imxBlpdkfgdbinit—imxBlpdk” | Browse...
56 New_configuration

(Waming: Some commands in this file may interfere with the startup

2 7

" > freescale "

semiconductor

Freescale™ and the Freescale logo are trademarks of Freescale Semiconductor, Inc. All other product or service names are
the property of their respective owners. © Freescale Semiconductor, Inc. 2006.



O
A first debug session — Blinking LEDs

« ELF file and GDB init

Z2e: 0000100 0 WNOTYFE GLOBLAL DEFATLT 1 mainCRTIStartup
27: BOO0Q0O300 0 NOTIYPE GLOBAL DEFAULT ABS Dbss end
25 S0000100 0 NOTYPE GLOBLL DEFATLT 1 s=tart
25 E0000180 64 FUNC FLOBLAI. DEFLAULT 1 main
30: 8000013c 2 FUNC GLOBAL DEFAULT 1l delavy
31 E00001eB la FUNC FLOBAL DEFLAULT 1l atexit
$# COMMECT TO TRRGET :
target remote 127.0.0.1:13333
¥ LOAD IMAGE :
£ Load the test file

load tezt.elf

# Load the symbols

synmbkol-file testc.elf

2 7

C 4

C 4
Freescale™ and the Freescale logo are trademarks of Freescale Semiconductor, Inc. All other product or service names are : freescale ™
the property of their respective owners. © Freescale Semiconductor, Inc. 2006. 13 semiconductor



A first debug session — Blinking LEDs

5. Debug.

("3 Applications Places System QQ]Q 2 )l Thu Oct 1,10:43AM Renato (8] : &

File Edit Source Refactor MNavigate Search Project Run Window Help

& 0@ @™o 5 o [#5Debug|  ”

%5 Debug 51 e b R [e0- variables |

i Registers| =4 Modulesi =8

%@ -~ mER
& fhome/rfrias/Freescale/iMX/BSPs/SDK15/redboot_200910/redboot_mx31pdk/ecos/packa

= o Thread [0] (Suspended: Breakpoint hit.) (bl
= 3 initHardware() fhomejrfrias/Freescale/iMX/BSPs/SDK15/redboot_200910/redba |
= 2 initialize_stub() /home/rfrias/FreescalefiMX/BSPs/SDK15/redboot_200910/redb
= 1 start() 0x87f00860

il arm-elf-gdb (10/1/09 10:43 AM)

3 T

T [ | [
%) hal_stub.c 3 - : = 5l[g= 0ut|inei 5 Disassembly S@\'\.\ v SiH)|
// Initialize the hardware. [~] { B
void ¥ @x87f0fe84 <initHardware+d4>: stmc

initHardware (void) if (initialized)
» I by 0x87fofes0 <initHardware>: 1dr
static int initialized = 6; 8x87f0feB8 <initHardware+8=: ldr |-

L oxg7fefedc <initHardware+l2>: cmp
if (initislized) L initialized = 1;

return; Ox87f0fedd <initHardware+16>: adde

initialized = 1; ex87fefed4 <initHardware+2@>: stre

HAL STUB PLATFORM INIT SERIAL|

// Get serial port initialized. Bx87f0fed8 <initHardware+24>: blec
HAL_STUB_PLATFORM INIT SERIAL(); = } =l

a8l il [2] L] o | D)
& Console 3 -___EiTasks‘O Executables| [J Memoryi ] Be bH| & E @@| ot i~ =0

Zylin iMX31 [Zylin Embedded debug (Native)] arm-elf-gdb (10/1/09 10:43 AM)
Breakpoint 1 at @x87f@feB4: file /home/rfrias/Freescale/iMX/BSPs/SDK15/redboot 200918/redboot mx31pdk/ecos/packages/hal/common/current/src/hal_stub.c, line |~
b initHardware

Breakpoint 2 at @x87f19fbe: file /home/rfrias/Freescale/iMX/BSPs/SDK15/redboot 200918/redboot mx31pdk/ecos/packages/io/eth/current/src/stand alone/eth drv.c
b eth _drv_init

Debug entry: breakpoint

During symbol reading, incomplete CFI data; unspecified registers (e.g., r@) at 8x87fBe434.

n []

1o ' ﬁ ﬁ |

|- [[E [rfrias@rfrias: ~fFrees... || @ [Gmail - Inbox (190) - ... | B rfrias@rfrias: ~ | = Debug - fhomejifriassF... | &
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A typical debug session — Redboot

This toolset can be used to debug the bootloader.

Once redboot is running on the DDR it is possible to initialize the NFC
and program the NAND.

Once Redboot is running on target board use the commande:

Redboot> factive NAND
Redboot> romupdate
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Installing the tools
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GNU ARM Toolchain 1/2

- Usage:
Cross Compiling tools for ARM.

« Source:
Freescale .MX BSP

FHINLAWS RITIVEUUL e DLW O UHE R e IS
¢

e - Board Support a
LMX35 50K 5 Linux F'ﬂacifal;ii Y
LECES Linix SDE 1.5 Sourca Code
E AE | s Miarmms Filas fne OMNLTa £ e mee foimoe ool .

o Install instructions:
After BSP install the toolchain resides in:

2 7

L 4
L 4
Freescale™ and the Freescale logo are trademarks of Freescale Semiconductor, Inc. All other product or service names are Y freescale ™
the property of their respective owners. © Freescale Semiconductor, Inc. 2006. 17 e semiconductor



GNU ARM Toolchain 1/2

- Install instructions (cont):

After BSP installation run “ltib —c” and select GDB on package list
section:

Arrow keys navigate the menu. <Enter> selects submenus ---=.
Highlighted letters are hotkeys. Pressing <Y> selecies a feature,
while <N> will exclude a feature. Press <Esc»<Esc> to exit, <?> for
Help. Legend: [*] feature is selected [ ] feature is excluded

[ 1 awk

[ 1] conf-dbus

[ 1 dbm

[§1 gdb

B db to run patively on the target

[*] ross gdb (runs on build machine)

[l ML support

+ew dbserver to run natively on the target
[] uild gdb documentation.

[ 1 enext2fs

< Exit > < Help > N

Copy “gdb” from <ltib install folder>/bin/gdb to /usr/bin/arm-elf-gdb :
$ sudo cp ltib/bin/gdb /usr/bin/arm-elf-gdb

<&
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O
OpenOCD (Open On-Chip Debugger) — 1/2

- Usage:
Provides means to Eclipse/CDT debugger interface with remote target
through GDB connection.

e Source:

Open Source project initiated by Dominic Rath and maintained by
several developers.
http://  openocd.berlios.de Iweb/

« Install instructions:

Download stable version from:
http://developer.berlios.de/projects/openocd

Or get latest release from SVN:
$ svn checkout hitp://svn.berlios.de/svnroot/repos/openocd/trunk openocd
]
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cdr e
OpenOCD - 2/2

- Install instructions (cont.):
After downloading the source from website or SVN, do:

$ cd openocd

$ ./bootstrap

$ ./configure —- enable - <your probe option>*
$ make

$ sudo make install

Detalled install instructions can be found on Readme file on openocd
folder.

* On this presentation case, to configure for a FTD | based probe: $
Jconfigure —enable-ft2232-ftd2xx
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O
Eclipse IDE - 1/3

- Usage:
Graphical integrated development environment. Can be used to cross
compile on this case will be used to debug.

e Source:

Latest Eclipse release is “Galileo”.
http://  www.eclipse.org /

« Install instructions:

Go to downloads and get C/C++ package (CDT).
http://  www.eclipse.org /downloads/

= Eclipse IDE for C/iC++ Developers (79 MB) Windows _
' An 1DE for CIC++ developers with Mylyn integration. More... Mac Carbon 32bit

Downloads: 243,322 r“-‘ﬁ-w-l .
Linux 32bit 64bit .

Freescale™ and the Freescale logo are trademarks of Freescale Semicon names are
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O
Eclipse IDE — 2/3

. |Install instructions:

After downloading the Eclipse Package, extract it using “tar” and run
It. There are several Eclipse install tutorials available on the net.

Debug features on Eclipse does not allow connecting to the
embedded processor directly, thus we need to install Zylin plugin.

On Eclipse “Help Menu item, chose “Software Updates”. Click on add
and ENtEr: i a0

Name:  7zylin - http://opensource.zylin.com/zylincdt || local.. |
Location: | http://opensource.zylin.com/zylincdt | Archive.. ||
@) | cancel

Then click “OK”, select Zylin Embedd CDT on the list and install it

O
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T
JTAG Probe - 1/4

- Usage:
Connects USB port on PC with JTAG port on i.MX SoC.

- Source:

There are some vendors selling low cost JTAG probes, few examples:
http://www.amontec.com/jtagkey2.shtmi - 115 EURO
http://www.signalyzer.com/ -89 USD

There are some “open hardware” JTAG probe projects based on FTDI USB
to Serial chip, FT2322. We can build our own and even embed on PCB.

FT2322 is popular for this application as FTDI provides a JTAG command
library for the FT2322, look for: “AN2232C-01_MPSSE_Cmnd.pdf”.

[http://www.ftdichip.com/Documents/AppNotes/AN2232C-01_MPSSE_Cmnd.pdf]
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JTAG - 2/4

« JTAG on the PDK:

VODD_JTAG
Power from CPU card
NVCC6 on CPU Engine
00OHM
‘.L c78 JL c79 Re2
1uF 0.01UF R77 A78 * A7 RBOD RE1 10.0K
10.0K 10.0 |0,0Ké 10,0K2 10.0K % R85 DNP
10.0K
GED

<P8> JTAG TRST B < Vi DEBUG
<P8= JTAG_TOI < ‘ g Ao 0 OHl ?
=) ¢ (A

2
<PE> JTAG TMS <} | : :
<P8s JTAGTCK <} | Z & Remindd
11 12
<P8> JTAG_RTCK <} 1 L2 Label
<PB> JTAG_TDO s ] 15 18
| 17 18
<Pg- JTAG RESET B[ > ‘ 12 S C P U B Oar
HDRA_ZX10 =
<P8> JTAGDEB < -
L -
bIO[14)SDMA_DBG_PC13 e ‘ < | JTAG_RTCK <512 e
RE3 R4 REE e =
10.0K 10.0€ 10.0K oK LV <~ JTAG_TCK <5.12>
TMs (2 <] JTAG TMS <512
1 Tor | -~ JTAG_TD! <5,12> REGZ 3V3
oo TDO (L2 [ > JTAG_TDO <512 o
e Ly <] JTAG_TRST_B <512> Y
Debug Board e = i
| Lia
g SJC_MOD TPs  TP6
]
I 1mm 1 mm ¥, H;KD
| ARMCLK/gpica GPIC[15] FE22 > ESALGPIO <12> !
| BYPCLKigpica GRIQ[15] 22 < > ESALRST B <12
Koo cpioizpane s [ <> LCO EN <i2» i
<&
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- A really simple probe:
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T
JTAG Probe - 4/4

- Install Instructions:
FTDI drivers are need on host PC, there are two drivers available, open source and
proprietary. The latter is optimized, so let’s use it.

Download the drivers:

http://www.ftdichip.com/Drivers/D2XX.htm

Current release for Linux was 0.4.16 at the time this document was written.

r—-—-=-=-=-=-=-==============s==s=s======>1

FT2232H. FT4232H, FT232R I
I Linux FT245R, FT2232, FT232B. FT245B. 0.4 18 2nd December 2008 Instructions in Eeadle file

| FTBUZ32ZAM, FTEU245AM / |

Follow instructions from ReadMe file.

Or execute the commands listed on:
http://www.imxdev.org/wiki/index.php?title=IMX27_ADS_Board_Installing  OpenOCD_and_GDB
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