
How to integrate a ssh server 

Materials: 

- i.MX8M Plus EVK Rev. A 

- USB cable type-C 

- USB cable type-B 

- AC Adapter EA1045CR 

- Micro SD (Optional) 

Software: 

- Yocto Project  

- Mobaxterm Personal Edition v20.2 Build 4296 

 

This test was done on an i.MX8M Plus EVK with Linux 5.10. Hardknott, also this was 

tested on the i.MX6 SabreSD. 

So first of all, What is SSH? SSH, also known as Secure Shell or Secure Socket Shell, 

is a network protocol that gives users, particularly system administrators, a secure way 

to access a computer over an unsecured network. 

SSH also refers to the suite of utilities that implement the SSH protocol. Secure Shell 

provides strong password authentication and public key authentication, as well as 

encrypted data communications between two computers connecting over an open 

network, such as the internet.  

In our boards, by default the ssh package is include on the prebuilt images but the 

firewall will block the port you are trying to connect, so you need to build your own 

image with Yocto and add the package you will need: 

 

1. Setup your build following the Yocto users guide. 

2. Before you bitbake edit the local.conf file: 

 

Add the following lines to your custom build: 

CORE_IMAGE_EXTRA_INSTALL += "openssh" 

PACKAGE_EXCLUDE += " packagegroup-core-ssh-dropbear" 

CORE_IMAGE_EXTRA_INSTALL += "packagegroup-core-ssh-openssh" 



 

3. Execute “ bitbake imx-image-multimedia ” and wait. 

4. Deploy your image on an SD or eMMC. 

These instructions apply to SD and MMC cards although for brevity, and usually 

only the SD card is listed. 

For a Linux image to be able to run, four separate pieces are needed: 

• Linux OS kernel image (zImage/Image) 

• Device tree file (*.dtb) 

• Bootloader image 

• Root file system (i.e., EXT4) 

 

The Yocto Project build creates an SD card image that can be flashed directly. 

This is the simplest way to load everything needed onto the card with one 

command. 

A .wic image contains all four images properly configured for an SD card. The 

release contains a pre-built .wic image that is built specifically for the one board 

configuration. It runs the Wayland graphical backend. It does not run on other 

boards unless U-Boot, the device tree, and rootfs are changed. When more 

flexibility is desired, the individual components can be loaded separately, and 

those instructions are included here as well. An SD card can be loaded with the 

individual components one-by-one or the .wic image can be loaded and the 

individual 



parts can be overwritten with the specific components. 

The rootfs on the default .wic image is limited to a bit less than 4 GB, but re-

partitioning and re-loading the rootfs can increase that to the size of the card. 

The rootfs can also be changed to specify the graphical backend that is used. 

 

Carry out the following command to copy the SD card image to the SD/MMC 

card. Change sdx below to match the one used by 

the SD card. 

$ sudo dd if=<image name>.wic of=/dev/sdx bs=1M && sync 

 

The entire contents of the SD card are replaced. If the SD card is larger than 4 

GB, the additional space is not accessible. 

 

5. Once your system booted, on Linux console configure your connection (Ethernet 

or wireless), in my case I connect the board wireless as the board has an 

88W8997-based Wireless Modules. 

 

 



 

 
 

 

6. When you finish to configure your connection review the address that was 

assigned to you, in my case is the 192.168.0.8 

 
 

7. Open a new window on mobaxterm: 

 
 

8.  You do not need to modify nothing on the configuration from mobaxterm, it will 

open a new window like below: 

 



 
 

9. Enter the SSH command to connect the i.MX, the user in this case is root: 

 


