eMMC RPMB, Enhance and GP
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eMMC RPMB
(Replay Protected Memory Block)
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RPMB read
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mmc-utils ' 5PRMBA K 1§5 %

mmc rpmb Write—key <rpmb device> <key file>

mmc rpmb write-block <rpmb device> <address> <256 byte data file> <key file>
mmc rpmb read-block <rpmb device> <address> <blocks count> <output file> [key file]
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echo 'Authkeymustbe32byteslength _0000' > keyfile.txt

mmc rpmb write-key /dev/immcblk3rpmb keyfile.txt
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R P A 12 915 ARPMB

echo

'256bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile
.256bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile
.256bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile

.256bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile
. > data.txt

echo 'Authkeymustbe32byteslength 0000' > keyfile.txt
mmc rpmb write-key /dev/immcblk3rpmb keyfile.txt

echo 'Authkeymustbe32byteslength _1111" > Wrongkeyfile.txt
mmc rpmb write-block /dev/immcblk3rpmb 0 data.txt
Wrongkeyfile.txt

RPMB operation failed, retcode 0x0002



 ARPMBH I 4 A 5 2 ]

mmc rpmb read-block /dev/immcblk3rpmb 0 1 out.txt

mmc rpmb read-block /dev/immcblk3rpmb 0 1 out.txt keyfile.txt

cat out.txt
256bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile.25
6bytedatafile.256bytedatafile.256bytedatafile.256bytedatafile.256b
ytedatafile.256bytedatafile.256bytedatafile.256bytedatafile.256byt
edatafile.256bytedatafile.256bytedatafile.256bytedatafile.

mmc rpmb read-block /dev/immcblk3rpmb 0 1 out.txt Wrongkeyfile.txt
RPMB MAC mismatch
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Enhanced User Data Area

(pseudoSLC Mode)
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Enable the enhanced user area

o ¥ 7 MAX ENH SIZE MULT

mmec extcsd read /dev/immcblk3 | Egre p MAX_ ENH_SIZE MULT -A 1
Max Enhanced Area Size [MAX_ENH_SIZE_MULT]: 0x0000ea

I.e. 3833856 KiB
o A X R LA 3k
mmc enh_area set <-y|-n|-c> <start KiB> <length KiB> <device>

mmc enh_area set -n 0 3833856 /dev/immcblk3
EEIEEH-y2 /7, 1EEH-ndHTR &

mmc enh_area set -y 0 3833856 /dev/immcblk3

Enhanced User Data Area Size [ENH_SIZE_MULT]: 0x0000ea
i.e. 3833856 KiB

Max Enhanced Area Size [MAX_ENH_SIZE MULT]: 0x0000ea
i.e. 3833856 KiB
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GP
(General Purpose Partition)




GP(General Purpose Partition)
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mmc gp create <-y|-n|-c> <length KiB> <partition> <enh_attr> <ext_attr> <device>
o FEZEMAX_ENH_SIZE MULT

mmc extcsd read /dev/immcblk3 | grep MAX_ENH_SIZE _MULT -A1

Max Enhanced Area Size [MAX_ENH_SIZE MULT]: 0x0000ea

I.e. 3833856 KiB
o QE27GP

A& gp2

mmc gp create -n 938882 10 /dev/immcblk3

Enhanced GP1 Partition Size [GP_SIZE_MULT _1]: 0x00000b
i.e. 90112 KiB

Max Enhanced Area Size [MAX_ENH_SIZE MULT]: 0x0000ea

i.e. 3833856 KiB
ERE: WS RARREE—1op, -n HARBENREeMMCHF7E

fill&gp1

mmc gp create -y 524288 1 1 0 /dev/mmcblk3

Enhanced GP1 Partition Size [GP_SIZE_MULT _1]: 0x000040
i.e. 524288 KiB

Max Enhanced Area Size [MAX_ENH_SIZE MULT]: 0x0000ea

i.e. 3833856 KiB
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Is /[dev/mmcblk3*
mmcblk3 mmcblk3boot0 mmcblk3boot1 mmcblk3gp0 mmcblk3gp1
mmcblk3rpmb

fdisk -l

Disk /dev/mmcblk3: 6 GiB, 6476005376 bytes, 12648448 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk /devimmcblk3gp1: 88 MiB, 92274688 bytes, 180224 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

/O size (minimum/optimal): 512 bytes / 512 bytes

Disk /devimmcblk3gp0: 512 MiB, 536870912 bytes, 1048576 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

/O size (minimum/optimal): 512 bytes / 512 bytes

HE: eMMCIEFEKZ2GKIRE1E5%88MiB + 512MiB = 600MiB
MARMNKL6.6GHEINZKZ18G



% F} GP(Cont.)

fdisk /dev/immcblk3gp0

Command (m for help): p

Disk /dev/mmcblk3gp0: 512 MiB, 536870912 bytes, 1048576 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

l/O size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos
Disk identifier: 0xd0d48a7b

Device Boot Start End Sectors Size Id Type
/dev/immcblk3gp0Op1 2048 264191 262144 128M c W95 FAT32 (LBA)
/dev/immcblk3gp0p2 264192 1048575 784384 383M 83 Linux

mkfs.vfat -F 32 /dev/immcblk3gpOp1
mkfs.ext3 /dev/immcblk3gp0p2



Miscellaneous
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mmc write_reliability set <-y|-n|-c> <partition> <device>
Enable write reliability per partition for the <device>.

Dry-run only unless -y or -c is passed.
Use -c if more partitioning settings are still to come.
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mmc bootbus set <boot mode> <reset boot bus conditions>
<boot bus_ width> <device>
Set Boot Bus Conditions.
<boot_mode> must be "single backward|single hs|dual”

<reset_boot_bus_conditions> must be "x1|retain"
<boot_bus_width> must be "x1|x4|x8"

BB 2R % B ON8ALddriE =

mmc bootbus set dual retain x8 /dev/immcblk3
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7.4.65 BOOT_BUS_CONDITIONS [177]
This register defines the bus width for boot operation.

Table 135 — Boot bus configuration

Bit7 | Bit6 | Bit5 Bit4 | Bit3 Bit 2 Bitl | Bit0
Reserved BOOT_MODE | RESET BOOT BUS CONDI | BOOT_BUS_WIDTH
TIONS

Bit[7:5] : Reserved
Bit [4:3] : BOOT MODE (non-volatile)
0x0 : Use single data rate + backward compatible timings in boot operation (default)

0x1 : Use single data rate + High Speed timings in boot operation mode

0x2 : Use dual data rate in boot oper@
0x3 £ set bus to 8 bit ddr mode

mmc bootbus set <boot_mode> <reset_boot_bus_conditions> <boot_bus_width> <device>

NOTE HS200 & HS400 is not supported during BOOT operation.
mmc bootbus set dual retain x8 /dev/mmcblk3

74.65 BOOT_BUS_CONDITIONS [177] (cont’d)
Bit [2]: RESET BOOT BUS CONDITIONS (non-volatile)

0x0 : Reset bus width to x1, single data rate and backward compatible timings after boot operation
default)
x1 :

0 Retain BOOY BUS WIDTH and BOOT MODE values after boot operation. This is relevant to
Push- Ode operation only.

Bit[1:0] : BOOT BUS WIDTH (non-volatile)
0x0 : x1 (sdr) or x4 (ddr) bus width in boot operation mode (default)

0x1 : x4 (sdr/ddr) bus width in boot operation mode

0x2 : x8 (sdi)ddr) bus width in boot operation mode
X_ : » - 7

eserved
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