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00% of Automotive Innovation i1s Electronics

All this requires a high performant in-vehicle network
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Modern In-vehicle Networks

AN IN-VEHICLE NETWORK IN THE NEXT DECADE CAN (FD)

I

FLEXRAY
I D AGNOSIS

DIAGNOSIS

BACKBONE

RAIN LIGHT

GHTING
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Past Challenges for In-vehicle Networks: Ease of Use

Today

NEC D «i:) * s

Almost no IT cyber security

Classical CAN
IVN issues solved
by means of
transceiver features EMC

Emission & Immunity

Lot

ESD
Protection

Low power modes
and remote wake-up

A\ -

ECU power management
battery voltage high side switch
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New Challenges For In-vehicle Networks: Speed and Security

2025
NEc (] @ R ) <

Today

NEC D «i:) * s

Chassis

= E Infotainment

Almost no IT cyber security
Classical CAN

IT cyber security implemented
CAN FD

New challenges

Higher bit rate

Higher bit rate

Higher bit rate

Higher bit rate

Higher bit rate

for in-vehicle for IT cyber for enhanced for more comfort for improved for better
networks security safety ADAS infotainment
) ¥ 4
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New Challenges For In-vehicle Networks: Speed and Security

6

Today

NEC D «i:) * s

Almost no IT cyber security

2020
NEc ] @ R ) <

FlexRay &

[]
HS-CAN
CAN FD

Hybrid network:

2025
NEc (] @ R ) <

Chassis

—

Infotainment

IT cyber security implemented

Classical CAN Classical CAN and CAN FD CAN FD
. Majqr Investments Strong security CAN FD hampered Lack of available Auto Ethernet
The hurdles in the in network . L ) :
transition phase re-architecture not possible on by ringing on long CAN FD MCUs; eco-system still not
Classical CAN stubs esp. 8 and 16 bit mature
necessary
). ¢
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First Hybrid Networks for ECU Flashing

Hybrid network:
Classical CAN and CAN FD

Z

Mixing Classical
CAN and CAN FD

For some modules
the pC family is
already available
with CAN FD

Modules with 8 and
16 bit uC are often
not available with
CAN FD

Classical CAN
modules destroy
CAN FD frames
with error frames

At least SW flashing
at the end of line
should be made

available

Classical CAN
modules need to
be “deaf’ when
CAN FD frames
occur
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First Hybrid Networks for ECU Flashing

Off-board

tester

Hybrid network:
Classical CAN and CAN FD

Mixing Classical
CAN and CAN FD -
managed by partial

networking
transceivers

Only those ECUs
are updated that
have a huge
demand on SW
download and MCU
as CAN FD MCU
available

ECUs that do not
have CAN FD
capabilities remain
in low-power modes
during CAN FD
communication

Transceiver wake-
up initiated by
dedicated Classical
CAN frame after
flashing is complete

Step-wise
introduction of
CAN FD

CAN FD operation
only during
flashing or other
special vehicle
operation modes
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First Hybrid Networks for ECU Flashing

AONIS

Hybrid network:
Classical CAN and CAN FD

CAN FD CAN FD
capable capable
ECUI ECU

at 4o ng
ave CAN
capabilities r -
in low-power pecial
during CAN vehicle operatio
communicatic modes

aild on SW
download and MCU
as CAN FD MCU
available
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First Hybrid Networks for ECU Flashing

Hybrid network:
Classical CAN and CAN FD

Mixing Classical

One solution is

Modules are now
grouped by CAN FD

Enormous change

In-flexible solution
when further

CAN and CAN FD - adding a gateway; s in the wire harness ???7°7?7?
New network layout which is costly capabl!ltles =l r_10t required (ELIESEE o
by vehicle domains changed to CAN FD
A4
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Hybrid Networks for Full Operation

Hybrid network:
Classical CAN and CAN FD

Mixing Classical CAN Classical CAN frames shall have

and CAN FD -

the possibility to equally arbitrate

CAN FD frames shall not be
destroyed by error frames from

A “FD shield” transceiver is needed
that keeps CAN FD frames away

FD shield against CAN FD frames Classical CAN controllers from Classical CAN controllers
A4
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Hybrid Networks for Full Operation

Hybrid network:
Classical CAN and CAN FD

The compound of a

. : Autosar Transceiver drop : Error management Classical CAN controller
Mixing Classical . : Data consistency :
CAN and CAN FD — compatible — no in replacement for shall be guaranteed shall work as and FD shield shall
D shield additional SW standard _ no frames lost defined in behave like a “CAN FD
efforts transceivers 1SO11898-1 tolerant node” as defined
in 1SO11898-1
A4
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Hybrid Networks for Full Operation

UC with
Classical CAN
controller
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FD Shield Operation

14
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Classical
CAN
ECU

FD shield transceiver

HC with
Classical CAN
controller

Classical CAN ECU

#NXPFTF

Standard transceiver in SO8 or SO14
replaced by FD shield transceiver

No change of uC

No change of printed circuit board




FD Shield Operation

CAN FD CAN FD
capable capable
ECU 1 ECU 2

Classical
CAN
ECU
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FD Shield Operation

CAN FD
capable
ECU 1

CAN FD
controller
in ECU 1

CAN FD
controller
in ECU 2

Classical CAN
controller
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FD Shield Operation

1ISO11898-1:2003:

10.4.4.3 Error delimiter

... After sending an error flag, each node
shall send recessive bits and monitors the
bus until it detects a recessive bit...

Classical CAN controller detects a stuff bit error

™D [roF | res [BRSIB] | [ [J1] | JLJTUl o0 T OOC
R0 | [ L L L_J_L_J_LJT__J__IJ_Lf___z%gifi__f__LJ_

o | | | UL U UU Uty Uy e o

~ Z

RXD 6 dominant bits = stuff error Error flag (blocked by FD shield) Wait for RXD=recessive!
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FD Shield Operation

CAN FD
capable
ECU 1

CAN FD
capable
ECU 2

Classical
(O7:\\\
ECU

1ISO11898-1:2003:

All controllers are re-synchronize at “intermission” 10.4.2.7 ACK field

CAN FD
controller
in ECU 1

...The ACK delimiter, ..., shall be a recessive bit. ...
10.4.2.8 EOF
... consisting of seven recessive bits forming the EOF.

delimiter

CAN FD
controller
in ECU 2

10.4.4.3 Error delimiter
After sending an error flag, each node ... monitors the bus until it detects a recessive bit.
Afterwards, it shall start sending seven more recessive bits.

Classical CAN

controller

| FD shield releases RXD during ACK slot
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FD Shield Operation

CAN FD CAN FD

capable capable
ECU 1 ECU 2

Classical
(O7:\\\
ECU

. ; . ) All nodes remain constantly synchronized
Equal arbitration between Classical CAN and CAN FD is poss

Classical CAN and CAN FD ECUs can immediately arbitrate to send the next frame
No interruption between messages

No complicated bit synchronisation

CAN FD o
controller delimiter
in ECU 1

CAN FD
controller
in ECU 2

ACK

Classical CAN (node 3) starts
transmitting a classical CAN frame

SOF

Classical CAN

controller
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FD Shield Operation — Constraints

The CAN FD frame needs to be long enough to allow the Classical CAN node to complete its error handling

Minimum number of data bytes > (fast phase bit rate / arbitration bit rate) - 3

20
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TXD J FDF
RXD
6 arbitration bit times until error detected
6 arbitration bit times error flag
">
TXD

| Error flag I_

RXD RXD forced low

With 500kBit/s in arbitration phase
and 2000 kBit/s in fast phase:

Min {number of data bytes} > (2000/500) - 3

Min {number of data bytes} = 2
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FD Shield Operation — Error Management

The Classical CAN controller will toggle between being error passive and error active, depending on the ratio of CAN FD to
Classical CAN frames

In case the Classical CAN controller has problems receiving a Classical CAN frame while being error passive it cannot enforce
the repetition of that Classical CAN frame. Therefore FD shield takes over the error management!

With each CAN FD frame the Classical CAN controller

increases his receive error counter

S EEEE—

TXD Error flag I_

RXD RXD forced low
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Industry Support and Validation of FD Shield

22

Full ISO conformance of FD Shield technology
Collaboration with C&S (conformance testing house),
confirming FD Shield’s compliance to all rules of ISO11898-1 and -2.
Test vs. ISO “CAN FD Tolerant” specification successful
Expert evaluation of NXP’s FD Shield Technical Paper confirming No Issues!

Fully compatible with AUTOSAR
Vector (expert AUTOSAR software supplier) evaluating NXP’s FD Shield’s operation
in combination with AUTOSAR SW stack, ensuring seamless operation of Classical CAN
and CAN FD networks.

Network analysis tools to evaluate CAN FD adoption
available as part of Vector toolchain CANoe:

Enables analysis of partial upgrade to CAN FD to assess bandwidth improvement impact.

Can utilize real world test data or simulated network as inputs.

PUBLIC USE
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Summary and Key Messages

ZAONRS

e @B o) =

FlexRay
HS-CAN
CAN FD

Hybrid network:
Classical CAN and CAN FD

Enabling Classical CAN and
CAN FD ECUs to co-exist on the
same bus can save the
automotive value chain a lot of
work when moving to higher
bandwidth in vehicles

Hybrid networks provide more
elegant solutions considering
scalability, security and
investments

FD Shield enables this co-
existence, as a drop-in
replacement CAN transceiver,
making
Classical CAN ECUs “CAN FD
tolerant”, without any further
hardware or software changes

More than a purely theoretical
solution, FD Shield is validated
by key industry partners
against ISO and AUTOSAR for
compliance, and available in
silicon implementation

Existing CAN networks can be
analyzed with off-the-shelf
tooling for upgrading options,
simulated within tools like
Vector’'s CANoe and realized
with NXP’s FD Shield
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Outlook to Further Smart Transceiver Functions

FlexRay

2020
nEc (] @ R ) <

CAN FD

CAN transceiver enhance

IT cyber security

FD shield implements a
filter for CAN FD frames,
but can also be used
differently

The filter can also be
used to filter “unwanted”
messages

Thus FD shield will be
further developed as
simple intrusion detection
and prevention system
“Stinger”

Stinger mitigates the
effect of cyber attacks
without cryptography by
enforcing certain policies

Flooding prevention
prevents a
denial of service attack

Spoofing protection
and tamper protection
can berealized

The physical layer
is the last line of
defense!
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Contacts

Questions?

FD shield contacts:

Marketing Manager
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— Product

— Technical Expert
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