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AGENGA

• Current roadblocks for Mass Market IoT adoption

• The NFC solution for pairing

• NFC commissioning step by step

• NXP value proposition & how to get started
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THE IoT ADOPTION 

TODAY
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Smart Home Solutions Are Addressing a Clear Need
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75% Broadband penetration
Two thirds of which interested in smart 

home products

Source: BI Intelligence, 2014

4

~100M wearable devices – 20% 

of population (US)
>300M devices in 2018

20 % Alarm system adoption
28% in 2016 (US)

12bn bulbs sold each year
5% of to be smart in 2020

3M smart thermostats in 2014
1% household penetration (2014)

12% household penetration in 2019
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Interest and Awareness: 
Value proposition not fully understood, despite clear needs

– Price (total cost of ownership)

– Technological maturity Ease of use 

– Technology not mature

• Many are concerned about Privacy

Source :
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As consumer, 

1. I don’t want my devices being compromised by malware or viruses

2. I don’t want my devices being accessed  (other than by me/my family)

3. I don’t want my private data being exposed

4. I don’t want my devices perform unwanted transactions with the Cloud

5. I don’t want devices to be added to my network without my consent

keeping convenience…

57% of Americans 

prefer a DIY smart 

Home system

Consumers perspective on 

smart home system issues: 

cost, interoperability, ease of 

installation

Fortune ‘15:

Lowe’s survey‘14

A Consumer Perspective…
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Smart Home 
Current roadblocks for mass market adoption

Numerous 

Connectivity 

technogies

Discrete sub 

system addressing 

one function only

Various operating 

platforms

Non unified & non optimised            

network building process                  

(security / user experience / scalability) 
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A DIFFERENT KIND 

OF WIRELESS
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Near Field Communication: 
Initiate interactions with a simple touch

Technology at a glance:

• Contactless proximity technology based on inductive coupling 

(10cm / 4 in)

• Operating frequency: 13.56 MHz

• Max. speed: 848 kbits/sec

• Co-developed by NXP and Sony

• Origins in payment and access control

Unique Benefits:

• Ease of use (“Tap to initiate an action”)

• Act of will

• Zero-power

• Highest Security
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Market Is Exploding

0.0

500.0

1,000.0

1,500.0

2,000.0

2,500.0

2014 2015 2016 2017 2018 2019

Phones Computing Mobile Networking

Consumer A&V Health & Fitness Industrial

Conditional access

Authenticity Check

Easy pairing 
(of another RF technology)

Payment

Typical use casesNFC Market outlook 
(MPc, ABI Research 2015)

Contactless HMI

Zero-power configuation

Phones, 

contactless cards, 

terminals have 

reached critical 

mass
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3 NFC Product Families

Connected NFC tag solutions

Our connected NFC tag solutions include a NFC Forum RF 

interface, an EEPROM, and a field-detection function (NTAG F) or 

a field- detection function with an I²C interface (NTAG I²C).

NFC frontend solutions

Our standalone frontends, which work seamlessly with the NFC 

Reader Library, are the most flexible way to add NFC to a system.

NFC controller solutions Integrated Firmware

Our NFC controller solutions enable higher integration with fewer 

components combining an NFC frontend with an advanced 32-bit 

microcontroller.

Options include integrated firmware, for an easy, standardized 

interface, or a freely programmable microcontroller with the ability 

to load fully-custom applications.

Customizable Firmware

NFC

frontend
PN512, 

CLRC663

Ntag I2C plus

PN5180

PN7462
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THE NFC 

COMMISSIONING 

SOLUTION
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HOME 

AUTOMATION 

GATEWAY

NTAG I2C NFC Reader

~few cms

COMMISSION

NE TW OR KK EY NE TW OR KK EY

ONE TAP

NFC One-tap Solution 
Use NFC as out-of-band commissioning

CONFIDENTIALITY
Proximity vs. long range

EASE of USE
Just one tap

CONVENIENCE
Any protocol

No power supply required
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NFC 

COMMISSIONING 

STEP BY STEP
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Light Link

Zigbee

I2C

NTAG I2C

User Memory

(EEPROM)

• Load node profile into the user memory of the NFC connected tag via I2C 

interface and the Zigbee module at manufacturing.

• Default profile being written by the node to the NTAG-I2C after powering the 

device.

• Can be locked to avoid profile change.

• Data format can follow the NFC forum standard (NDEF message).

NODE PROFILE

NFC Commissioning Concept (Zigbee Example)
1. Node initialization
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Light Link

Zigbee

I2C

NTAG I2C

NFC

NFC Reader

IoT

Gateway

Zigbee
BACK END 

SYSTEM

• Detects NFC 

connected tag.

• Reads node 

profile data.

• Pass data to the 

gateway.

NEW NODE 

DATA

NEW NODE 

DETECTED

• NFC connected tag is 

detected by the NFC 

reader.

• Node profile data are 

transmitted to the IoT

gateway.

User Memory

(EEPROM)

NODE PROFILE

NFC Commissioning Concept
2. Node detection
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Light Link

Zigbee

I2C

NTAG I2C

NFC

NFC Reader

IoT

Gateway

Zigbee
BACK END 

SYSTEM

• Network credentials 

are loaded into the 

NFC connected tags 

user memory User Memory

(EEPROM)

NODE PROFILE

NETWORK DATA

NFC Commissioning Concept
3. Node configuration
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Light Link

Zigbee

I2C

NTAG I2C NFC Reader

IoT

Gateway

Zigbee
BACK END 

SYSTEM

Controls a new 

node

Node appears in 

the network and is 

active

Zigbee Connection

• Node is supplied.

• Zigbee module boots up and reads 

network credential from the NFC 

connected tags user memory.

• Upon successful data acquisition, 

Network data is erased.

• Node is automatically added to the 

Zigbee network and can be actively 

controlled and monitored.

NODE PROFILE

NETWORK DATA

User Memory

(EEPROM)

POWER ON

NFC Commissioning Concept
4. Node activation
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A live example (video)
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Phone in 

End-Node 

proximity

IoT

Gateway

(GW)

1
N Public Key

2 N Public Key

Via WiFi

3

AES-128 Encrypted communication

Power on

5

4

Encrypted Network Key

GW Public Key

Via WiFi

Encrypted Network Key

GW Public KeyEncrypted Network Key

GW Public Key

Node

(N)

ZigBee

Network Key

Derive AES 

Key, 

Encrypt

Derive AES 

Key, 

Decrypt

ZigBee

Network Key

NFC

ECDH

ECDH

NTAG I2C

• Use NFC phone as 

an intermediate mean 

to do NFC 

commissioning

• Connect to the home 

gateway via 3G/WiFi

Alternative NFC Commissioning Concept
Tap your phone
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NFC One-touch Commissioning 
Easy, flexible, and protocol agnostic

• Protocol & platform agnostics

− NFC supports any kind of protocol

− NFC supported by a large population of smart phones and tablets

• Easy

− No manual entry

− Exchange network keys in one tap

• Flexible

− No need for power supply for the nodes to exchange credentials

− No direct network connection with the gateway required when powering 

the node for the first time – directly connecting to the network

− Pre-configuration of the nodes possible (“in the box” customization)

• Secure through proximity

− Network key exchange is done via proximity versus long range network

− Can be further enhanced by secure element OTA connection
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NFC One-touch Commissioning 
Benefits

MSOs / MNOs
• Increase end user satisfaction

• Limit technicians effort / after sales service

• Smooth bridging of multi network systems (e.g: WiFi with Zigbee)

OEMs/ODMs
• Ensure max interoperability with all existing standards

• Ease DIY kits adoption enabling retail distribution

End user
• Confidentiality through proximity

• Simple handling

• Plug & play set-up
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INTERESTED?
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NXP Value Proposition for IoT Applications

• Ultra-efficient dynamic 

power

• Ultra-low static power 

consumption with full 

retention

• Low-power peripherals

• Tools for low power 

design, e.g. the power 

estimation, power 

profiler, and consumption 

calculator

• Multiple levels of 

scalable security for 

ultimate flexibility and 

protection

• Ensuring 

communications, 

software and physical 

system are protected 

from threats

• State-of-the-art RF 

performance

• Choice of connectivity to 

fit application

• Interoperable connectivity

• Integrated RF transceiver 

supporting:  Bluetooth 

Smart 4.2, IEEE802.15.4, 

Thread, ZigBee

• ‘Tap-N-Pair’ NFC 

Commissioning for 

best-in-class consumer 

experience

• Bring voice detection & 

triggering features 

to wide range of 

products

LOW POWER CONNECTIVITYSECURE EASY TO USE

• Complete kits simplify 

design and lower risk –

get to final product design 

quickly

• Full ecosystem including 

application software and 

cloud connectivity

QUICK TO MARKET
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PN7120 Controller SBC And NTAG I2C Plus Demo Kits
OM5577/PN7120S and OM5569/NT322E(R)

• Demoboard for the PN7120 NFC controller

• Designed to work with Raspberry-Pi or BeagleBone

− Can be adapted to other systems

• Drivers available for Linux and Android

• Linux images available for Raspberry-Pi and BeagleBone

• A simple all-in-one demonstrator kit for NFC connected tag chips

• An all-in-one kit

− Ready-to-use demonstrator

− Complete evaluation tools for all NTAG I2C functionalities

− Flexible development platform for your own application

OM5569/NT322E(R) OM5577/PN7120S

Demoboard website   

www.nxp.com/demoboard/OM5577.html

Demoboard website   

http://www.nxp.com/board/OM5569.html

http://www.nxp.com/demoboard/OM5577.html
http://www.nxp.com/board/OM5569.html
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Get Started Today: Evaluation Kit EK004
Online NOW here

• Easy development of Zigbee and IEEE802.15.4 applications with NFC

• All necessary hardware components to demonstrate, evaluate and develop 

Zigbee solution with NFC commissioning

• All firmware preloaded for both nodes and gateway

• Raspberry Pi

• NFC reader (PN7120)

• Wi-Fi USB dongle

• Zigbee USB dongle (JN5169)

• Generic PCBs with Zigbee module (JN5169) 

and NFC connected tag (NTAG I2C) including 

NFC antenna

– Generic expansion board 

– Lighting/Sensor generic expansion board  

• ZigBee remote control

• Cable for Power supply (gateway and nodes)

• Programming cables 

• Ethernet cable 

• SD card

Smart nodeIoT Gateway Tools

LINUX based 
(openWRT)

Demonstration online

http://www.nxp.com/products/microcontrollers-and-processors/more-processors/application-specific-mcus-mpus/ieee-802.15.4-plus-zigbee-jennet-ip/zigbee-evaluation-kit-with-nfc-commissioning:JN5169HA?fsrch=1&sr=3&pageNum=1
http://www.nxp.com/video/nfc-commissioning-demo-with-pn7120-and-ntag-isup2-supc-plus:ONETOUCH-COMMISSIONING
http://www.nxp.com/video/nfc-commissioning-demo-with-pn7120-and-ntag-isup2-supc-plus:ONETOUCH-COMMISSIONING
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Find Your NFC Toolkit at www.nxp.com/nfc

If you have an NFC question please contact:

nfc.readers@nxp.com

NFC 

community

NFC use 

cases

NFC 

Trainings

NFC IDH 

Partners

NFC Product 

selection guide

http://www.nxp.com/nfc
mailto:nfc.readers@nxp.com
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Check Additional Smart Home Sessions around Connectivity

MONDAY TUESDAY WEDNESDAY THURSDAY

HANDS ON 

WORKSHOP

LECTURE           

&                

DEMO

1pm 

Griffin Hall 8

3.15pm 

Lone Star Ballroom F

3.15pm 

Lone Star Ballroom G

3.15pm 

303 & 304

1pm 

301 & 302

12pm 

303 & 304

1.15pm 

301 & 302

1.30pm 

Griffin Hall 7

11am 

Griffin Hall 8

1.15pm 

Lone Star Ballroom G

2.30pm 

303 & 304

9am 

Griffin Hall 8

2.30pm 

Griffin Hall 7

Combo 

solution

LECTURE
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Current on Boarding Process for Smart Home

Process Connectivity User experience Security

WPS WiFI, Zwave

Zigbee

Thread

Bluetooth
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2D Barcodes vs. NFC Tags

Ease of use

Native support in mobile OS

Read/write capability

Security

Supported data types

Cost effective

Robustness (weather/heat)

Visual integration

Response time
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NFC Standardisation for Connectivity

Connectivity Standardisation Native support
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NFC Commissioning 
A variety of possible schemes

• Node + NFC tag 

− Tap the Gateway or NFC Phone

− Send Network Key over ZigBee link

• Node + Connected NFC tag (NTAG I2C)

− Tap the Gateway or NFC Phone

− Send Network Key over NFC

IoT

Gateway

Node Cloud

1

2

3

4

NFC Reader

NTAG I2C

NTAG I2C

NFC Reader

NFC Reader

NTAG I2C

NFC Reader

UI Device

Mobile

DB

Our focus

NFC Reader

NFC Reader

Node + Connected NFC tag (NTAG I2C) + secure key exchange

+ node authentication
Tap the Gateway or NFC Phone

Authenticate end-node

Derive session key

Send encrypted Network Key over NFC

Node + Connected NFC tag (NTAG I2C) + secure key exchange
Tap the Gateway or NFC Phone

Derive session key

Send encrypted Network Key over NFC
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NXP Products & Enablement for the Smart Home

Bluetooth Smart 

Mesh

NFC

Voice Triggering
Simplified Device 
Commissioning

Security

Microcontrollers

WIRELESS CONNECTIVITY & NFC

K
E

Y
 

F
E

A
T

U
R

E
S

PROCESSING & SECURITY

Interoperable Wireless 
Connectivity

Sound/Audio Detection

Secure Element

Application 
Processors

P
R

O
D

U
C

T
S

 

F
O

R

Kits, Reference 
Designs, Solutions

E
N

A
B

L
E

M
E

N
T

CONFIDENTIAL AND PROPRIETARY
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ATTRIBUTION STATEMENT

NXP, the NXP logo, NXP SECURE CONNECTIONS FOR A SMARTER WORLD, CoolFlux, EMBRACE, GREENCHIP, HITAG, I2C BUS, ICODE, JCOP, LIFE VIBES, MIFARE, MIFARE Classic, MIFARE 

DESFire, MIFARE Plus, MIFARE FleX, MANTIS, MIFARE ULTRALIGHT, MIFARE4MOBILE, MIGLO, NTAG, ROADLINK, SMARTLX, SMARTMX, STARPLUG, TOPFET, TrenchMOS, UCODE, Freescale, 

the Freescale logo, AltiVec, C 5, CodeTEST, CodeWarrior, ColdFire, ColdFire+, C Ware, the Energy Efficient Solutions logo, Kinetis, Layerscape, MagniV, mobileGT, PEG, PowerQUICC, Processor Expert, 

QorIQ, QorIQ Qonverge, Ready Play, SafeAssure, the SafeAssure logo, StarCore, Symphony, VortiQa, Vybrid, Airfast, BeeKit, BeeStack, CoreNet, Flexis, MXC, Platform in a Package, QUICC Engine, 

SMARTMOS, Tower, TurboLink, and UMEMS are trademarks of NXP B.V. All other product or service names are the property of their respective owners.  ARM, AMBA, ARM Powered, Artisan, Cortex, 

Jazelle, Keil, SecurCore, Thumb, TrustZone, and μVision are registered trademarks of ARM Limited (or its subsidiaries) in the EU and/or elsewhere. ARM7, ARM9, ARM11, big.LITTLE, CoreLink, 

CoreSight, DesignStart, Mali, mbed, NEON, POP, Sensinode, Socrates, ULINK and Versatile are trademarks of ARM Limited (or its subsidiaries) in the EU and/or elsewhere. All rights reserved. Oracle and 

Java are registered trademarks of Oracle and/or its affiliates. The Power Architecture and Power.org word marks and the Power and Power.org logos and related marks are trademarks and service marks 

licensed by Power.org. © 2015–2016 NXP B.V.


