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Today: 90% of Auto Innovation via Electronics

#1 Auto Analog/ RF #1 Auto MCU (ex JPN) #1 Auto Merchant MEMS Sensors

#1 INFOTAINMENT
TUNERS

SOFTWARE-DEFINED DIGITAL RADIO

MULTIMEDIA PROCESSORS

SOUND SYSTEM DSPs & AMPLIFIERS

NFC BT PAIRING

WIRELESS POWER CHARGING

POWER MANAGEMENT

#1 SECURE CAR ACCESS
IMMOBILIZER/ SECURITY

REMOTE KEYLESS ENTRY

PASSIVE KEYLESS ENTRY/ GO

BI-DIRECTIONAL KEYS

NFC

ULTRA WIDE BAND

ADAS & SECURITY POWERTRAIN & CHASSIS
MICROCONTOLLERS

PRESSURE/ MOTION SENSORS

BATTERY MANAGEMENT

DRIVERS

STANDARD 

PRODUCTS
LOGIC

POWER 

DISCRETES

#1 VEHICLE NETWORKING
CAN/LIN/ FLEXRAY

ETHERNET

CENTRAL GATEWAY CONTROLLER

SECURITY

RF

#1 SAFETY
MICROCONTROLLERS AIRBAG

ANALOG AIRBAG

MICROCONTROLLERS BRAKING

ANALOG BRAKING

SENSORS BRAKING

TIRE PRESSURE MONITORING

#1 BODY
MICROCONTROLLERS

POSITION/ ANGLE SENSORS

SYSTEM BASIS CHIPS
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Two Challenges for Car Networks: Speed and Security

Powertrain

Chass

is

Safety

Infotainm

ent

Full network exposed to attacks

(LOW protection level)

Gateway limits impact

Unprotected sub-networks

(MEDIUM protection level)

Isolated systems

Domain GWs w/ controlled access

(HIGH protection level)

GATEW

AY

CAN FD

FlexRay

HS-CAN

GW GW

GWGW

GW

Today 2020 2025

IVN TODAY
All classic CAN
No security
Few gateways
Squeezed systems (bandwidth, 
topology, CPU, EMC)

IVN TOMORROW
CAN FD, Ethernet

Domain-based gateways
Tighter EMC specs

IDS and Crypto security

<< HURDLES >>
Major investments in network re-architecture

Strong security not possible on CAN 2.0
CAN FD hampered by ringing and EMC

Lack of CAN FD and Secure MCUs
Auto Ethernet eco-system still not mature
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2002 

TJA1020

1993

PCA82C250

2006 

TJA1080

2013

Isolated CAN 

Internal Dual 

Source 

2000

2rd gen 

HS CAN
1999

FT CAN

2010

UJA107x

Core SBC

SBC

2007

Next gen 

LIN 

2011

Development 

Ethernet

2012 

Ambient Lighting

+

Development  CAN FD

2009

3rd gen HS CAN 

+ 

Development 

Partial Networking

UJA1065

2014

Mantis Chokeless

CAN

CAN FD release 

2015

Ethernet PHY 

Release

UJA113x

(CO-)INVENTED MOST IVN SOLUTIONS

>6B TOTAL NXP NODES IN THE MARKET

13 NXP NODES IN EACH NEW CAR

CO-DEVELOPER WITH MOST OEMS

>20 YEARS OF PRODUCTION SINCE 1ST CAN

DRIVING NEW STANDARDS

NXP: the Leader In In-Vehicle Networking
More than 20 years of innovation, driving new standards
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AUTOMOTIVE 

ETHERNET 
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The Added Value of Ethernet

High Bandwidth

Ecosystem

Applications

Different Domains

Different Challenges

Infotainment

•AVB/Lip-
synched 
Audio/Video 
playback

• Interface with 
Telematics

•High Bandwidth

•Medium QoS

ADAS

•Distributed 
Synchronization

•High Quality of 
Service

•Medium 
bandwidth

•Delivery 
Guarantees

•Latent Security

Gateway/Body

•Domain 
Partitioning

•Active Security

•Deep Packet 
Inspection

•Device 
Authentication
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The Added Value of Ethernet
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synched 
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Telematics

•High Bandwidth

•Medium QoS

ADAS

•Distributed 
Synchronization
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Gateway/Body
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•Deep Packet 
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Body

Domain

Surround ViewHead Unit

AudioRear Seat 

Entertainment

DisplayDisplay

Amplifier

DVD

Driver Assistance

CAM 

1

CAM 

2

CAM 

3

CAM 

4
CamerasRadar

FlexRay

CAN 1

Diagnosis

Ethernet Backbone

Powertrain 

& Chassis

CAN 2

LIN

…...

The Network of the Future Car

Infotainment

High Bandwidth

Control/ADAS

Non Ethernet  

IVNApplication Layer
User application

Presentation Layer
Encryption/Compression

Session Layer
Authentication

Transport Layer
End-to-end, Error Control

Network Layer
Network addressing, routing 

Data Link Layer
Error Detection, Flow Control

Physical Layer
Bit stream, physical medium

IVN in 2020: Domain-Based Network

Switch

Switch

Switch

Switch

Switch Switch

Switch
Physical Layer

Bit stream, physical medium

Data Link Layer
Error Detection, Flow Control
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Automotive Ethernet / IEEE 100Base-T1 Ethernet

Standardized

• IEEE Standard – 100 BASE-T1

• Large number of suppliers and equipment

• Derived from the OPEN Alliance BroadR-
Reach (OABR)

Cost Effective

• Supports Unshielded Twisted Pair up to 
15m

• Similar cable as CAN and FlexRay

• Cheaper and easier than LVDS

Automotive 

• Limited EMC emissions, within Automotive 
Specs

• Compatible with automotive cabling and 
connectors
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Ethernet Switching

Basic Switching

1990

Support for Virtual and Frame Priority

1998

TDMA, Redundancy and Preemption for Control Traffic

2016?

Sense

Communicate

Compute

Act

Distributed Synchronization for Lip-Sync Streaming

2011



PUBLIC USE11 #NXPFTF

Automotive Deterministic EthernetDeterministic Ethernet 

• Prevents less critical traffic from slowing down the critical one by design

• Enables to define precise network delays  for critical data

• Boosts the combined transmission of critical and non-critical traffic on the same 

network

• Virtualizes the network bandwidth, different  classes are not aware of the other 

Critical traffic

Non- Critical 

traffic

Ethernet 

Link
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NXP ETHERNET 

PORTFOLIO
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Introducing Ethernet: NXP Provides Auto-Native Portfolio 
Flexible, Scalable Solution

TJA1102 

Dual-OABR PHY

TJA1102 

Dual-OABR PHY

e.g. MPC574xC/D/G

TJA1100 100MBPS PHY 
• Open Alliance BroadR-Reach Compliant

• Fully automotive qualified 

• Robust automotive grade EMC and ESD

• Minimal external component count

• Enhanced Power Management to save battery life

TJA1102 Dual-PHY 
• Single chip dual Broad-R-Rach PHY 

• Enables better scalability 

SJA1105 FIVE-PORT 

SWITCH
• Layer 2 Store and Forward Switch, 

• Supports AVB, TSN and 

Deterministic Ethernet

• Up to 1-Gb network speed, 

• MII/RMII/RGMII Interface

• Port Mirroring and VLAN 

support (IEEE 802.1Q 

and IEEE 802.1P)

802.1Q + AVB

802.1Q + AVB + TSN

SJA1105T

SJA1105

AVB SW 

AUTOSAR Capability

Host Processor
(i.MX, MPC574x, S32x)
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TJA1100: True Automotive 100 Mbps OABR PHY

Value Proposition

• True automotive product, quality and support

• Enhanced low power management with remote wake-up

• Diagnosis – Fail safe behavior

• Lowest bill-of-material

Features & Functions

• Compliant to OPEN Alliance BroadR-Reach and 100BASE-T1

• Reliable, cost-effective & space-optimized

• Automotive grade EMC / ESD / ISO pulses

• Small HVQFN-36 package – 6 x 6 mm2

• Temperature range: -40 to +125 °C

• 100 Mbits/s today, 1 Gbit/s tomorrow
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SJA1105 & SJA1105T Five-port Gigabit Ethernet Switch

Value Proposition

• Power-efficient, Smallest package

• Supporting Standard Ethernet, AVB, TSN  and Deterministic 
Ethernet

• Compatible with SAE AS6802 Redundant Synchronization 
standard for industrial applications

• Scalable and flexible solution together with TJA1100 and 
TJA1102 Dual OABR PHY

Features & Functions

• Layer 2 store-and-forward switch

• Cascaded configuration to increase port count when needed

• Full Support for IEEE AVB – 802.1 AS, Qav, Qat

• Support for IEEE TSN – 802.1Qbv, 802.Qci (pre-standard)

• Provisions for IEEE 802.1X Port-Based Network Access 
control 

• Advanced network diagnostics and VLAN manipulation 
features

802.1AS/158

8 Sync

802.1X 

Access 

Control

SPI

Status and 

Control 

Registers

Frame Processing

Address & 

VLAN Tables

100/1000 MAC

Credit 

Based

Shaper

1588 

Time-

stamp

MII

RMII

RGMII
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Ethernet Switching, Audio/Video Bridging (AVB), Time Sensitive 

Networking (TSN), Guarantee of Service
Ethernet Switch

SJA1105

Ethernet Switch & AVB

SJA1105

Ethernet Switch &AVB & TSN 

SJA1105T

Daisy 

Chain

Data Hub

Central 

processing

SJA110

5

ADAS

Process

or

Frame audio sample at 

T=03:26am, 2sec 123ms
Frame audio samples at in Lip-sync

T=03:26am, 2sec 123ms

SJA110

5

ADAS

DSP

Movie A uses 20Mbps

Movie B uses 30Mbps

If A goes bad, B is not 

affected

SJA1105

Sense Process. Actuate

Minimal jitter communications

Sensor 

Fusion

DSP A DSP B DSP C

SJA1105

Deterministic 

delays:

A-B delay = 10us

A-C delay = 18us

B-C delay = 21us

SJA1105

ADAS DSP Frame 

taken at 

T=03:26a

m, 2sec 

123ms

DSP A DSP B DSP C

SJA1105
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NXP 2.0 SYSTEM 

SOLUTIONS
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Gateway and Body Solutions

Automotive Ethernet 

• Full Automotive Ethernet Portfolio, Switch and 
PHY

Automotive Software

• AVB Software for end-nodes and switch for 
both Linux and AUTOSAR

CAN/LIN/FlexRay/SBC

• Market leading portfolio

Automotive MPU and MCU portfolio 

• Market leading portfolio

NX
P

Automotive 
Ethernet 

Switch & PHY

Automotiv
e MCUs 

and MPUs

CAN, LIN, 
FlexRay, 

SBC

AUTOSA
R and 
AVB 

Software
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Use Case: Ethernet for Radar and V2X ADAS

•Detect Objects

•Transmit targets 
list

•Enable Brake 
Lights

NXP 
RADAR

(Dolphin/
InnoSenT)

•TX/RX target list 
data

•Forward data to 
RoadLink 
Car2X

Automotive 
Ethernet

Transmit 
“Braking” to all 
cars

Show the car 
braking on a 
Tablet

V2X

CMOS RADAR, 

MCU &

Eth PHY

V2X Receiver

Solid State 

Lighting

Ethernet PHY & 

Switch

V2X Module
• IEEE 802.11P

• Authentication

• Ethernet 

RFID

License 

Plate

CMOS 

RADAR, 

MCU &

Ethernet 

PHY
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Use Case: Ethernet for Infotainment

• Ethernet AVB end-nodes for high-quality 

Audio and Video playback

• Automotive Ethernet Switch and PHY 

with AVB Software

Complete
Automotive 

Ethernet 
Portfolio

Solution 
integration, HW 

and SW 
support

Automotive 
Host and 
full AVB

SW stack

AVB Talker

AVB Audio/Video

transmission and 

Playback

HW and SW

AVB Listener

AVB HW and SW for

Synchronized 

Audio/Video Playback

Ethernet Switch  and PHY

AVB Traffic Shaping 

Transparent Clock 

Handling



PUBLIC USE21 #NXPFTF

Conclusions

• Ethernet is a disruptive technology that is entering the automotive and industrial 

domains

• IEEE 100Base-T1 supports high-speed connectivity enabling high-data rate 

applications in the automotive domain

• IEEE AVB and TSN standards provide the “tools” to engineer the networks 

supporting such complex applications

• NXP offers a complete and flexible portfolio of products to implement these 

applications 

• NXP is committed to Ethernet as the future IVN technology 
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THANK YOU
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