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Introduction

- NXP is a key player in the payment terminal industry as a chipset provider (card
reader ICs, Smart card ICs, security controllers and processors, ESD
protections...)

- NXP is providing pre qualified solutions/ reference designs/ evaluations
environments as a combination of chipset building a more complete solution
offering in order to improve TTM of end customers.

- NXP will be presenting here the first Secure payment solution package combining
a security controller and card interfaces with the appropriate software stacks.

- The solution package will include HW boards featuring a payment terminal with
keypad and display, documentation on hardware and software, pre-certified
EMVL1 software stacks, PCI security assessment of security controller,
recommendations for HW design to meet PCI requirements, demonstration
software with a partner application.
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OVERVIEW OF POS
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Definitions

Traditional POS

The traditional POS definition primarily covers traditional desktop solutions and standalone mobile

solutions designed to improve POS mobility without the requirement to connect with another mobile
device.

Typically traditional POS solutions will have their own screens and PIN pads to be able to process
contact, contactless, and mag-stripe payments, often with a receipt printer included or attached.
Traditional POS terminals can be large-screen devices or equally smaller handheld units.

mPOS
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A mobile Point of Sale (mPOS) is a consumer grade handheld device (e.g. a smart phone or tablet)
with wireless connectivity that is used for the acceptance of payment cards. An mPOS solution
typically comprises:

- A mobile device — consumer grade mobile phone or tablet device with wireless connectivity
- Card Reading functionality (contact, contactless or both)

- Applications supporting the payment functionality, the EMV kernel and user interface

- Server-side software

- CVM capture capability (e.g. PIN entry, signature capture)

There are mPOS vendors that produce the hardware, generating revenues only from the
distribution of white-labeled devices and/or payment platforms, vendors that generate revenues

from the actual payments, taking a fee per transaction or standalone monthly fixed rate, and those
vendors that do a combination of the two
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Definitions

PINPAD

- A PINPAD or PIN entry device is an electronic device used in a debit, credit or smart card-based transaction to
accept and encrypt the cardholder's personal identification number (PIN). PIN pads are normally used with
automated teller machines and integrated point of sale devices in which an electronic cash register is responsible for
taking the sale amount and initiating/handling the transaction. PINPAD normally implemented by POS vendor as:

- Integrated solution to payment terminal such as mobile traditional POS and mPOS
- Standalone PIN entry device with UART or USB interface to desktop solution

- PINPAD module to ATM machine or vending machine

Secure Card Reader

Secure Card Reader is the hand-held smartcard readers to support different electronic payment applications. Typical
use case is:

- Typical use case: Chip Authentication Program (CAP) uses EMV banking cards to authenticate online transactions as a
phishing countermeasure.

Most of the secure Card Reader (eg home banking readers)will integrate the PINPAD function. Below are the popular
card interfaces to be integrated:

- Magnetic stripe to support legacy bank card issued before 2015
- Contact IC Card is the must have interface to all device that in production in market after 2015

- Contactless NFC become more and more popular and will adopt as standard card interface in coming years

Prepaid Smart Meter

A prepaid smart meter is a metering terminal which can accept contact or contact-less smart cards enabling to reload
the meter with a certain volume of energy (water/gas/electricity) stored on the card. The card can be reloaded at a
dedicated shop or using an on line using a secure card reader.
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Key Uses Cases — Applications
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POS

Standard Payments (EMVCo
like)

Loyalty / Couponing

Open Loop and Close Loop
Payments

Retall

Secure Card Reader

Home banking

Public Transportation (eg
bus, metro)

Parking Payment

Prepaid smart meter

Energy payment

mPOS

Micro-merchants,
tradesmen

Pay-on-delivery
applications

In-store shopper-assisted
retail

In-aisle check-out
Loyalty, Couponing
Transportation (eg taxis)

Stadiums, events,
attractions




CERTIFICATION




PCIl Security Standards Council

The PCI Security Standards Council is an open global forum, launched in 2006, that is responsible for the development,
management, education, and awareness of the PCI Security Standards, including the
, and requirements.

In general all the qualified finance payment terminals in commercial usage must get PCI certification regulated by PCI

o |

Security Standards Council

- Website:

MERCHANTS FINANCIAL HARDWARE / SERVICES AND
INSTITUTIONS SOFTWARE PROFESSIONALS

Find out why and how to Resources to assist with Resources designed for Quick access to resources
become compliant with PCl comphiance efforts for your developers and device developed for industry
Security Standards organization manufacturers professionals

h o
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https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0#pci_dss_v2-0
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_pa_dss#pci_pa_dss
https://www.pcisecuritystandards.org/security_standards/documents.php?document=PTS Program Guide FINAL 1 1#PTS Program Guide FINAL 1 1
https://www.pcisecuritystandards.org/

EMVCo Certification
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EMVCo defines two certification levels:
- Level 1: physical, electrical and transport level interfaces
- Level 2: payment app selection and credit financial transaction processing

- Webiste:

J/Speedy MC DC vsbeC AEIPS
Maestro PLUS
Cirrus ELECTRON
Contact CL K-1 CL K-2 CL K-3 CL K4
EMV Level 2
-] =
EMV Level 1 Contact Books 4.3 & Contactless Books 2.5

ISO 7816 & ISO 14443
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PBOC D-PAS

CL K-5 CL K-6
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http://www.emvco.com/

POS Certification is a Long and Brutal 14 Month Process
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EMY L1 PCLPOI (Standalone PED) EMY L2 Brand Approvals
| Contact Lt | I m I Contact L2 Regional Banks & Acquirers MasterCard TOM & MTIP
PIN Contactiess L2 (MasterCard
=== | N 5 [ =9 e o o
Contactiess L2 (Visa PayWave) AmEx AEIPS
| otogration I Contactioss L2 (AmEx
Partner Options —
ﬁ _M eal_,ci,néq W C_ Acqurers O
i Laboratory Options
Fime 6
INFO|GARD ".k“"") |
v Mobeowave
@ T - -Systems o s
comre | | @ apr @) e
Approx. 3 weeks Approx. 3 months Approx. 2 months Approx. 3 months Approx. 3 weeks
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Point of Sales
A Scalable Portfolio to Address a Wide Range of POS Solutions

PinPad / mPOS POS / Smart POS Tablet / Counter Top POS High End POS

K21/K81/KL81 i.MX 6 UL-3 I.MX 7Dual; i.MX 8Xseries i.MX6 DQ Plus; i.MX
i.MX7 Solo I.MX 6DL/D/Q + K81/KL81 8Xseries; 8series +
K81/KL81/A70CM

Cost optimized Feature Rich

Power efficient, secure and connected solutions

y
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PinPad, mPOS

Architecture Block Diagram

RTC EMVco Payment
Battery Buzzer h | Real External Memory PN7462
PMU )} Tpﬁrr]'t*;’:‘ Time Nor, NAND, XIP
(Discrete) Clock Memory, DDRx
® Contact
Reader
o ¥ & TDA8OXX
< QSP -
Standard Connectivity = ﬁmﬂ’
- Secure Microcontroller
& s Wired PCI C liant Contactles
e USB OTG omplian
e PN5180

Lien

Kinetis: KL81, K81

9 <« Bluetooth / Wi-Fi _
Murata | Crypto Engine
Wirel SiP (RSA, ECC, 3DES,ECC,SHA, DPA) Optional
Tl <—>  GPRS/Cellular FAC ol
4|I\|/__let'1_,s m Card Reader

. . Legacy Payment
Wireless Connectivity

W/ Tamper

T

Sensors Secure
(for tamper Touch
resistance) v v AFE
Display 3
BRI (+ LCD Driver
LEDs . .
MCU)
4 5 CLEAR
718 EC
User Interface / Pin Entry 0
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Traditional Smart Mobile POS
Architecture Block Diagram

Power & Battery

@ Mamacomiend EMVco Payment
— PMIC & Int. External Memory PN7462
o < Battery Nor, NAND, XIP
o Charger Memory, DDRx
f; -~ PF1550 efc.
i Contact
o Reader
Standard Connectivity A/ TDA8OXX
™ . [ |
P — Wired
' <> uterlaces «_.E Contactle
Serial Secure Microprocessor
USD . ss Reader
PCI Compllant . » CLRC663
'y <> Bluetooth /Wi- < e
3] uetooth / Wi- |- i.MX: i.MX6UL, i.MX7Solo PN5180
() -
Murata | BRCM4339 rypto Engine
Wireless SiP Module CAAM Engine
T-Ill -— GPRS/Cellular - (RSA, ECC, 3DES,ECC,SHA, DPA) Magstripe
Lcyacy e
Wireless Connectivity Payment
v v
Sensors Bl 2 e
(for tamper LED o p—
resistance) s S\J;tLi(ri?hEr&l(e:U; 445 NXP/FSL
7|8 e
o 3rd Party

User Interface / Pin Entry
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Tablet Counter Top POS
Architecture Block Diagram

>  BC3770 LiCell Charger

41062V | pgpath
"’-";_; SM Charger Switching
- Regulators
- . External Memory
Linear Regulators Nor, NAND, XIP
l Memory, DDRX etc.
PF3000/3001
Power & Battery Management T
™, Secure MiCI’OpI‘OCGSSOI‘
. = Wired Interfaces EEGE PCI Compliant

Serial (Ethernet
USB Ethernet

i.MX: i.MX7D, i.MX8X

. SDIO Normal Domain = Secure Domain

Bluetooth / Wi-Fi UART / [AV.Core) (MECoTE)N s
Murata | BRCM4339 Elex 10 Z

Wireless SiP Module

LBEH5HMZPC-TEMP

-+
Secure Apps ‘

EMVco Payment

PN7462
Contact H (SU':Mtz
Reader X5)

TDASOXX [~

Contactless
Reader
CLRC663

& Peripherals
EMV Stacks

""Secure 0S

TrustZone {i.e. ProvenCore)

GPRS/Cellular

T P
il 4Mbit/s

Resource Domain Controller

—_—
W\ ‘Tamper Protections

PN512
PN5180

\

Magstripe Card

Sensors
(for tamper ’
resistance) e Display

User Interface / Pin Entry
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<—— Secure Capacitive

Touch Controller

> —
Reader

Legacy Payment

NXP/FSL
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High-End Tablets & Payment Terminals

Architecture Block Diagram

EMVco Payment
External Memory
<«— Battery Charger PMIC Nor, NAND, XIP Memory, PN7462
BC3770 gt PF0100 Thermal Printer - 'll?i;ecclock DDRX etc.
W, -« 7~ MC32PBC3770
1\ ﬂu
Contact
v \i i v Reader
Wired Interfaces TDABOXX
Serial ¢ [ >
USB . . q
Ethemet Main Processing Unit Secure Controller
i.MX: i.MX6DL; Kinetis: KL81, Contactless
Bluetooth / Wi-Fi D/Q; D/Q+; i.MX8 |« K81, A70CM Reader
Murata | BRCM4339 < > — ] CLRC663
Wireless SiP Module PN512
LBEH5HMZPC-TEMP PN5180
I Magstripe Card
(”") Reader
LEDs Display <—— Secure Capacitive Legacy Payment

Touch Controller

User Interface / Pin Entry
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NXP Offers a Complete CL/NFC Portfolio for POS/mPOS

1SO14443 A 1ISO15693 ISO 18092 ISO 18092 Output EMVCo L1 Dynamic SW stack Integrated Integrated
& B, FeliCa Target Initiator power RF Power CPU 1ISO7816 CT
Control interface
. . 3.6V output
1S014443 Active & Active & L1 EMV L1
PN512 FeliCa Passive Passive (f(t)g?neA) with booster NO NEC forum NO NO
5V output
CLRC663 IS'91_4443 1SO15693 stage L1 NO EMV L1 NO NO
eliCa (250mA) no booster NFC reader
. . 5V output
1SO014443 Active & Active & L1
PN5180 FeliCa 1SO15693 Passive Passive stage no booster NE(,;A ;g;&m
(250mA)

. . 5V output EMVL1 CT+
1S014443 Active & Active & L1
PN7462 FeliCa 15015693 Passive Passive stage no booster CL Cortex MO
(250mA) NFC forum

Peer-to-Peer
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NXP Offers a Complete CT Reader Portfolio for POS & mPOS

Card Class EMVco L1 Number of ESD Card Package SW stack
Support card slots Protection @ Management

Class . Sync &
*

Class . Sync &
Class . Sync &

* TDA8034HN has no DC/DC converter and can support Class A cards with a supply voltage of 4.80V min.
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Point of Sale (POS) Reader Solution Overview

- POS Reader Reference Design for applications Reverse side:
requiring Payment Card Industry certifications, Secure Island, including Kinetis Secure MCU
supporting QVGA display

- NXP PN5180 Contactless, TDA8035 Contact
card reader module with KSDK driver support

SecureSense™ touch pad

- Hardware and software, including all drivers,
cryptographic libraries, NXP Secure Kinetis
K81/KL81 MCUs - Pin to pin compatible,
covering range of performance and price
targets

- Chip-and-PIN keypad based on Cirque® Contactless Reader
SecureSense™ technology Antennae

. CardTek L2 CT/CL EMVCo Certifiable Stack - Certifications & Testing:
TWR-POS-K81 PCI 4.1 Certified as PIN Pad *

PCI silicon pre-certification

Contact Reader

1.25W Contactless Reader

- Target Applications:

— Point of Sales Terminals, Contact & Contactless

_ Automatic Teller Machine PIN Pad + Reader Side channel attack testing *

_ Building and Home Automation, Secure Access CAVP (crypto assurance validation program) certified

Control

TRNG entropy evaluation
EMVCo L1 CT/CL pre-certified

- Availability: Sampling now, Launch Jul ‘16

h o
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Point of Sale (POS) Reader Solution Architecture

Battery Buzzer RTC EMVco Payment
PMU Thermal Real Time External Memory
. () Printer Clock NOR XIP
(Discrete)
t Contact
Reader
Y
TDA8035
SDRAM/ QSPI
o Q‘-’ Q5 ISO7816-3__ |
Standard Connectivity = 2 x EMVSIM
A Secure Microcontroller
'*—>  Wired Interfaces i
X Serial DI USB OTG PCI Compliant Contactless
USB . »| Reader
Kinetis: KL81, K81 w PN5180
- SDIO
4 UART /

P Wi-Fi b/g/n

Crypto Engine
BT/BLE

LTC Engine
(RSA, ECC, 3DES,ECC,SHA, DPA)

TRNG FAC

Flex 10

Optional
Magstripe

GPRS/Cellular
4Mbit/s

Tal ~— =

I

Card Reader

Legacy Payment

DrylCE

Wireless Connectivity Wi Tamper Pins

Sensors Secure
(for tamper Touch
resistance) v v AFE
A
NXP/FSL Display
LEDs (+ LCD Driver if —
31 Party not in the MCU) 2|3 |on
Not 5 CLEAR
Included 718 -
User Interface / Pin Entry 0
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A Flexible Solution Concept Using TWR System Module

HOOCO O

TWR-LCD TWR-ELEV

TWR-ELEV

TWR-POSCARD-PN5180
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K81 Secure Touch Pin Pad Solution

> Segment LCD

{113

TWR-POS-K81

t
ostign
-
=

12C

Secure Area

I
cdle & S : : ]
i | i Cirque :
' External Flash _ QSPI i ___SPI__| Rushmore |
_ I (Graphics Content) | e K81 | Touch :
« K81 Secure Micro w/ Tamper and Crypto : ! AFE ]
I 1

Secure Capacitive Touch (by Cirque) Pin Pad

Tamper Header providing access to 8 tamper signals :

Chip on glass 2 lines x16 Character segment LCD |

4 used control status LEDs || Touch PIN
|

* Independent, battery-operated power supply for real-time clock (RTC) module Pad
* Production Quality Software EMVCOL1LT T oo TTTTs
» Production Quality Documentation
* PCI 4.x Certified!
A 4
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TWR-POSCARD-PN5180

(i i

1y PRIMARY-" 2

.

TWR-POS-PN5180
Rev2

OM25180TWR

ce re| HA T

AT

- Point of Sale Card Reader Board

Tower Form factor

= Tower peripheral board for expanding capability of TWR-POS-K81 or other tower MCU boards
PCB Antenna for contactless payment

= NXP NFC: PN5180 NFC Front end

= Full EMVL1 2.5 compliant stack available in KSDK

10123UU0)
pIE) JewS

= Test report from independent test house

Smart Card reader PHY
= NXP: TDA8035 Smart card interface
= EMVL1 4.3 compliant stack available in KSDK

Example part of the KSDK 1.3 & 2.0
= Utilizes New EMVSIM peripheral of the K8x devices

QYYIS0d-4ML

eUUUY
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Secure Card Reader Reference Solution Enablement

25

The software framework and
reference for Kinetis MCU
application development

Customer Application

Stacks
(TCP/IP, USB)
Application
Specific

Software and Hardware
Evaluation & Dev Tools

Libraries -
(DSP, Math, Encryption) Operating System
BSP, Drivers & HAL

MCU Hardware

PUBLIC USE

Quick Start Guide

User Manuel

Software

- EMVCo L1 CT/CL Library integrated in KSDK

- EMVCo L2 CT/CL Library integrated from 3rd parties
Application Notes

- AN4733 - Dry Ice App Note

- AN4507 - Flash Security App Note

- AN10997 — TDA8035 Smart Card Reader

- AN11740 — PN5180 Antenna design guide

- AN11742 — Dynamic Power Control

- ANxxxxx —=TWR POSCARD HW

Certifications

- Infogard PCI Silicon Pre-cert report

- Infogard TWR-POS-K81 Pin Pad PCI 4.1 Certification Report
- EMVCo L1 CT/CL Pre-cert report

h o
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K81 POS Solution

! I

' I | !
: LCD < oR > Segment LCD !
. ks |
I|  TWR-LCD : | ,
| [ I TWR-POS-K81 |
FlexBus/SPI : 12c :
] seowemrea :
: i V} \ 4 . :I
: QSPI : SPI RC|rhque }
Ext | Flash B [ ~ R ushmore | 1]
: (Gr;piz(r:l:l Coifent) ) i K8l = ‘| Touch E I
K81 Secure Micro w/ Tamper and Crypto ! | i AR
PN5180 NFC CL Reader . -—=F-=-=--- | |
TDAB8035 CN Reader S T
Secure Capacitive Touch (by Cirque) Pin Pad : NXP U | Touch PIN :
Production Quality Software EMVCo L1 and L2 U | o | | Pad .
Production Quality Documentation TII\NR oscarp | - !

Great OOB Experience e auiu.
PCI 4.x and EMVCo Pre-certifications ¥ 4
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TWR POS Demo

Keyboard

K81/KL81
M4:150MHz/M0+96MHz
96KB/256KB SRAM
256KB/128KB Flash

TDAB8035

=

y
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PN5180 — Technical Product Features

28

Characteristics

RF driver current up to 250mA

Dynamic Power Control DPC

Adaptive modulation waveform control

RF driver supply voltage: 2,7V...5.5V

Host interface: 1,8V or 3.3V

Flexible low power card detection

4 Multi purpose Outputs's (only on TFBGA)
HW support for EMVCo EMD handling

13.56 MHz RF clock generation from external 8, 12, 16 and 24 MHz
source

Overheat protection
Operating temperature range: -30...+85° C

Interface to Host

PUBLIC USE

SPI up to 7Mbit/s
IRQ and BUSY signal for improved host communication

Supported RF Protocols

Reader/Writer mode

« ISO/IEC 14443 A&B R/W support up to 848 kbit/s
FeliCa R/W support
R/W support for MIFARE 1K, 4K
NFC Forum tag type 1,2,3,4,5 reader
ISO/IEC15693 reader (I-Code SLI)
ISO/IEC 18000-3M3 reader (I-Code ILT)
EMVCo 2.3.1 and 2.5 compliance (L1)

Peer to Peer mode
Passive-Initiator / Passive-Target
Active-Initiator / Active-Target
P2P supported for types:

- A (106 kbit/s)
- F (212,424 kbit/s)

Card Emulation
ISO/IEC 14443A (up to 848 kbit/s)
Active Load Modulation

Packages

HVQFN40 and TFBGA64
Part removal detection (PRD, only on TFBGA)

h o
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TDAB8035

Customer Benefits Features
Integrated DC DC converter Supports 5V 3V ,1.8V smart cards
EMV4.3 compliant, NDS certified - Thermal and short-circuit protection on all card contacts

Enhanced ESD protection on card side (10kV)
3 specific protected half duplex bidirectional buffered I/O lines (C4, C7 and C8)
- Automatic activation and deactivation sequences
- Voltage supervision on VDD
De-bouncing on card insertion/extraction
Target Market - DC-DC converter with capacitor
Supply voltage from 2.7V to 5.5V
Current limitations on Vcc,,I/O, RST, CLK on each slot

- Very low power consumption in shutdown
Chip select mode for parallel cascading

STB, Payment terminals (POS)

Supported Cards

5V, 3V, 1.8V cards supported

Synchronous cards
Interfaces

GPIOs for control

Standards Transparent I/O lines for card communication
ISO7816-3
EMV level 1 compliant
P Package
HVQFN32

y
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K81

ARM Cortex-M4 - MPU
Up to 150 MHz with HSRUN

Debug

Interfaces 2P

Interrupt
Controller

Floating Point
Unit (SFPU

8KB I/D Cache

8KB Sys Cache

Security Analog

30 PUBLIC USE

System

Timers

4x FlexTimer

2x Timer/PWM

2x Low Power
Timer

4ch Periodic

Interrupt
Timers

Real Time Clock

Programmable
Delay Block

i

Carrier Modulator
Transmitter

HNXPFTF

Memories
Flash
256KB
SRAM
256KB
QSPI Boot ROM
With OTF 32KB
External Bus
Interface 2KB
Secure
SDRAM Controller RAM

Communication Interfaces

Clocks

Human
Machine
Interface

GPIOs

Touch Sensing
Interface

-

Packages
121MAPBGA 8x8x1.4/0.65mm
100LQFP 14x14x1.4/0.5mm

Temperature
-40-105C

Features Highlight

Cortex-M4 with 8KB I/D-Cache

FPU and MPU , BME

up to 256KB Flash,

up to 256KB SRAM

QSPI Flash interface

QSPI Flash interface with OTF

True Random Number Generator

Crypto acceleration MMCAU

160B(32B+128B) Secure RAM for

Key storage

Enc. Engine (DES/3DES/AES/RSA)

* RSA2048 support (3 decrypt and
1 encrypt <750ms)

+ ECC: ECDSA and ECDH for up to
P256

+ DES/3DES with HW DPA

* AES256/192/128 with DPA

Up to 8 Tamper Pins

Independent Real-Time Clock (RTC)

2x EMV compatible ISO7816-3

interfaces

Crystal-less USB Device

32-ch FlexlO

NX



Solution Outlook

- The solution includes HW and SW fundamentals for a secure payment terminal

with all L1 layers and necessary peripherals (secure keypad, display) to implement
the transaction layer EMVL2.

- EMVL2 stacks and payment application can be implemented by 3rd party partners
or customers themselves

Payment
Server
simulator

h o
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Payment Solutions Roadmap

Solutions

Capabilities

A K81 Secure Touch PINPad

A KL81 Cost Reduced Secure Touch PINPad

A5
o|INv|o |
w

CL-1.75W NFC

CL-1.25W NFC CT-EMVCo 4.3

PCl4.x DPA Cortex A7 Multi Core PCI 5x?

PCl4.x DPA  Asymmetric Crypto NFC Integration QR Code PCI 5x?

EMVCo L2 Linux CT/CL Stack

EMVCo L1

DPA

|
2015 2106 2017
—

Foundational IP Development
33  PUBLIC USE #NXPFTF

Subject to Change

Secure Card Reader + Integrated
Secure QR Code

Future



Mobile Point of Sale (MPOS) Reader Solution Overview

34

mPOS Reader Reference Design for
applications requiring Payment Card
Industry certifications

NXP PN7462 Contactless/Contact card
reader module with KSDK driver support

Hardware and software, including all

drivers, cryptographic libraries, NXP Secure

Kinetis K81/KL81 MCUs - Pin to pin
compatible, covering range of performance
and price targets

Chip-and-PIN keypad based on Cirque®
SecureSense™ technology

CardTek L2 CT/CL EMVCo Certifiable
Stack

Target Applications:

— mPOS Terminals, Contact & Contactless, which
connect to standard smart phones and tablets

Availability: Launch Nov ‘16

PUBLIC USE

Reverse side:
Secure Island, including Kinetis Secure MCU

SecureSense™ touch pad

g T PR

L g 5
n g
e "”
LI N
v & i
119 R10 8
1
)

UL

stcomony

Contactless Reader
Antennae

40-pin connector for all
different lightning cable

types

USB A recep
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Mobile Point of Sale (MPOS) Reader Solution Architecture

Battery Buzzer RTC
PMU Thermal Real Time External Memory EMVco Payment
: ) i Clock NOR XIP
(Discrete)
7 3
Y A A
SDRAM/ QSPI
. QH Q |SO7816—3_> Contact/
Standard Connectivity 2 x EMVSIM ContactlessR
A Secure Microcontroller eader
'“—>  Wired Interfaces i
¢, B UsBoTe PCI Compliant PN7462
USB L -
Kinetis: kLa1, k81 AT
SDIO
UART /

Wi-Fi b/g/n Flex 10 Crypto Engine

BT/BLE .
LTC Engine
(RSA, ECC, 3DES,ECC,SHA, DPA) )
Optional

[ GPRS/Cellular FAC Magstripe
T:'I 4Mbit/s m_' Card Reader

!

DrylCE Legacy Payment

Wireless Connectivity W/ Tamper Pins

Sensors Secure
(for tamper Touch
resistance) v v AFE
3
NXP/FSL Display
LEDs (+ LCD Driver if

31 Party not in the MCU) 1

:

Included 7

User Interface / Pin Entry '
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Future Linux Point of Sale (POS) Reader Solution

New i.MX6UL TWR w/WiFi BT/BLE TWR-POS-PN5180

TWR-LCD-RGB

36 PUBLIC USE

4.3” touch
480x272 RGB
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Linux Point of Sale (POS) Reader Solution Architecture

Power & Battery Management

<
= PMIC & Int. External Memory EMVco Payment
1% ™| Battery Charger Nor, NAND, XIP
Q — 1 PF3000 Memory, DDRX etc.
= 7y i Contact
Reader
Standard Connectivity Y Y TDAS035
) ———
.« ™ Wired Interfaces
-— USB Secure Microprocessor
PCI Compliant Contactless
" pusa0
R B SDIO i - i
e; «—» Bluetooth /Wi-Fi [ Uy I.MX: i.MX6UL
o Murata | BRCM4339 Elex 10
(( )) Wireless SiP Module N
<——»  LBEHSHMZPC-TEMP Crypto Engine

Illl GPRS/Cellular il (RSA, ECC, 3DES,ECC,SHA, DPA) Magstripe
— | Ee. SedResee

Wireless Connectivity

Legacy Payment

| ‘ |

\

LCD User Interface /Pin Entry
Sensors
NXP (for tamper
resistance)
L=
Not Touch Display 4|15 aean
Included (+ LCD Driver if —
not in the MCU) 718)9 "=
0
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NFC TECHNOLOGY HUB

Your source for everything NFC

Latest NFC technology news
Latest product news
Technical NFC Community
Downoads

And more to discover...
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WP dentification and Security * NFC and Reader ICs © NFC Technology Hub B =<

NFC Technology Hub

Near Field Communication is hot. In today's increasinghy
connected world, this simple, intuitive technelogy lets you
interact securehy with the world around you with a simple
touch. NFC is available in hundreds of milions of
smartphones, tablets, and other consumer electronics, with
new devices arriving almost daily. We are coenvinced to see
NFC everywhere very soon. This hub gives you technology
insights as well as the latest news about NFC solutions
from NXP.

With NFC being a specialized subset of RFID, also check out
our dedicated

NFC News

With just a tap, new purchases can perform service
dizcovery, connect to the home network, or pair with other
components, such as high-end speakers...

With NFC (PMNS&T} in your phone and wearable, you can
securely preload your fare into the phone with an instant
online purchase...

NFC Products

When adding NFC to a system, there are three options to
choose from: , which provide just the NFC
function, , Which combine the NFC frontend
with a microcontroller, and , which
are passive microchips used in smart NFC tags. We have
released new products in all categories ushering in a new
era in the evolution of MFC te bring intuitive proximity
technology everywhere:

. High-power NFC frentend solution
- NFC. Cortex-M0 microcontroller offering high
performance and low-power consumption
. NFC Forum Type 2 Tag compliant IC with
FC interface

Featured Videos

Lo TR s

History of NFC
In 2002, NXP and

@ everywhere

NFC Commiz=siening for Smart Homes (02:11 min}

Design Resources
NFC Knowledge Base
NFC Applications

B Documentation

|

NFC for embedded applications: vour critical link for
the Internet of Things (Brochure) B

E]

What NFC means for smart factories, inteligent
supply chains, and Industry 4.0 (Whitepaper) B

NFC Product portfolio B

NFC Support
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http://www.nxp.com/nfc
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