MU Restore FW

1. Root cause

In most cases, HSE FW erased caused by incorrect clock configuration. The proper operation of the HSE
subsystem depends on the correct configuration of the clocks CORE_CLK, HSE_CLK, AIPS_SLOW_CLK,
AIPS_PLAT_CLK, etc. Therefore, users need to follow the 23.7.2 clock option in the S32Kxx-RM, otherwise
the HSE may not operate properly, or even HSE FW will be erased.

But | also found some other case, like clear FES-POR without DCF record config (K312), K312 enable
“PLL_ENABLE” in IVT.

More detail can refer to S32K3-RM and HSE-RM, | also write mention this in HSE QSG.

Full mem firmware recovery is similar to AB swap, you can refer to
S32K3 HSE installation using MU Interface - NXP Community

2. Prepare

Need to prepare a HSE FW install project to download the firmware to FLASH, and then add a loop, avoid
running the program to another location, click “run” in debug window each time after writing to the MU
RR/TR register

3. HSE handshake mechanism

After POR, the MU -FSR reg all “0”, the HSE is not working

Check the HSE GPR

14.2.6.2 HSE GPR Register 3
Secure BAF updates status bits on HSE GPR Register 3 (0x4039C028) as explained in below table.
Table 136: Status Bits on HSE GPR Register 3 (0x4039C028)

Bit # Description

... Reserved

Application cores booted in Recovery mode by SBAF.

4 No HSE Firmware is present in Device due to Erase performed by SBAF
Handshake logic. This bit resets on presence of valid HSE Firmware.

3 HSE Firmware from Data flash area is erased by SBAF Handshake logic in
current reset cycle.

2 HSE Firmware from code flash area is erased by SBAF Handshake logic in
current reset cycle.

1 MU interface is enabled for installation of HSE Firmware.

0 HSE FW is present and SBAF Booted HSE Firmware
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And the HSE GPR 3 register bit 0 is also 0 (normal should be 0x00000001), so it is obvious that the
firmware is automatically erased by SBAF through the handshake mechanism.

Handshake mechanism in HSE-RM,


https://community.nxp.com/t5/S32K3-Internal-Community/S32K3-HSE-installation-using-MU-Interface/m-p/1482018

14.2.5 HSE Firmware Handshake
10355

TEEHRGREY
Secure BAF and HSE Firmware have interdependent handshake mechanism which prevents bricking of
device by erasing the erroneous or corrupted HSE Firmware and re-install new HSE Firmware . The

Handshake mechanism is only functional over functional resets. ENEEEREW
BRI RIFW FHEY shutdown mode =34, reset the device

HSE Firmware sets the status as successful after the device is successfully booted. In case, there is some
major corruptions in the device, during its initialization flow, the device goes into shutdown mode only after the

setting the handshake status as failure. &= IBEFUE A M FW EEATETET A JERIE AT, FTEEEFEN sleep mode
F—AEARR - MBS, HJ5ER HSE FW iSRKEERS

In case, the user does not see the HSE_STATUS_INIT_OK set, the user is requested to assert a functional
reset. The handshake mechanism is designed to repeat this process for 5 times. In case, the device is not
booted even after the 5 resets, Secure BAF erases the HSE Firmware in the code flash location. -

In case, the code flash firmware is attempted to boot 5 times, the primary counter value is set > 5. If the
primary counter is set > 5 then, HSE Firmware is erased from the code flash. The status of firmware erase is
setin HSE GPR (Register 3 (0x4039C028), refer chapter Hardware Security Engine (HSE_B) from [REF02]).
In the same reset-cycle, Secure BAF checks if the valid backup firmware is present.

If valid backup firmware is present, it restores the firmware to code flash and retries booting the firmware. In
case, the data flash firmware also has major defect/corruptions, which leads to HSE Firmware going into
shutdown, the user is requested to assert functional resets which is the similar process as of code flash. This
needs to be repeated for data flash firmware. In case, the data flash firmware is attempted to boot 5 times, the
secondary counter value is set > 5. If the secondary counter is set > 5 then, HSE Firmware is erased from the
code flash as well as data flash. The status of firmware erase is set in HSE GPR (Register 3 (0x4039C028),
refer chapter Hardware Security Engine (HSE_B) from [REF02]). If no HSE Firmware is present in the device,
the user needs to install the firmware as mentioned in “HSE Firmware Installation” chapter.

Figure 63: High level flow of HSE Firmware Handshake
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11.2.1 HSE shutdown mode

Due to any error or tamper event in HSE subsystem, the firmware enters non-operational state by disabling all
the interrupts and finally enters sleep mode. As the interrupts are disabled, the host cannot request any
service to HSE Firmware. To exit the shutdown mode, the host needs to reset the device.

4. Using install HSE FW via mu interface to recover FW

In HSE RM:



4.2.3 Installation via MU interface

This method provides flexibility to install HSE firmware by placing encrypted FW-IMG at system RAM. HSE
firmware can be installed via programming encrypted FW-IMG in code flash or in System RAM memory and
the start address of encrypted FW-IMG must be provided via MU channel 0 interface by application.

To enable installation via MU interface, Host application must write bits 24" -31™ of DCM Register
(DCMRWP1 0x402AC400) with value OxA5. On next functional reset, Secure BAF enables HSE Firmware
installation via MU interface and sets HSE GPR (0x4039C028) bit 1'" to indicate installation state machine is
executing. Secure BAF transmits response over MU channel 0 to confirm installation of HSE Firmware then

Host application transmits expected response within the timeout period. This sequence is mentioned in next

flow chart.

APP E (xAS [GIE5K functional reset, SBAF FLEf25] FWMU) &2%, [ibAT APP E4RAEER response = SBAF i&IELE=5E

Below figures explains installation of HSE Firmware via programming encrypted FW-IMG and using MU

interface.

Magic number using in flow chart
1. ABSWAP MU code for HSE Firmware installation during handshake state machine

Transmitted

Magic Values

OxAAS5A55A  SBAF

OxFFOOFOOF | SBAF

OxDADABABA  SBAF

OxDABABADA  SBAF

Ox5A5AASAS | APP Core

OxFOFOOFOF | App core

Description

Secure BAF confirms these two operations can be
performed:

1. Switching of active and passive flash partition OR

2. Installation of New HSE Firmware

Secure BAF confirms only installation can be performed
Secure BAF asks for HSE Firmware pointer which has to be
installed.

Switching of Active to Passive Code flash partition is
Successful. Reset is required.

Application confirms for Switching

Application confirms for Installation of new HSE FW.

Expected Response

1. Switching: Ox5A5AASAS

2. Installation:
(xFOFOOFOF
(xFOFOOFOF

Pink Image pointer
Eg: 0x00420000

MNA

Switching Success Status
OxDABABADA

HSE FW Pointer
OxDADABABA



Figure 19: Installation steps via MU interface in FULL_MEM configuration
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RIEZ AB_SWAP FW BNZ&Emie, ATLIERIEINEZ:, BEBETENSENT, S9BiE, 0L

& AB_SWAP FW A9,

4.3 Installation process in AB_SWAP configuration

In this case, the need to install the firmware is required when firmware gets erased by SBAF because of some
issue in firmware as explained in the section “HSE Firmware Handshake". There is only one option through
which HSE Firmware can be installed which is “Installation via MU interface”.

If HSE firmware is not present in passive block then, HSE Firmware can be installed as “Installation via MU
interface” in passive block. And if HSE firmware is already present in passive block or if it is installed via MU
interface then active — passive block switching is allowed via MU interface.

To enable installation via MU interface, Host application must write bits 24 -31% of DCM Register
(DCMRWP1 0x402AC400) with value 0xA5. On next functional reset, Secure BAF enables HSE Firmware
installation/active -passive block switching via MU interface and sets HSE GPR (0x4039C028) bit 1 to
indicate installation state machine is executing. Secure BAF transmits response over MU channel 0 to confirm
installation of HSE Firmware then Host application transmits expected response within the timeout period.
This sequence is mentioned in below flow chart.




Figure 20:

Installation steps via MU interface in AB_SWAP configuration
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*App core transmits response over MU Channel 0 (MUQ.MUE)

5. recovery steps (ab swap)

5.1 before start handshake
The bits 24-31 of DCMRWP1 register are all 0 by default, and bits 0-4 in 0x4039C028 are all O at this time,

the FW Installation Process (MU) process is not started.
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gsrvResponse = GetHseInfo()
ASSERT(HSE_SRV_RSP_OK == gsrvAesponse);

to begin install HSE firmware

* After reset, S
Power_Ip_MC_ME_SocTriggerRe

am HSE_FW in MSE Code Flash. *
etEvent (POWER_IP_FUNC_RESET_MODE);

for

if(exit_code I= @)

break;

)
return exit_code;

©Console * Problems O Executables [ Debug Shell + Search 1 Waich registers O Memory Spaces 1 Memory 3 Call Hierarchy & Real Time Expressions

Monitors & New Renderings.
* 0:004E0000 8 -8 c-F
* 0:004£0040 4839020 91050000 00090400 ooeeceee
* 0x4039C028 4839030 90000000 35000000 0000000 0OCP240

5.2 start handshake
Write A5 to bits 24-31 of DCMRWP1 register, click “run” and “stop”, the HSE GPR 3 bit 1 assertion (MU
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Meanwhile, HSE sends OxAA55A55A to M7 core via MUO-MUA TRO, and the value can be viewed via
MUO-MUB RRO, at the value can see from debug window
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5.3 response

Send OxFOFOOFOF via MUO-MUB TRO , the response for the handshake , click “run” and “stop”
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4 Semhosting Console 192 /% uait for HSE to initislize completa(service request can be sent over MU) sfter installation */ ccro $:0000..| RW 10e4036... G
193 if( @ == (HSE_STATUS_INIT_OK & HSE_GetStatus(MU_INSTANCE_®)) ) SR Ox0000... RW 104036, Cod
194 FCR 0:0000.. RW 0xd038... Flar
195 gInstallHSEFwTest = FH_NOT_INSTALLED; 0400000000 000000000000000000... 0x0000... RO Oxd038... Fla
196 GIER 00.. RW 0x4038.. Ger
157 while (1
on Y GCR 0x0000.. RW 0:4038.. Ger
199 else = 0:0000.. RW 0:4038... Ger
200 TR 0:0000.. RW 0:d038.. Tir
201 gInstallHSEFwTest = FH_INSTALLED; TSR (40000.. RO 0xd038.. Trar
B i RCR 0x0000.. RW 0x4038... Rec
Son 1 RSR 0:0000.. RO 0:4038.. Rec
105 jremmesrsswsmREERsEREESERRRRRERRERRRRE Update HSE_FW FRTTERERREEREEEERNERRRRRERRETIIXRERRER AT O 0100000000 000000000000000000... 0:0000... RW 0xd038... Tra
205 gsruResponse = HSE_UpdateseFirmware( HSE_ACCESS_MODE_ONE_PASS, 8, (uint32_t)(8_HSE_FW_START) ); TR DATA (bits 0-31) 0100000000 000000000000000000.. (kW) M
207 ASSERT(HSE_SRV_RSP_OK == gsrvResponse); TRy x0000.. RW OxdO38.. Trar
208
289 testStatus |= FW_UPDATE_SUCCESS; . %0000... RW |0x4039... Tral
b16 0:0000.. RW 0:4038.. Tral
211 /* Acquire and print HSE related information(FW Version, Life Cycle, HSE Status, Secure Boot). */ v #RR(O] 0:DADABABA 110110101101101010... 0:0000.. RO  0xd038.. Rec
212 gsruResponse = GethseInfo(); ODADABABA 110110101101101010.. ®0) [
213 ASSERT(HSE_SRV_RSP_OK == garvResponse); —_— 50000 Ro |ovioae Red
2155 /* Software functional reset to begin install HSE firmware. * 0x0000.. RO 0x4038.. Req
b16 * After reset, SBAF will program HSE_FW in HSE Code Flash. */ 0:0000.. RO 0xd038... Rec
217 Power_Ip_MC_ME_SocTriggerResetEvent POWER_IP_FUNC_RESET_MODE); [
218 ™
219 for (53 - CONFIGLRATION GOR oY
220 { Y 5
221 if(exit_code I= 8) — —
< > §22 £ Outline = i ER ew |
#Dashboard R L, breal v = mainvoid):int -
- - < > * HSE UpdateHsefirmmware(hseAccessMode.t. uint32_, uint32.1) - hseSrvResponse t ©
* Project Creation
[* 53205 Application Project SConsole = 11 bl ) I W ters 0 s A I sxkkuEEEce-o- -0
& 53205 Library Project 532K344 LifeCycle_Management Cfg 10034 FW0110_Debug FLASH PNE [GDB PEMicro 3. 1520, 1 console
- Bulld/Debug REM Enable clocks for selected cores in MC_ME module (the sequence below ensios all clocks). "
REM Initialize RAM and DMA:
A Build (Al REM Initialize DMA TCD:
# Clean (A REM Copy valid executable code to RAM for each core to be used.
 Debug REM Enable required cores in MC_ME
- Delaying for 26ms
* Settings o
& Project settings
% Build settings Reset script (C:\NXP\S32DS.3.4\eclipse\plugins\com. pemicro. debug. gdbjtag.pne expansion_5.2.0.202203211842\win32\gdi \PE \supportFiles_ARM\NXP\S32K3xx\S32K344.mac) completed.
% Debug settings . . .
§ Interrupt command received. Halting execution.
- Miscellancous Interrupt command received. Halting execution.
« Getting Started Interrupt command received. Halting execution.
 Quick access 5
< >
ITH2ZMIGH480M |1 Read peripheral registers: (40%) -

5.4 Provide the HSE FW pink image address

Provide the firmware address, in this pic is 0x00600000, users can fill in different values for the actual
location of HSE FW without specific requirements, and then run the code.
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© Debug = f EXIMIP 1“0 Gmanc Winke flash 532 “ 0 e Varisbles EmbSys Registers == % Peripherals  #E 1= < O
« I5522K044 ey Manegerman Ci. 10034 o1 14 Power_Tp_MC_ME_SocTriggerResetEvent (PONER_IP_FUNC_RESET_MODE) ; A Project [SI2K344 LifeCycle Management Clg_100_34 FWO110] Device: S32K344 Core: Cortex-M7  (Double ick on register 10 read va
~ 1 $32K344 LifeCycle Management Cfg_100_34 FW\ f:z ¥ Register Hex 8in Reset  Ac. Address De A
v # Thead #1 Suspended : Sgnal: SGNTinterna 125t arus | HSE_PH_USAGE. ENABLED; =ViR 0:0300. RO 04038 Ver
= main) at main.c197 0ui0d 104 88 = PAR 0x2020.. RO Ox4038.. Par
2 CANXPRSI205.3 Avecipsel puginsicom pemicro.c [§189 =R 0:0000. RW 0038 Cor
2 arm none eabi-gdb 190 =Sk 0x0000.. RW 0x4038.. Sta
4 Semibosting Console i = TReralli s e / =ccro 0:0000. KW 0x4038.. Cor
/% Mait for MSE to initislize cosplete(service request can be sent over MU) after installation * = e
1f( @ == (HSE_STATUS_INIT_( o: & HSE_GetStatus(MU_INSTANCE_@)) ) = CSSRO 0x0000.. RW 0x4038.. Cor
=R 0:0000. RW 0:4038.. Flo
gInstallHSEFWTest = FW_NOT_INSTALLED; sk 0400000000 000000000000000000... 0x0000... KO 0xd038... s
= GIER Ox0000.. RW (x4038.. Ger
} while(1){} =GR Ox0000.. RW Ox4038.. Ger
i =Sk 0:0000. RW 0038 Ger
=R 0:0000.. RW 0:4038.. Tra
gInstallHSEFWTest = FW_INSTALLED; =TSR 00000 RO 04038 T
=AcR 0:0000. RW 0:4038... Rec
= RSR O0x0000.. RO Ox4038.. Rec
Update HSE_FN / v =Ry ocosooood 1000000000000000000... (X000 KW 0x4038.. Tras
gsrvResponse = HSE_UpdateMseFirmuare( HSE_ACCESS_MODE_ONE_PASS, 8, (uint32_t)(8_HSE_FW_START) ); 3 TR DATA (bas 0-31) 00000000 000000000000000000. W) "
ASSERT(HSE_SRV_RSP_OK == gsrvResponse); =R 0:0000. RW 014038 Tom
testStatus |= FW_UPDATE_SUCCESS; = ONI000... NN | 01008, oo
=G| RW 0x4038.. ra
/* Acquire and print HSE related information(FW Version, Life Cycle, HSE Status, Secure Boot), */ v RRRO| OxDADABABA 110110101101101010.. 0x0000.. RO Ox4038.. Rec
gsrvResponse = GetHseInfo(); CIRR_DATA (bits 0-31) OxDADABABA 110110101101101010. RO) MU
ASSERT(HSE_SRV_RSP_OK == gsrvResponse); ) —_— 0:0000. RO 0u4038.. R
/* Software functional reset to begin install HSE firmware. * =RR2I 0x0000.. RO 0x4038.. Req
* After reset, SBAF will program HSE_FW in MSE Code Flash. * = RRB) 0x0000.. RO Owd038.. Rec
Power_Tp_MC_ME_SocTriggerResetEvent (POWER_IP_FUNC_RESET_NOOE) ; = MU_1_MuB "
- o«
for (; s o
U ieentt_cote 1 o >
€ .
. . (exit_code ) oy a BEARNem | ~O
 Dashboard wi~o break; - * main(void) :int ~
* HSE UpdateHseFirmwareihseAccessMode & uint32., wnt32.8) - heeSevfiesponse | -
- Project Creation < 2
* $3205 Appiication Project o fe 1 Problems © Executable g Sh wa aroeiMENSy 1 =0
53205 Library Project Monitors
- Build/Debug * 00040000 -
& Build (AN SUGOOII0N
@ Clean (AN) © Owi0390028
® Debog 0000000
FF3FFDBF
- aseeerae
® Projectsettings Sianis
% Build settings 005
W Debug settings sy
- Miscellaneous ocecede
@ Getting Started oseceane
« Quick access 00300
0000000 o
STOMBENGS  © Rosd periphersl eqisters: (40%) -
After successful installation, RRO returns 0OXAA55A55A, means Valid HSE FW present in Passive Block
Send Ox5A5AA5AS via TRO, request the Switching active/passive Block.
) wortspacesazDs 3.4 - $32K384 LiteCyce Cfg 10034 - 532 Desig 532 Plattorm - o x
Fle Edit Source Refactor Navigate Seach Project ConfigTools Run PEMicra FreeRIOS Window Welp
LR I R A Y P P e T R T R L I T R I T Sl Q mRGemisEse
©Debug & © Project Exph E% ¥ | =0 'Gmanc Wiinker flash 532k “ 9 e Variables: Embys Registers % Peripherals AT 20 = O
~ E$32K344 LifeCyde Management Cfg 100 34 FW011 148 A Projact [532€344 LifeCycle Management Cfg_100_34_FWO110] Device: $32K344 Core: Cortex-M7  (Double click on register f0 read va
~ @ S32K344 LifeCycle Management_Clg_100_34_FW1 1:: B S — Register Hex Bin Reset  Ac.. Address De~
v # Thieed #1 (Suspended : Breskpoint) gl - ” & LPOMP e
= maind at mainc162 0404060 152 & TEMPSENSE Ten
3 CANXPS3205. 153 & 0RO [
3 aim-none-eabi-gdb 154 * Function:  main & FOCU O
: 155 * Description: The main function for the project. o
3 Sembosting Console d . M "
157+ 4nt main(void) L] L
158 { =VER 0:0300_ RO 0uAD38.. Ver
159 uintg t i; PAR 02020 RO (0x4038. Por
160 uints_t * statushsgBuf(16]; R e | o (et [l
161
» musk x0000. AW 0x4038.. Sta
152 testStatus = NO_TEST_EXECUTED; -
163 o = CCRO 0x0000.. RW 0:4038.. Coi
16e BSP_Init(); CSSRO 0x0000. AW 0:d038.. Cor
165 ] > =RR 0x0000.. RW 0:4038.. Fio:
166 //  while(1){} » s 0100000000 000000000000000000... 0x0000... RO 0s4038... Fly
167
74 GIR 00000 RW 0x4038.. Ger
165 WGR 0x0000_ AW 0:d038.. Ger
e — sexun Enable HSE_FU_Feature_Flag *** F— T aoii] B oot [oel
171+ /* Check HSE_FW_Feature_Flag status (this flag indicates whether firmware can be installed in * » MR 0000, RW 024038, T
172 * the devica or not), 1f not enabled, then enable it by programming UTEST area .
173 * The MPU(RTD default configuration) is enabled in SystemInit(), which caused the UTEST can't * SR uses.| B0 [Oues. B
174 * be read and written by APP core, 30 user must give UTEST area read and write rights, the = RCR 0x0000.. RW 0x4038.. Rec
175 * method is configuring Access Rights as "MPU_M7_PRIV_RW_UNPRIV_RW" of MPU module in CT. i > BRSR 0x0000.. RO Ord038... R
176 4f( FALSE == chackHseFwFeatureflagEnabled() ) - # 1m0 usASANSAS 00000000000000000... 0x0000... AW 0x4038... Tra
DEASMEAS
o . G TR_DATA (bits 0-31) 000000000 000000000000000000._. ) M
178 /* Ensbles HSE Fi feature by programming UTEST ares(@xiB0OGOOOUL) a5 @XAABBCCODDDCCBBAAUL. */ =
179 gsrvResponse = EnableHSEFWUsage(); o
180 ASSERT (HSE_SRV_RSP_OK == gsrvResponse); > mTR2)
151 i TR 0x0000.
182 Software functional reset to begin install WSE firmare. * « =R CXAASSASSA 101010100101010110_. 0x0000.. RO 0xd038... Rec
183 * After reset, SBAF will program MSE_FW in WSE Code Flash, */ T >0 wl
154 Power_lp_MC_ME_SocTriggerResetEvent (POWER_IP_FUNC_RESET_NODE); T osaoea
[ N _Tp_MC_ME_ age (POWER_IP_FUNC_| r_NooE ) » mRRE) - RO Onvd038.. Rec
< > fhs WRRER] 0x0000.. RO 0w4038.. Rec
. @1 -o [187  testStatus |s WSE_FN USAGE_ENABLED; " 5
 Dachbosrd vk L2
« Project Creation 189 B Outne ™ = Disassembly BANen |
+ 190 0 -~
53205 Application Project . sesn v
o 53205 Uibrary Project ~ - s N « HSE_UpdateHsoFrrmwarelhseAccessMode £ uint32_t uint32_1): heeSniesponse | .
* BuldDebep © Console 2 Problems O Executa ebug She arch it : aro=iMESs~- 1 -0
pleai Moritors
an (Al * DDO4EN000 a-7 "
® Debug
’  0:004£0040 eoederee
- Settings * 01039028 eo00sess
@ Project settings 46390040 40020000 40020000
& Buid settings 48390050 DOB49RRR  BFFFFFFF
% Debug setings 4039C060 BFFOFFFF 00000003
- Miscellaneous 4e39c070
@ Geting Started 4e39c088

* Quick access

H
§

SEERR o3 © Reod peripheral regiters: (40%) -



Can see that the switch is successful, RRO returns 0OXDABABADA, and clears the HSE GPR bit 1 as the
MU installation is completed, then you only need to reset.

BB workspaces32D5.3.4 - 532K344 LifeCycle Management Cfg_100_34 FWO110/src/main.c - 532 Design Studio for 532 Platform -
File Edit Source Refactor Navigate Search Project Configlools Run PEMicro FreeRTOS Window Help

X

CRNETY » LEvHvOvaAvess . vhvoovo vn Q iz zEentsEse
#Debug & S %|®|P 8~ 0 RBmanc =o EmbSys Registers * *8 =0
« @ 532K344 LifeCycle Management Cfg_100.34 Fwo11 [J183 * After reset, SBAF will program HSE_FW in HSE Code Flash. * A Project: [$32K344 LifeCycle Management_Cfg_100_34_FWO110] Device: $32K344 Core: Cortex-M?  (Double dick on register to read va
« @ $32K344 LifeCycle Management_Cfg 100 34 Fwi [[18% Power_Ip_NC_ME_Soc TriggerResetEvent (FONER_IP_FUNC_RESET_MODE); Register Hex Bin Reset  Ac. Address De A

q o - SIGINT nte }

~ & Thread #1 (Suspended : Signal : SIGINTnterru|
= main) at main.c197 0x40d104
8 CANXP\S32D5.3 A\edipse\pluginshcom.per

8 arm-none-eabi-gdb

testStatus |= HSE_FW_USAGE_ENABLED;

4 Semihosting Console

Jrmsrsamssanssnsa s an s s ks sanrss Tnstal] HSE_FU #EKESRREIARESIRRSARES RESSRREIATRITESES |

/* Wait for HSE to initialize complete(service request can be sent over MU) after installation */
if( @ == (HSE_STATUS_INIT_OK & HSE_GetStatus (MU_INSTANCE_8)) )

0x00000000 000000000000000000... 0x0000.. RO 0xd038... Flay

gInstallHSEFwTest = FW NOT_INSTALLED;

Wi} 0:0000.. RW 0¢4038... Tra
x0000.. RO 0¢4038... Tra

else 0x0000.. RW 0¢038... Rec
x0000.. RO 0xd038... Rec

BINstallHSEFWTest = FILINSTALLED; 000000000 000000000000000000... 0+0000... RW 0:d038... Trar
0x00000000 000000000000000000... ®W) M

0x0000.. RW 0xd038.. Tral

0x0000.. RW 0x4038.. Tral

0x0000.. RW 0x4038.. Tral

OxDABABADA 110110101011101010., 0x0000.. RO 0x4038.. Rec
OXDABABADA 110110101011101010. (RO) m
0x0000.. RO 0x4038.. Rec

0x0000.. RO 0x4038.. Rec

0x0000.. RO 0x4038.. Rec

gsrvResponse = HSE_UpdateHseFirmiare( HSE_ACCESS_MODE_ONE_PASS, 8, (uint32_t)(&_HSE_FW_START) );
ASSERT(HSE_SRV_RSP_OK == gsrvResponse};

teststatus |= FN_UPDATE_SUCCESS;

/* Acquire and print HSE related information(FW Version, Life Cyele, HSE Status, Secure Boot). */
gsrvResponse = GetHseInfo();

ASSERT(HSE_SRV_RSP_OK == gsrvResponse); W
/* Software functional reset to begin install HSE firmware. * %
* After reset, SBAF will program HSE_FW in HSE Code Flash. */ Cor
Power_Ip_MC_ME_SocTriggerResetEvent (POWER_IP_FUNC_RESET_MODE) ; & sTcu e
for (333 & SELFTEST GPR SEL
 SEMA42 SED
< > if(exit_code 1= @) & EMAC M.
#Dashboard e break; . ’
- Project Creation utline §
. } . id) : int ~
$32D8 Application Project . . ” ‘main(void) : i
& $32D5 Library Project < feture sxit_cods; 5 * HSE_UpdateHseFirmware(hseAccessMode._t, uint32_t, uint32_t) - hseSrvResponse t .
;B:";’ D‘F“ ©Console = Problems © Executables () Debug Shell + Search “Watch registers O Memory Spaces 0 Memory * ¥ Call Hierarchy ElReal Time Expressions e CelE E
ild (Al) .
« r\c‘am (AN Monitors & % % (0x4039C028 ; 0x4039C028 <Hex Integer> i1 . % New Renderings..
- [’muq\ © 0<004E0000 Address @ -3  4-7  8-8  C-F ~
- ©_Ox004E0040 4033C020 00000501 eeesesee JELIITIIIN ©0000000
Settings © 0x4039C028 4033C030 00P00BEO ©0EOR35 4000GR00  4002CE0
W Project sattings 4033040 40020000 40020000 ©00E00R00 ©0E00R00
% Bukd sattings 40390050 . 00000000 BFFFFFFF  BFFD3FFF  BFFD3FFF
& Debug settings 4635060 BFFDFFFF 00000003 00000000 00000000
- Miscellaneous 4035C070 00000000 00000800 00000000 00000000
 Getting Started 4035C080 00000000 00000000 00000000 00000000
Quick access 4033C000 00000000 00000000 00000000 B0000000

4033C0A0 ©000E060 ©0P0EGE0 ©0E0EEE0 ©0E0E060

IITSIMISTAB0M 1 Reod peripheral registers: {40%)

After reset, the MU FSR value is 0x09600000, the HSE GPR bit 0 is set to “1”, HSE FW is present and SBAF
Booted HSE Firmware.



